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OGC(C’s foreword

As co-founder of the ITIL concept and leader of its early
development, I'm delighted by the positive impact it has
made on companies and organizations around the world,
What began as a UK govemment initiative to set out an
efficient, successful and reliable approach to senvice
managemant is now a glebal endeavour, with
publications, training and support tools available in various
languages. Of course, successful growth doesn't hapeen
b chance and ML has proven iself many times over
through the kenefits it bings to the businesses that
embed its practices.

Since its creation in the late 19805, [TIL has been
developed o Yeep up to date with a constantly changing
sepvice rmanagermenl envirenment, Here in e lalesl
varsion, | am pleased to see o top quality product.
Cansultation with experts on a global scale brings you
leading practices, identified through experience and
braught together with the skills and expertise of our
publishing partner, The Stationary Cffice {TS0).

| believe ITIL will continue to play an impotant role within
govermrnent as an effective standard framewarls for
delivery, However, the real value in [TIL is that its benefits
are available to every organization, large or small, with a
genuine desire to deliver a high-performing sendice
provision. May vour organization be one of thosel

Tak (e T

{'.F—'\I\-

Jdohn Steweart
Office of Government Commerce
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Chief Architect’s foreword

This book is dedicated to the people who practise IT
service management. Through their knowladge and
experiences we have shaped the present and can see
further toward the future along our journay to service
excellence.

Crier the past two decades the world of 1T has changed
drarnatically. The IT Infrastructure Library framowars has
grown along with it and has shaped a cormmunity of
practice that has spawned am entire industry, What hasn't
changed in all that time is the need for us as practtioners
af service manzgement to learn howe best pract ces evalve
and how they suppart and influence the customer's
successes of failures.

In a world of growing complexity, choice and globalization,
ML has remained at the heatt of the industry, growing and
avalving 1o meet the neads of service providers. The
current version of ITIL is a product of this evolution.

Within the pages of this ook, we will intraduce ITIL ko the
navice, further educate the practitionar and transfonm our
understanding of 11 service management best practices,

This book captures the basic concepts of the ITIL Service
Lifecycle and its benefits. It serves as a reference to ITIL
service management practices, but should not be
considered a substitute for the ITIL cora practice set.

It is from hare we begin the journey into the [TIL sarvice
management practices,

¥ r

2 V4

f.).'f‘_'.-

i -
[

Sharon Teylor
Chief Architect, ITIL Service Management Practices
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Preface

Life-cycle (noun) - The various stages through which a
living thing passes (Kernerman English Multilingual
Diictionary)

The very term ‘lifecycle’ is tsed o describe the evolitian
of many living things in this world from the’r creation to
expiration. The time between creation and expiration is
the Journcy’,

We need only look at our own life joumeys to ses a living
example.

Craphion — the frst part of our journey. As an embno
develops, its life blueprint is being established thraugh the
architecture of its DNA The embrvo’s genetic structure will
dictate its capability, propensity for immunity or
wvulnerability to disease, and cartain parsonality
rharacterstics it will carmy throughout |ife.

Childhcod - the formartive stage. We are influenced by our
capasLre to the warld around ws and can influcheoe our
life blueprint in how we rnanifest and integrate oursalves
with the warld around us, Our understanding of our
needs, both for growth and creativity, are our
requirerments’ that allow us to create value for ourselves
and those whe come into contact with us.

Adufthood - where we hone our skills and perform within
expacted sociatal parameters. We strive to improve our
capabilities continually and define our value. By this time,
we have built a complex network of relationships and
dependencies to athers. The waorld we live in has become
far morza complex than in childhood and managing our
[wizs more challenging.

If vou replace the human metaphaor above with the
[fecycle of service management, you will sse many
similarities, This is because the ITIL Service Lifecycle
represents the same evolution - from creation to
expiration - and the stages in the ITIL Service Lifecycle ane
what fall in betwean,

We often forget that services are living things. They
raguire sustenancea to survive, they must continually adapt
anel avolvie with changing needs of the baisiness, and they
will pass through various stages over their lifietime.

Senvices arc constraihed by their genetic Blucprint — risks,
financial investment, culture and econamics - but should
eyolve to influence their valuz through interaction,
evolution, dependencies and relationships, and to exploit
these for positve outcomes,

This book will take you through these Service Lifecvcle
stages and show how to apply the knowledge contained
in the ML core lifecycle publications,
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1 Introduction

1.1 A HISTORICAL PERSPECTIVE OF IT
SERVICE MANAGEMENT AND ITIL

IT service management (ITSM) evolved naturally as services
became underpinned in time by the developing
technology. In its eady years, [T was mainly focusad on
application devalopment — all the new possibilities
seaming to be ends in themselves. Hamessing the
apparent benefits of these new technalogies meant
concentrating on delivering the crested applications as a
part of a larger service offering, supporting the business
itselt.

Curing the 19805, as the practice of service managerent
grew, 5o too did the dependency of the business. Meeting
the business need caled for a more radica refocus for an
IT zervice approach and the ‘IT help desk’ emergec 1o deal
with the frequency of issues suffered by those trying to
use [T sarvicas in delivery of their businass.

At the same time, the UK government, fuelled by 2 need
far finding efficiencies, set out to document how the best
and most successful erganizations approached service
managermant. By the iate 1980s and early 19%0s, they had
produced a series of books documenting an approach to
the IT service management neaded to support business
users, This library of practice was entitled the IT
Infrastructura Library = [TIL to its friends.

The original Library grew to over 40 books, and started a
chain reaction of interest in the UK IT service community.
The term ‘IT service management’ had not been coined at
this point, but hbecame a commaon term around the mid

19905 as the popularity of ITIL grew. In 1997, a user forum,

the IT Information Management Forum (ITIMF), was
created to bring [TIL users together to exchange ideas and
learn from each other, and would eventually change its
name 1o the IT Service Management Forum (itSMFL. Today,

the it30F has members worldwide as [TIL's popularity
continues to grow.

A formal standard for [TSM, The British Standard 15000,
largely hased on T practices, was established and
followed by various national standards in numenous
countries. Since then the 150 20000:2005 Standard was
intraduced and gained rapid recognition globally.

[1IL's next revision begam in the mid 19905, until 2004,
Version 2 of TIL, as it is commonly referred to, was a more
targeted product - with nine books - explicitly bridging
the gap between technology amd business, znd with
guidance focused strongly on the processes required to
deliver effective services to the business customer,

1.2 ITIL TODAY

I 2004, Lhe $6GC began he second major refresh iniliolive
af ML, in recognition of the massive advancements in
technalogy and emerging dhallenges for IT service
prroavicers, Mew technology architectures, virtualization and
outsourcing becamea a mainstay of IT and the process-
based approach of ITIL needed to be revamped to address
sarvice management challenges.

After twenty years [TIL remains the most recognized
framework for [TSM in the world. While it has evolved and
changed its breadth and depth, it preserves the
fundamental concepts of leading practice.

1.2.1 Why is ITIL so successful?

ITIL is intentionally composed of a common sense
approach o service management — do what works. And
what works is adapting a common framework of practices
that unite all areas of IT service provision toward a single
aim — delivering value to the business, The following list
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defines the key characteristics of ITIL that contribute to its
global success:

B Non-proprietary — [TIL service management practices
are appliczble in any IT arganization because they are
not based on any particular technalogy platform, or
industry type, ITIL is owned by the UK government and
not tied to any commercial proprietary practice or
solution

B Non-prescriptive - TIL offers robust, mature and
time-tested practices that have applicahility to all types
of service organizations. It continues to be useful and
relevant in public and private sectors, internal and
external service providers, small, medium and large
enterprise, and within any technical environment

B Baest practice - [TIL service managemeant practices
represent the learmning experiences and thought
leadership of the world's best in class service providers

B Good practice — Not every practice in [TIL can be
considered "best practice’, and for good reason, For
many, a blend of commeon, good and best practices
are what give meaning and achievability to ITSM. In
some respects, best practices are the flavour of the
day. All best practices become common practices over
time, being replaced by new best practices.

1.3 THE ITIL VALUE PROPOSITION

All high-performing senvice providers share similar
characlerislics, This is nol coincidence, There are specilic
capabilities inherent in their success that they demonstrate
cansistenthyt, & core capabylity is thair strategy, I vou were
to ask a high-achieving service provider what makes them
clistinctive fram their competitors, they wiould fall wou that
it iz their infrinsic understanding of how they provide
value to their custormers, They understand the customer’s
business objectives and the role they play in enabling
those objectives to be met. A closer look would reveal that
their ability to do this does not come from reacting to

customer neads, but from predicting them through
preparation, analysis and examining customer usage
patterns.

The next significant characteristic is the systematic usa of
service management practices that are responsive,
consistent and measurable, and define the provider's
quality in the eyes of their custormers. These practices
provide stability and predictability, and permeate the
service provider's culture.

The final characteristic is the provider's ability to
continucusly analyse and fine tune service provision to
maintain stable, reliable yet adaptive and responsive
services that allow the customer to focus on their business
withowt concern for [T service reliability,

Im these situations you see a trusted partnership between
the custorner and the sarvice provider, They share risk and
reward and evolve together. Fach knows they play a role
in the success of the other.

As a service provider, this is what you want to achieve. As
a customer, this is what you want in a service provider,

Take a moment look around at the industry high-
performing service providers. You'll see that most use ITIL
Service Management practices. This isn't coincidence at all.

1.4 THE ITIL SERVICE MANAGEMENT
PRACTICES

When we turm on a water tap, we expect to see water flow
from it, When we press down a light switch, we expect to
see [ight fill the reom, Mot =0 many vears ago these vary
hasic things were not as reliable as they are today, W
ko instinctivaly that the acvances in technalagy have
made them reliable enocugh to be considerad a utility. But
it isn‘t just the technology that makes the services reliable.
It is howe they are managed. This is service managemeant!
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The use of IT today has become the utility of business.,
Simply having the best technology will not ensure it
provides utility-like reliability, Professional, responsive,
value-driven service management is what brings this
quality of service to the business,

The abjective of the ITIL Service Management practice
framework is to provide services to business customers
that are fit for purpose, stable and that are so reliable, the
business views them as a trusted utility,

ITIL coears bresl, praclice guidance applicable woall Lypes of
arganizations who provide services to a business, Each
publication addressas capabiliies having direct impact on
a senvice provider's performance, The structure of the oo
practice takes form in a Service Lifecycle. It is iterative and
miultidimensional. It ensures organizations are set up to
leverage capabilities in one area for learning and
improvemeants in athers. The care is expectad to provide
structure, stability and strength to service management
capabilities with durable principles, methods and tools,
This serves to protect investments and provide the
necessary basis for measurement, leaming and
improvement.

The guidance in [TIL can be adapted for use in various
business environmeants and organizational strategies. The
complementary guidance provides flexibility to implement
the core in a diverse range of environments, Practitioners
can select complementary guidance as needed to provide
traction for the core in 2 given buzsiness context, much like
tyres are selected based on the type of automaobile,
purpose and road conditions. This is 1o increase the
durability and portability of knowledge assets and to
protect investments in senice management capabilities.

1.5 WHAT IS A SERVICE?

Service managament it more than just a set of capabilities.
It is also a professional practice supported by an extensive
body of knowledge, experience and skills, A global

ntroduction |

community of individuals and organizations in the public
and private sectors fosters its growth and maturity, Formal
schemes exist for the education, training and certification
of practising organizations, and individuals influence its
quality. Industry best practices, academic research and
farmal standards contribute to its intellectual capital and
draw from it

The arigins of scrdoz management zre 'n traditional
service businesses such as airlines, banks, hotels and
phone companies, Its practice has grown with the
acduption by T vrganizalions of a service-onienled
approach to managing IT apglications, infrastructure and
processes. Solutions to business problams and suppost for
brusiness maodels, strategies and operations are increasingly
im the form of services. The popularity of shared sonvices
and eutsourcing has contributed to the increase in the
number of arganizations who are service providers,
including internal organizational units. This in turn has
strengthened the practice of service management and at
the same time imposed greater challenges upon it.

Definition of a service

A 'service' is a means of delivering value to customers
by facilitating outcomes customers want to achieve
without the ownership of specific costs and risks.

There are a variety of contexts in which the definition of
a service can be expanded upon, but as a basic
concept, service is the means of delivering value, and
no matter how your organization chooses to define a
service, this must be at the heart of what defines a
service,

1.6 NAVIGATING THE ITIL SERVICE
MANAGEMENT LIFECYCLE

Before discussing the principles of ITIL senvice
management practices, it is helpful to understand the
overall contant structure and how topics areas are

5
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organized within each of the books that together
comprise the practices.

The ITIL service management practices are comprised of
three main sets of products and senvices:

B [TIL service management practices — core guidance

B [TIL service management practices = complementary
guidance

B TIL web support senvices.,

1.6.1 ITIL service management practices -
core guidance

The core set consists of six publications;

B [nfroduction to ITIL Service Managerment Practices

(this publication)

Service Strateqy

Service Design

Service Transition

Service Operation

B Continual Service improvement.

A common structure across all the core guidance
publications helps to easily find references between
walurmes and where to look for similar guidance topics
within each stage of the lifecycle:

Practice fundamentals

This section of each core publication sets out the business
case argument of the need for viewing service
managernent in a lifecycle context and an overview of the
practices in that stage of the lifecycle that contributes to
it. It briefly outlines the context for the practices that
fallow and how they contribute to business value,

Practice principles

Practice principles are the policies and governance aspects
of that Ifecycle stage that anchor the tactical processes
and activities to achieving their objectives.

Lifecyele processes and activities

The Service Lifecyde stages rely on processes to execute
each elemant of the practice in a consistent, measurakle,
repeatable way. Each core publication identifies the
processes it makes use of, how they integrate with the
other stages of the lifecycle, and the activities needed to
carry them out,

Supporting organization structures and roles

Each publication identifies the organizational roles and
responsibilities that should be considered to manage the
Service Lifecycle. These roles are provided as a guideline
and can be combined to fit into a variety of organization
structures. Suggestions for optimal organization structures
are also provided.

Technology considerations

ITIL service management practices gain momentum when
the right type of technical automation is applied. Each
lifecycle publication makes recommendations on the areas
to focus technology automation on, and the basic
requirements a service provider will want to consider
when choosing service management tools.

Practice implementation

For organizations new to ITIL, or those wishing to improve
their practice maturity and service capability, each
publication outlines the best ways to implement the ITIL
Senvice Lifecyde stage.

Challenges, risks and critical success factors

These are always present in any organization. Each
publication highlights the common challenges, risks and
success factors that most organizations experience and
how to overcome them.
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Complementary guidance

There are many external methods, practices and
frameworks that align well to ITIL practices. Each
publication provides a list of these and how they
integrate into the TIL Service Lifecycle, when they are
useful and how.

Examples and templates

Each publication provides warking templates and
examples of how the practices can be applied. They are
provided to help you capitalize on the industry experience
and expertise already in use, Each can be adapted within
your particular organizational context.

1.6.2 ITIL service management practices -
complementary guidance
This is a living library of publications with guidance
gpecific to industry sectors, organization types, operating
models and technology architectures. Each publication
supports and enhances the guidance in the ITIL core.
Fublications in this category will be continually added to
the complementary library of practice and will contain
contributions from the expert and user ITSM community.
In this way, ITIL practices are illustrated in real-life
situations and in a variety of contexts that add value and
knowledge to your own ITIL practice.

1.6.3 ITIL web support services

These products are online, interactive services including a
Glossary of Terms and Definitions, Interactive Service
Management Model, online subscriber services, case
studies, ternplates and ITIL Live® [wwwitil-live-portal.com),
an interactive expert knowledge centre where users can
access time with [TSM experts to discuss questions and
issues, and seek advice,

mtroduction |
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2.1 SERVICE STRATEGY
At the core of the Service Lifecycle is Service Strategy.

Service Strategy provides guidance on how to view service
rnanagerment not only as an organizational capahility but
a5 a strategic asset. Guidance s provided on the principles
underpinning the practice of senice managament which
zre useful for developing service managemeant policies,
guidelines and processes across the ITIL Service Lifecycle,

Topics covared in Service Strategy include the
development of senvice markets, characteristics of intarmnal
and external provider Tpes, senvice assats, the senvice
purllolio and implementaolion of sralegy through the
Service Lifecycle. Financial Management, Demand
Management, Organizational Development and Strategic
Risks are among other major topics.

Organizations should use Service Strategy guidance to set
objactives and expectations of performance towards

Core guidance topics

serving customers and market spaces, and to identify,
selact and prioritize opportunities. Service Strategy is
about ensuring that organizations are in position to
handle the costs and risks associated with their service
portfoling, and are sat up net just for operational
effectiveness but for distinctive perfarmance,

Crganizations already practicing ITIL use Service Strategy
o guide a stratagic review of their ITIL-based service
rmanagement capabilities and to improve the alignment
between those capabilities and their business strategies.
This ITIL velume encourages readers to stop and think
about why something is to be done before thinking of
how.

2.2 SERVICE DESIGN

If you build it, they will come’ is a saying from a famous
1989 Hollywood movie, Field of Dreams. But if you build it
and it doesn't provide value, they will soon leave!

For services to provide true value to the business, they
must be designed with the business objectives in mind.
Service Design is the stage in the lifecycle that turns
Senvice Strategy into the blueprint for delivering the
business objectives.

Service Design provides guidance for the design and
development of services and service management
practices, [t covers design principles and methods for
comverting strategic objectives into potfolios of services
ained service cssels, The scope of Service Design is nol
limited to new services. It includes the changes and
improvements necessary to increase or maintain value to
customers over the lifecycle of services, the continuity of
services, achievement of service levels, and conformance
to standards and regulations. It guides organizations on

1



T2IB=TED=LTLL=13

FR/R507 14: 00 Page 12

12 | Core quidance topics

how to develop design capabilities for sarvice
management.

Among the key topics in Service Design are Service
Catalogue, Availability, Capacity, Continuity and Service
Level Management.

2.3 SERVICE TRANSITIOM

Transition [tran-Zish-ufin| - Mowvernent, passage, or
change frorn one position, state, stage, subject, concept,
etc, to another; change: the transition from adolescence
to adulthood.

Service Transition provides guidance for the development
and improvernent of capakilities for transitioning new and
changed services into live service aperztion. This
puhlicatinn provicdes giidance on how the renuiraments of
service Strateqy encoeded in Service Design are affectively
realiced in Service Gperalion whike conlralling the risks of
failure and disruption.

The publication combines practices in Change,
Configuration, Asset, Release and Deployment. Programme
znd Risk Managament and places them in the practical
context of service rmanageament. I provides guidance on
mananging the complexity related to changes to senvices
and service management processes; preventing undesired
consequences while allowing for innovation, Guidance is
provided on transferring the control of services between
rustomers and service providers.

Service Transilion inlroduces he Service Knowdedyge
Manageimant Systam, which builds upon the current data
and information within Configuration, Capacity, Known
Emrr, Detinitive Media and Assets systems and broadens
the vse of senvice infonmation into knowledge capakility
for decision and management of services,

2.4 SERVICE OPERATION

Sevvice Operation embodies practices in the management
af the day-to-day operation of services, It includes
guidance on achieving effectiveness and efficiency in the
delivery and support of services to ensure value for the
customer and the service provider. Strategic objectives are
ultimately realized through Sevvice Operation, thevefare
making it a critical capakility. Guidance is provided on
howe to maintain stakility in service operations, allow ng
for changes in design, scale, srope and service leviels,
Droznizations are provided with detailed process
quidelines, methods and tools for use in two major control
perspectiias: reactive and proactive. Managers and
practitioners are provided with knowlacge allowing them
to make better decisions in areas such as managing the
avallability of servicos, controlling demand, optimizing
capacity utilization, scheduling of operations and fixing
problems. Guidance is provided on supporting cperations
through mew models and anchitectures such as shared
sarvicas, utility computing, web services and mobile
COMIMerce,

Among the topics in this book are Feent, Incident,
Proklem, Request, Application and Technical Management
praclices, This book discusses some of the newer industny
practices to manage wirtlal and service onentad
architacturas.

2.5 CONTINUAL SERVICE IMPROVEMENT

Continual Senvice Impravemant provides instrumeantal
guicance in creating and maintaining value for custormers
through better design, transition and operation of sendces.
It combines principles, practices and methods from quality
managament, change management and capability
improvement. Organizations learn to realize incremental
and large-scale improvements in service quality,
operational efficiency and business continuity. Guidance is
provided for linking improvement afforts and outcomes
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with service strategy, design and transition. A closed-loop
feedback systemn, based on the Plan-Do-Check-Act (PDCA)
model (see section 2.6), 5 established and capable of
receiving inputs for improvements from any planning
parspective,

Guidance on Service Measurement, demaonstrating value
with metrics, developing baselines and maturity
3s505EMCNTS are 2mong the key topics.

2.6 LIFECYCLE QUALITY CONTROL

Consistant with the structures adopted by high-performing
businesses today and standards bodies around the word,
the ITIL Service Lifecycle approach embraces and enhances
the interpretation of the Deming Guality Cycle (Figure 2.7)
af Plan-Do-Check-Act. You will see this quality cycle used
in the structure of the practices in each of the core guides,

Figure 2.1 The Deming Quality Cycle

Continwous quality control and consolidation

13
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The ML framework incorporates the Deming CQuality Cycle
by applying it to the Service Lifecycle stages. This helps
align the practices of ITIL 1o the structure of external
practices such as COBIT and ISO/IEC 20000,

2.7 ITIL CONFORMANCE OR COMPLIANCE -
PRACTICE ADAPTATION

An impartant aspect of [TIL is the ‘open-source’ nature of
its practices, It s intended and strongly recomme nded
that organizations adapt ITIL practices within their own
context, and entrench thelr own st practices within an
overall Service ianagemant frarmemiork.

For example, within Service Transition, ITIL provides a
selection of Change Management models for standard,
nermal and emergency Changes. In many cases, these
madels as described in Service Transition may be all you
nead and they cover the range of possible change types in
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Do Project
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an organization. Within each model, a specific flow of
process and procedure is provided. If in your organization,
maore steps for an emergency change make sense to meet
your reguirements and ohjectives, then you should adapt
these into the generic ITIL Change process flow, Doing 5o
does not mean you no longer conform to ITIL. As long as
the main ITIL process steps, inputs and outputs are
included and the ohjectives met, that is your best practice
and iz fit for purpase 0 your organizational context

ITIL i a framework 20 organization conforms to, not
complias with. There is @ major difference between these
two things and one that is often misunderstood.,

Conformity allows Mexibalily in the adaplalion of predlives
within an organizational context while maintaining the
avierall structure of the framewark. Compliance is highly
specific, often audited to a formal standard and the
organization’s practices must rmimic extarnally defined
practices. There iz a need for both within cerain contexts,
but a key to agile senvice management practices is
knowing which, im what blend and in what contest
confenmance or compliance should apply.

Mary arganizations Use ITIL as a means to achieve
compliance with a formal, audited standard such as
I0/1BC 20000:2005, The design of ITIL is particularly
useful for this purpose since the framewaork is architecterd
to ensura that an organization’s service capabilities are
designed and operatec wsing the practices that align to
these standards.

This standard set outs the key areas of compliance and
requires that organizations can dernonstrate that they use
the rnanagement systems and practices in these areas in
order to be compliant to the standard, Experts agree that
adopting L produces & framework best suited o
achieving 150/1EC 20000 certification. Later in this book a
list of common externzl frameworks, method and
standards are provided that have a solid alignment to the

practices of ITIL and fit well into any organization's service
practices.

2.8 GETTING STARTED - SERVICE LIFECYCLE
PRINCIPLES

In the following chapters you will leam about the key
concepts within the [TIL Service Lifeoycla. You begin by
working your way from the core of the lifecycle, Senvice
Strategy, then around the revalving lifacycle practices of
Service Design, Transition and Operation, finishing with
Continual Service Improvament, Aftenvard, you should
have a clear understanding of the basic concepts aof the
[TIL Service Lifecycle and how the core practice
publications can be wseful to you. This will help readers to
further examine particular areas within any af the cone
guidance books that offer detailed practice information in
areas that suppert your day-to-day service managerment
role,

The following table gives a general vievsw of some of the
mcre covmmen rales in organizations and the M serice
management practice core guides that hast the daw-to-cay
practices, processas and activities most related to those
roles.
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Table 2.1 Roles and core guides
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Fole

Cove guide

Service Desk Manager/staff

Serdace Cperation

Ircident Manager/ Technical Support staff

Service Transition and Service Operation

Operations Managermeant

Sepdce Trarsition and Senvice Operation

Change Manager/Change Requestor

Senice Transition

Solution Cevelopment

Service Dasign

Testing/Frooduction Assurance

Senice Transition and Sendce Operation

Sarvice Level NManager

All core publications

ApplicationdInfrastructure Architect

Al core publications

Supplier Relationship Managament

Senice Dasign

IT Steering/Governance

sendice Strateqy, Serice Design

CIOAT Diimactor
IT Service Manager

All core publications

All core publications

Portfolio Manager

Al core publications

MOTE: It is extremely important o reiterate that ne one core book axists in iselation, just as no one part of service management practice does,
Organizations mterested in adopting ITIL or further maturing their current ITIL practice must consider the lifecycle in its entirety and the benefit
all five of the core books provide. Just as this Infroduction ook is not a substitute for the core library, one core guide alone B net sufficient 1o
adopt and use the practices to their full potential,
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3 The ITIL Service Management Lifecycle -
core of practice

The Service Lifecycle contains five elements as shown in ensures that as business demand changes with business
Figure 3.1, each of which rely on service principles, need, the services can adapt and respond effectively to
processes, roles and perfommance measures, The Service them.

Lifecycle uses a hub and spoke design, with Sarvice
Strategy at the hub, Service Dasign, Transition and
Operstion as the revolving lifecycle stages, and anchoned
by Continual Sarvice Improvemant. Each part of the
lifecyrla prerts influence nn the ather and relies on the
other for inputs and feedback. In this way, a constant set
of checks and balances throughout the Senvice Lifecycle

At the heart of the Service Lifecycle is the key principle -
all services must provide measurahle value to business
objectivas and outcomes. [TIL Servica Management focuses
an husiness valee as its rime nhjective. Fach practice
revolves around ensuring that everything a senvice
provider coes o manage [T services far the business

Figuire 3.1 The ITIL Service Lifecycle

Continual
Senvice lmproverment
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custormer can be measured and guantified in terms of
business value, This has become extrermely important
today as IT organizations must operate themselves as
businesses in order to demonstrate a clear returm on
investrment and equate service performance with business
value to the customer.

3.1 FUNCTIONS AND PROCESSES ACROSS

THE LIFECYCLE

3.1.1 Functions

Functions are units of organizations specialized to perform
certain ypes of work and responsible for specific
ocutcomes, They are self-contained with capabilities and
resolrces necessary to their performance and outcomes.
Capabilities include work methods internal to the
functions. Functions have their own body of knowledge,
which accumulates from experience. They provide
structure and stabllity to organizations,

Figure 3.2 Process architecture

Suppliers

| The ITIL Service Management Lifecycle — core of practice

Functions typically define roles and the associated authority
and responsibility for a specific performance and oulcormes,
Coordination between functions through shared processes
is a commaon pattern in organization design. Functions tend
to optimize their work methods locally to focus on assigned
outcomes. Poor coordination between functions combined
with an inward focus leads to functional silos that hinder
alignment and feedback critical to the success of the
organization as a whola, Process models help avoid this
problermn with functional hierarchies by Improving cross-
functional coordination and contral. Well-defined processes
can improve productivity within and across functions.

3.1.2 Processes

Processes are axamples of closed-loop systems because

they provide change and transformation towards a goal,
and use feedback for self-reinforcing and self-corrective

action (Figure 3.2). It s important to consider the entire
process or how one pracess fits into another.

Customer

Service control and guality

Activity 3
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The ITIL Service Management Lifecycle

Frocess definitions describe actions, dependencies and
sequence. Processes have the following characteristics:

B They are measurable and are performance driven,
Managers want to measure cost, quality and other
variables while practitioners are concernad with
duration and productivity.

B They have specific results. The reason a process exists
is to deliver a specific result. This result must be
individually identifiable and countable.

B They deliver to customers, Every process delivers its
primary results to a customer oF stakehalder. They may
be internal or extemal to the organization but the
process must meet their expectations.

8 They respond to a specific event, While a process may
be ongoing or iterative, it should be traceable to a
specific trigger.

3.1.3 Specialization and coordination across
the lifecycle

Specialization and coordination are necessary in the
lifecycle approach. Feedback and control between the
functions and processes within and across the elements of
the lifecycle make this possible, The dominant pattern in
the lifecycle is the sequential progress starting from
Service Strateqy (55) through Service Delivery (500

Service Transition {ST) - Senvice Operation (520 and back
to 55 through Continual Service Irmprevement (CS1). That,
however, is not the only pattem of action. Every element
aof the lifecycle provides points for feedback and contral.

The combination of multiple perspectives allows greater
flexibility and control across environments and situations.
The lifecycle approach mimics the reality of most
organizations where effective management requires the
use of multiple contral perspectives. Those responsible for
the design, development and improvement of processes
for service management can adopt a process-hased
control perspective. For those responsible for managing
agrzements, contracts and services may be better served
by a lifecycle-based control perspective with distinct
phases. Both these control perspectives benefit from
systems thinking. Each control perspective can reveal
patterns that may not be apparent from the other.

3.1.4 Feedback throughout the Service
Lifecycle
The strength of the ITIL Service Lifecycle rests upon
continual feedback throughout each stage of the lifecycle.
This feedback ensures that service optimization is
managed from a business perspective and is measured in
terms of the value business derives from services at any
point in time through the Service Lifecycle, The ITII
service Lifecycle is non-linear in design. At every point in
the Service Lifecycle, rmonitoring, assessment and feedback
flaws between each stage of the lifecycle which drive
decisions zkout the need for minor course corections or
major service improvement initiatives, The following figure
illustrates some examples of the continual feadback
system built into the ITIL Senvice Lifecvcle,

com of practice | 21
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Figure 3.2 Continual feedback loop
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4 Service Strategy - governance and

decision-making

Requirements ]

The business/customers

\

o —_—----—— Objectives from
p—— el Constrainm
Icies
' Stratagies \| I
As the core of the [TIL Service Lifecycle, Service Strategy Defining the service market

sats the stage for developing a service provider's core
capabilities, This chapter will discuss a salection of the key
concepts from the Service Strategy book 1o help aid the
understanding of the rale of Service Strategy in the ITIL
Senvice Lifecycle.

Imagine you have been given responsibility for an IT
organization. This organization could be intermal or
external, cormmercial or not-for-profit. How would you go
about deciding on a strategy to serve customers? What if
you have a variety of customers, all with specific needs
and demands? How do you define your service strategy to
meet all of them?

Service Strategy provides guidance to help answer that
key guestion, It is comprisad of the following key
CONCeqs.

B Value creation

Service assets

Senvice Provider types

Service capabilities and resources

Service structures

Developing service offerings
Financial Management
Service Portfolios

Dermand Management
Service assessment

Feturn on investment.

4.1 STRATEGIC ASSESSMENT

In crafting a service stratagy, a provider should first take a
careful look at what it does already. It is likely there
already exists a core of differentiation. An established
service provider frequently lacks an understanding of its
own unigue differentiators. The following questions can
help expose a service provider's distinctive capahilities:

Which of aur services or service varieties are the most
distinctive?

Are there services that the business or customear cannat
easily substitute? The differentiation can come in the fom
of barriers to entry, such as the organization's know-how
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of the customer's business or the broadness of service
offerings. Or it may be in the form of raised switching
costs, due to lower cost structures generatad through
specialization or service sourcing. It may be a particular
attribute not readily found elsewhers, such as product
knowledge, requlatony compliance, provisioning speeds,
technical capabilities or global support structures,

Which of our services or service varielies are the mast
prafitable?

The form of value may be monetzny, @s in higher profits or
lower expenses, or sodial, as im saving lives or collecting
taxes. For hen-profit organizations, are thore scrvices that
gllavy the organization to peform its mission better?
Substitute “profit’ with “bensafits realized.

Table 4.1 Factors in strategic assessment

Which of our customers and stakeholders are the
most satisfied?

Which customers, channels or purchase occasions are
the mast profitable?

Again, the form of value can be monetary, social or other,

Which of our activities in our value chain or value
hetwork are the most different and effectiver

The answers to these guestions will likely reveal petiarns
that lend insight to future strateqic decisions, These
decisions, and ralated objectives, fonm the hasis of a
stratagic assassmant.

Service Providers can be present in mare than one maiket
space. As part of strategic planning, Service Providers
shiould anzlyse their prescnce across various market
spaces. Strategic reviews include the analysis of strengths,
wieaknesses, opportunities and threats in each market
space. Service Providers also analyse their business

Factor Description

Atrengths and weaknesses

The attributes of the organization, For example, rescurces and Capakilities, service

ouality, operating leverage, axpanence, skills, cost strustures, customer senvice, giobal

FEACT, oot Kracned I"I](]I"r custarmer relationsh Fs el S0,

Distinctive competancies

Ag discussed throughowt the chapter, "What makes the ssrvice provider soedial 1o its

busiress or Customers!”

Business stratedy

The perspective, position, plans and pattems receied from a business stratogy. For

example, 3 Type | ard || may be directed, as part of a new business model, to expose
services o extermal pertners or over the intemet.

This i« alsn whera the discussion on customer outenmes baging and s camierd fonarnd
nto li'.ll'.l_|l.’"fT WS ‘il"‘TrII‘!I_':.

Howe will the Service Frovider know when it is successful? When must those factors bhe
achieved?

Critical success factons
Thireats and oppotunitios Imcludes competitive thinking. For cxample, 'l the sorvice provider vulnerable to
substitution?

Cr, ‘Is there a means to curperfomm competing altsmatives!
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potential based on un-served or underserved market
spaces. This is an important aspect of leadership and
direction provided by the senior management of Service
Providers, The long-term vitality of the Service Provider
rests on supporting customer needs as they change or
grow as well explaiting new opportunities that emeige.
This analysis identifies opportunities with current and
prospective customers. it also prioritizes investrments in
semvice assets based on their potential to senve market
spaces of interest. For cxample, if a Service Provider has
strong capabilities and resources in service recovery, it
explores all those market spaces where such assets can
deliver value for customers.

4.2 DEVELOPING STRATEGIC CAPABILITIES

To operate and grow succassfully i the fong tenm, emrvice
prrensiclers st have the ability to think and 201 in a
strategic manner, The purpose of Senvice Strategy is 1o
help organizations develop such abilities. The achicvement
of stratedic goa's of abjectives requires the use of stratedgic
assets. The guidance shows how to transform service
management inte a strateqic asset. Readers benefit trom
sooing the relationships between various services, systems
or processes they manage and the business models,
strategies or objectives they support. The guidance
answers guestions of the following kind:

B What services should we offer and to whom?

B How do we differentiate ourselves from competing
alternatives?

How do we truly create value for our customers?
Heow can we make a case for strategic investmeants?
How should we define service gquality?

How do we efficiently allocate resources across a
portfolio of services?

B How do we resolve conflicting demands for sharad
resources?

Service Strategy — governance and decision-making |

A multi-disciplinary approach is required to answer such
questions, Technical knowledge of IT is necessary but not
sufficient, The guidance is pollinatad with knowledge from
the disciplines such as operations management,
marketing, finance, information systems, organizational
developiment, systems dynaimics and industrial
enginearing. The result i a body of knowledge rabust
enough to be effective across a wide range of business
aviraniments. Some organizations are putting in place the
foundationzl clements of service managernent. Othars are
further up the adoption curve, ready to tackle challenges
anc apportunities with higher levels of complexity and
uncertainty.

4.3 5ERVICE PROVIDER TYPES - MATCHING
NEED TO CAPABILITY

The aim of service management is 1o make available
capabilities and resources wsaful to the customer in the
highly usable form of services at acceptable levals of
quality, cost and risks. Service Providers help relzx the
constraints on customers of ownership and control of
specific resources, In addition to the value from utilizing
such resources now offered as services, CUSTemers area
freed to focus on what They consider to be their Core
competence, The relationship betwesn custormers and
Service Providers varies by specialization in ownership and
control of resources and the coardination of dependencies
between different poals of resources.

Service Strategy defines three broad types of Service
Praviders with whom a customer is likely to engage in
ACCessing services.

B Type | - Internal Service Provider
Type | providers are typically business functions
embedded within the business units thay serve, The
brusiness units themselves may be part of a larger
enterprise or parent organization. Business functions
such as finance, administration, logistics, human
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resourcas and [T provide services required by various
parts of the business. They are funded by overheads
and are required to operate strictly within the
mandates of the business. Type | providers have the
benefit of tight coupling with their owner-customers,
avoiding certain costs and risks associated with
conducting business with external parties,

Type Il - Shared Service Provider

Business functions such as finance, IT, human resources
and logistics are not always at the core of an
arganization's competitive advantage. Hence, they
need not be maintained at the corporate level where
they demand the attention of the chief executive's
team. Instead, the services of such shared functions are
consolidated into an autonomaoLs special unit called a
shared sarvices unit (5. This model allows a momz
devolved governing structure under which an 55U can
focus on serving business units as direct customers.
55Us can create, grow and sustzin an internal market
for thair services and model themselves along the lines
of service providers in the open market. Like corporate
business functions, they can leverage opportunities
acrnss the enterprise and spraadd their costs and risks
SCross a wider base,

Type il - External Service Provider

Type Ml providers can offer competitive prices and drive
down unit costs by consolidating demand. Certain
business strategies are not adequately served by
internal Service Providers such as Type | and Type L
Customers may pursue sourcing strategies requiring
services from external providers, The motivation may
be access to knowledge, experience, scale, scope,
capabilities and resources that are either bevond the
reach of the organization or outside the scope of a
carefully considered investment portfolio. Business
strategies often require reductions in the asset base,
fixed costs, operational risks or the redeployment of
financial assets. Competitive business environments

often require customers to have flaxible and lean
structures, In such cases it is better to buy services
rather than own and operate the asset: necessary to
execute certain business functions and processes, For
such customers, Type NIl is the best choice for a given
st of services,

Today, it is common to see all three types combining
capabilities to manage senvices for a customer. The power of
this approach lies in selecting the right blend and balance.

The Service Strategy publication provides detailed
guidance on provider types and how to decide on the
right blend,

4.4 SERVICES AS ASSETS - VALUE
CREATION

A good business model describes the means of fulfilling an
nrganization's objectives. Howewver, without a strategy that
in some way makes a Service Provider uniguely valuable to
the customer, there is little to prevent alternatives from
displacing the organization, degrading its mission or
entaring its market space, A service stratagy thereforne
defnas a unigque approach for celivering better valug. The
need for having a service strategy is not limited to Senvice
Froviders who are commercial enterprises. Intemal Service
Praviders need just as much to have a clear perspective,
positioning and plans to ensure they remain relevant to the
brssiness strategies of their enterprises.

Senvice assets have two main characteristics:

®  Utility is perceived by the customer from tha
attributes of the service that have a positive effect on
the performance of tasks associated with desired
business outcomes. This is fit for purpose.

B Warranty is derived from the positive effect being
available when reeded, in sufficient capacity or
magnitude, and dependably in terms of continuity and
sacurity. This is fit for use.
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Litility is what the customer gets, and wamanty is how it is
deliverad.

Resaurces and capabilities are types of assets that, when
combined in various ways, produce service utility and
warranty, Organizations use them to create value in the
form of goods and services. Resources are direct inputs for
production. Management, organization, people and
lnowledge zre used to transfonm resources. Capakilities
represent an organization's ability to coordinate, control
and deploy resources to procuce value. They are typically
experience-o riven, knowledge-inlensive, mformialion-tosed
and firmly embedded within an organization’s people,
systams, processes and technologies.

Customers perceive benafits in a continued relaticnship,
and entrust the provider with the business of increasing
value and also adding new customers and market spaces
ta the realm of possibilities. This justifies further
investments in service management in terms of
capabilities and resources, which have a tendency to
reinforce each ather,

Customers may initially trust the provider with low-vaiue
contracts or non-critical services. Service management

Figure 4.1 Service Provider capabilities and resources

Senvice Strateqy

govermance and decision-making |

responds by dealivering the performance expectad of a
strategic asset. The performance is rewarded with contract
renewals, new services and customers, which together
represent a langer value of business. To handle this increase
in value, service managament must imvest further in assets
such as process, knowledge, peopls, applications and
infrastructure, Successiul leaming and growth enables
commitments of higher service levels as service
ranagernont gets conditioned to handle bigger dhallonges.

4.5 DEFINING THE MARKET SPACE

A market space is defined by a set of business outcomes,
which can be facilitated by a service. The opportunity to
facilitate those outcomes defines a market space. The
following are examples of business cutcomes that can be
the bases of one or more market spaces:

B Sales teams are productive with szles management
systern on wireless computers

B E-commerce website is linked to the warehouse
management system

B Key business applications are monitored and secure

Capabilities Resources
Al Manacement Financial capatal A9
A2 Crganization Infrastructure AR
A3 Processes Applications A7
Mg kEnowledge Infarmation Al
People Peaple
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B |oan officers have faster access to information required
on loan applicants

B Online bill payment service offers more options for
shoppers to pay

® Business continuity is assured.

Each of the conditions is related to one or more categories
of customer assets, such as people, infrastructure,
information, accounts receivables and purchase orders,
and can then be linked to the services that make them
prossibla.

Customers will prefer the one that means lower costs and
risks. Service Providers areate these conditdons through
the sorvices they delivier and thereby provide support for
customers to achieve specific husiness outcomes,

A morkel space therelore represenls g sel of opporlonilies
for Service Providers to deliver wvalue to a customer’s
business through one or more services, This approach has
definite value for Service Providers in building strong
relationships with customers, Often it is not clear how

sarvices create value for customers, Services are often
defined in terms of resources made available for use by
customens. Service definitions lack clarty in the context in
which such resources are useful, and the business
outcomes that justify their cost from a customer's
perspective. This problem leads to poor designs,
ineffective operation and lacklustre perfarmance in service
contracts. Service improvemenits are difficult when it is not
clear wheore improvements are truby reguired. Customers
rzn understand and appreciate impmvemeants anly within
the context of their own business assets, performances
and cutcones, [Uis therefore impsorlant the Service
Providers identify their market spaces by ensuring they
dafine service by business outcomas such as those
described above and in Figure 4.2,

4.6 SERVICE PORTFOLIOS

The Service Portfolio (Figure 4.3) represents the
cormmitments and investments made by a Service Provider
across all customers and market spaces. It represents

Figure 4.2 Actionable components of service definitions in terms of utility

Limes of Senvice
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Uity Far A Uilicy Part B

Mohile workspace feid ’:’fm’ being constrained by
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Craelr repoting prowicke walue o Ipans officers slowing down the
peee e thee custormer dtanTig, it In;'lgpm:um
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continuity serdces continue o operate distatrous it
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present contractual commitments, new service
development, and ongoing service improvement
programmes initiated by Continual Service Improvement.,
The partfolio also includes third-party services, which are
an integral part of service offerings to customers. Some
third-paity services are visible to the customers while
others are not,

The Service Portfolio represents all the resources presently
engaged or being released in various phases of the Service
Lifecycle. Each phase requires resources for completion of
projects, initiatives and contracts. This is a very important

Figure 4.3 Service Portfolio
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governance aspect of Service Portfolio Management (SPM).
Ertry, progress and exit are approved only with approved
funding and a financial plan for recovering costs or

showing profit as necessary, The Portfolic should have the
right mix of services in development for the market spaces
and the Service Catalogue (Figure 4.4) to secure the

financial viability of the Service Provider. The Senvice
Catalogue is the only part of the Portfolic that recovers

costs or sams profits,
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e

Figure 4.4 Elements of a Service Portfolio and Service Catalogue

If we think of SPM as a dynamic and cngoing process set,
it should include the following work methods:

B Define: inventorny services, ensure business cases and
validate portfolio data

B Analyse: minimize portfolio value, align and pricritize
and balance supply and demand

B Approve: finalize proposed portfolio, authorize services
and resources

B Charter: communicate decisions, allocate resources
and charter services,

i
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Support terms and
conditions

Entry points and
secalations

W R W W W M W W W M MR e Mmoo oo

L

ApEssssssssssRsREEEss®

A

fo S S R

R T e ekl



T23B=TE0=ITLL=13 28/8/07 14:01 Page 33

Cendice Strateqy - govemance and decision-making | 33
Figure 4.5 Service Portfolio management 4.6.2 Service Catalogue
The Service Catalogue is the subset of the Service Portfolio
Service wisible to customners. It consists of services presently active
Strategy in the Sarvice Operation phase and those approved to be

readily offered to current or prospective customers. Items
can enter the Service Catalogue only after due diligence
has been pedormed on related costs and risks. Resources
are engaged to fully support active services.

= Inventories
* Business Case
The Service Catalogue is useful in developing suitable

1 solutions for customers from ane or more services. [tems
in the Service Catalogue can be configured and suitably
priced to fulfil a particular need. The Service Catalogue is
an important tool for Service Strategy because it is the
1 virtual projection of the Service Provider’s actual and

present capabilities. Many customers are only interested in
what the provider can commit now, rather than in future,
+ futharization
1 4.7 SERVICE OUTSOURCING - PRACTICAL
== DECISION-MAKING
Communication
. A service strategy should enhance an arganization's
special strengths and core competencies, Each component
should reinforce the other. Change any one and you have
a different model. As organizations seek to improve their
performance, they should consider which competencies
are essential and know when to extend their capabilities

The Sarvice Pipeline consists of services under by partnering in areas both inside and outside their
development for a given market space or customear, enterprise.

These services are to be phased into operation by Service
Transition after cormpletion of design, developrment and
testing. The Pipeline represents the Service Provider's
growth and strategic outlook for the future. The general
health of the provider is reflected in the Fipeline. It also
reflects the extent to which new service concepts and
ideas for improvement are being fed by Service Strategy,
Service Design and Continual Service Improvement, Good
financial management is necessary to ensure adeguate
funding for the Pipeline,

* Value Proposition

L0 P Prioritization

4.6.1 Service Pipeline

Outsourcing is the moving of a value-creating activity that
was performed inside the organization 1o outside the
organization where it is performed by another company.
‘What prompts an organization to outsource an activity is
the same logic that detarmines whether an organization
makes or buys inputs. Namely, does the extra value
generated from performing an activity inside the
organization outweigh the costs of managing it? This
decision can change over time.
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Table 4.2 Types of sourcing structures

Sourcing structure

Description

Intemal [Type |}

The provision end delivery of senices by internal staff. Does not tyzically inchade
standardization of serdce deliveny across business units.

Prowides e most contral bul also the most limited in terms of scale,

Shared services (Type 1)

Anirtemal Dusiness unit, Typically operatas (15 profit and foss, and a Chargeback
mechanisrm. If cost recovery is rof used, ther it is internal not shared serdces,
Lowver costs than Intemal with a similar degree of control. Improved standardization
bt limited in terrs of scale.

Full service outsourcing

& single contract with a single Service Provider. Typically imvoives significant asset
transfer.

Provides improved scale but limited interms of best-in-class capabilities. Deliveny risks
are higher than prime, consamiorm ne salective outsolecing as switching to an
altemative 15 difficult.,

Prirme

A single contract with a single Semvice Prowider who manages service delivens bt

engages multiple providers (o do o, The contract stipulatas that the prime vendor will
leverage the capakilities of other best-in-class Serice Providers.

Capabilities and risk are improved from single-werdor eutsourcing but complesity is
increased.

Consortium

& collection of Servce Proviaers explicitly selected by the sendce recipient. All
previders are ragined to come together and present a unified management interface
Fuffils a naed that cannot be satisFed by ay single-vendor outsoucer, Provices best-
In-class capabilities with greater cantral than prime, Risk is introduced In the form of
providers forced to collaborate with competitars.

Salective OUTEOLINIAIG

& collaction of Senace Providers explicitly selectad znd managed by the sanice
recipient.

This is the maost difficult stucture to manage. The serice recipient is the service
integrator, responsible for gaps or cross-prowider disputes.

The term “co-sourcing refers to a special case of selective outsourcing. In this variant,
the sarvice recipient mairtaing an ntemal o shared services structure @ cormbires ©
with extemal providers, The senace recipient is the service integrator,
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Sourcing requires businesses to formally consider a
sourcing strateqy, the structure and role of the retained
organization, and how decisions are made, When sourcing
services, the enterprise retains the respansibility for the
adequacy of services delivered, Therefore, the enterprise
retains key overall responsibility for governance. The
enterprise should adopt a formal governance approach in
order to create a working mode! for managing its
outsourced services as well as the assurance of value
delivery. This includes planning for the organizational
change precipitated by the sourcing stratagy and a formal
and verifiable description as to how decisions on services
are made. Table 4.2 describes the generic forms of service
sourcing structures.

Fartnering with providers who are ISOVIEC 20000
compliant can be an important element in reducing the
risk of service soureing. Organizations wheo have achieved
this certification are maore likely to meet sarvice levels on a
sustained basis, This credential is particularly important in
multi-sourced environments where a common framework
promotes better integration. Multi-sourced emwironments
require commaon language, integrated processes and a
management structure between intemnal and external
providers. [50/1EC 20000 does not provide all of this bt it
provides a foundation on which it can be built.

4.7.1 Sourcing governance

There is a frequent misunderstanding of the definition of
‘governance’, particularly in a sourcing context, Companies
have used the word interchangeably with ‘vendor
management’, retained staff’ and ‘sourcing management
organization’. Governance is none of thesa.

Management and govemance are different disciplines.
Management deals with making decisions and executing
processes. Govemnance only deals with making sound
decisions, It is the framework of decision rights that
encourages desired behaviours in the sourcing and the
sourced organization. When companies confuse
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management and governance, they inevitably focus on
execution at the expense of strategic decision-making.

Both are vitally important, Further complicating matters is

the requirement of sharing decision rights with the Service
Providers, When a company places itself in a position to

make operational decisions on behalf of an outsourcer,

the outcomes are inevitably poor service lavels and
contentious relationship management.

Govemance is invariably the weakest link in a service
sourcing strategy. A few simple constructs have been
shown to be effective at improving that weakness:

® A governance body - By forming a manageably sized
govemance body with a dear understanding of the
service sourcing strategy, decisions can be made
without escalating to the highest levels of senior
management, By including representation from each
Service Provider, stronger decisions can he made.

B Governance domains - Domains can cover decision-
making for a specific area of the service sourcing
strategy. Domains can cover, for example, service
delivery, communication, sourcing strategy or contract
management. Remember, a governance domain does
not inclede the responsibility for its execution, only its
strategic decsion-making.

B Creation of a decision-rights matrix - This ties all
three recommendations together. RAC! or RASIC charts
are commaon forms of a decision-rights matrix.

4.8 RETURN ON INVESTMENT (ROI)

Return on investrent (RO) is a concept for quantifying
the value of an investrnent. Its use and meaning are not
always precise. When dealing with finandial officers, ROI
most likely means RDIC (return on invested capital), a
measure of business parformance. In service management,
ROI is used as a measure of the ability to use assets to
generate additional value, In the simplest sense, it s the
net profit of an investment divided by the net worth of
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the assets invested. The resulting percentage is applied to While a service can be directly linked and justified through
either additional top-line revenue or the elimination of specific business imperatives, few companies can readily
bottom-line cost, identify the financial return for the specific aspects of
sarvice management. It is often an investment that

It is not unexpected that companies seek to apply RO in
g £ PRY companies must make in advance of any retum.

deciding to adopt service management. RO is appealing
because it is self-evident, The measure either meets or
does not meet a numerical criterion. The challenge is 4.9 FINANCIAL MANAGEMENT
when ROl caloulations focus on the shart term. The
application of service management has different degrees
of RON, depending on business impact (see Figure 4.6).
Moreover, there are often difficulties in guantifying the
complexities involved in implernentations.

Operational visibility, insight and superior decision-making
are the core capabilities brought to the enterprise through
the rigorous application of Financial Management, Just as

business units accrue benefits through the analysis of

Figure 4.6 Business impact and RO/ outcome
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Business Impact Business Objectives

Improved Reliability \j

Tangible Measure:

MTEF (Mean Time Betwsen Failure)
Impact:

MTEF to 200 hours from S00 hours

Tangible Measure: Tangible Measure:
MTRS (Mean Time to Restore) Repeat Rate of Business
Impact: Target:

MTRS te 2 hours from & hours Improve rate to 60% from 25%

Tangible Measure:

Product orders can now be placed on-line

Impact:
Product orders can be placed 24 %7
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product mix and margin data, or customer profiles and
product behawviour, a similar utility of financial data
continues 1o increase the importance of Financial
Management for [T and the business as well,

Financial Management as a strateqic tool is equally
applicable to all three Service Provider types. Internal
service providers are increasingly asked to operate with
the same levels of financial visibility and accountability as
their business unit and external counterparts. Moreowver,
technology and innovation have become the core
revenue-generating capabilities of many companies.

Financial Management provides the business and [T with
the quantification, in financial terms, of the value of IT
services, the value of the assets underlying the
provisioning of those services, and the qualification of
operational forecasting. Talking about IT in terms of
services is the crux of changing the perception of IT and
its value to the business. Therefore, a significant portion of
Financial Managerment is working in tandem with [T and
the business to help identify, document and agree on the
value of the services being received, and the enablement
of service demand modealling and management.

Much like their business counterparts, IT organizations are
increasingly incorporating Financial Management in the
pursuit af:

Enhanced decision-making
Speead of change

Service Portfolio Management
Financial compliance and control
Operational contral

Walue capture and creation.

One goal of Financial Management is to ensure proper
funding for the delivery and consumption of services,
Planning provides financial translation and qualification of
expected future demand for IT services. Financial
Management planning departs from historical [T planning
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by focusing on demand and supply variances resulting

from business strategy, capacity inputs and forecasting,

rather than traditional individual line item expenditures or
business cost accounts. As with planning for any other
business organization, input should be collected fram all

areas of the IT organization and the business.

Flanning can be categorized into three main areas, each
representing financial results that are required for
continued visibility and service valuation:

B Operating and capitz| planning processes are common
and fairly standardized, and invaolve the translation of
IT expendituras into corporate financial systems a5 part
of the comporate planning cycle. Beyvond this, the
importance of this process is in communicating
expected changes in the funding of IT services for
consideration by other business domains. The impact
of IT services on capital planning is largely
underestimated, but s of interest to tax and fived-asset
departments if the status of an IT asset changes.

B [amand representing the need and use of [T services,

B Requlatory and environmental-related planning should
et its triggers from within the business. Howewver,
Financial Managernent should apply the proper
financial inputs to the related services value, whether
cost-based or value-based.

4.9.1 Service valuation

Service valuation quantifies, in financial terms, the funding
sought by the business and [T for services delivered, based
on the agreed value of those services. Financial
Mzanagement calculates and assigns a monatary valus to a
senvice or senvice component so that they may be
disseminated across the enterprise once the business
custorrer and IT identify what services are actually desired.

B Hardware and software licence costs
B Annual maintenance fees for hardware and software
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B Personnel resources used in the support or
maintenance of a service

B LUhilities, data centre ar other facilities charges

B Taxes, capital or interest charges

B Compliance costs.

Financial Management plays a translational role between
corporate financial systems and service management. The
result of a service-orented accounting function is that far
greater detail and understanding is achieved regarding
service provisioning and consumption, and the generation
of data that feeds directly into the planning process. The
functions and accounting characteristics that come into
play are discussed below:

B Saervice recording - The assignment of a cost entry to
the appropriate service, Depending on how services
are defined, and the granularity of the definitions,
there may be additional sub-service components

® Cost types - These are higher-level expenses
categories such as hardware, software, labour,
administration etc. Thase attributes assist with
reporting and analysing dermand and usage of services
and their components in commonly used financial
terms

B Cost classifications - There are also classifications
within services that designate the end purpose of the
cost, These include classifications such as:
® Capital/operational - this classification addresses

different accounting methodologies that are

required by the business and regulatory agencies

& Directfindirect - this designation determines

whether a cost will be assigned directly or indirectly

10 3 CONSUIMEr or Senice;

- Direct costs are charged directly to a service
since it is the only consumer of the expense

- Indirect or shared costs are allocated across
rmiultiple services since each service may
consume a portion of the expense

® Fized/variable - this segregation of costs is based
on contractual commitments of time or price. The
strateqic issue around this classification is that the
business should seek to optimize fixed service costs
and minimize the variable in order to minimize
predictability and stability

® Cost units — a cost unit is the identified unit of
consumption that is accounted for a particular
service or service asset.

4,92 Variable cost dynamics

Variable cost dynamics (VCD) focuses an analysing and
understanding the multitude of variables that impact
service cosl, how sensitive those elements are Lo variation,
and the related incremental value changes that result.

Below s a very brief list of possible variable service cost
components that could be included in such an analysis:

Murmber and type of users

Murnber of software licences
Cost/operating foot of data centre
Delivary mechanisms

Mumber and type of resources

Cost of adding one more starage device

Cost of adding one more end-user license.

4.10 INCREASING SERVICE POTENTIAL

The capabilities and resources [service assets) of a Service
Provider represent the service potential or the productive
capacity available to customers through a set of services.
Projects that develop or improve capabilities and resources
increase the service potential. For exampla,
implementation of a Configuration Management Systam
leads to improved visibility and control over the
productive capacity of service assets such as natwaorks,
storage and senvers. It also helps quickly to restore such
capacity in the event of failures or outages, There is
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Table 4.3 Example of increased Service Potential
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Service management

initiative from capabilities

Increasing service potential

Increasing service potentizl
from resources

Cata centre rationalizztion

Loweer complexity in irfrastructure

Denseloprert oF Infrastruciune and

technology assets

Better control over service operations

Increzses the cazacity of assets
Increzses ecoromies o scale and scope

Capacity bullding In service assets
M

Irzinireg arel cerlificalion
Lifecwela

knuowledgesble siaff in control of Sendcs

Slaffirg of key compelencies

Exctersion of Service Desk hours

Improved .-Ir'Hl:_-."\ 5 argd decisions

Implement Incident Managemeant
[ARCHEEES

Better response to Service Incidents

Reducing losses in resource utilization

Fricrtization of recovery activities

Crwelop service design process

Ennchmert ot design portfclio

Systematic desion of sendces

Re-use of service comporents
Fewer service tailues throwgh cesign

Thin-client. cormputing

Ircragsed flaxibility in won Incations
Enhanced service continuity capabilites

Starydardization and conmral of configarations
Centralization of administration functions

greater efficiency in the utilization of those assets and
therafore service potential because of capability
improvements in Configuration Management, Similar
axamples are given in Table 4.3, One of the key objectvies
of service managemeant is to improve the service potentia
aof its capabilities and resaurees.

4.11 ORGANIZATIONAL DEVELOPMENT

When senior managers adopt a service managament
arientation, they are adoptng a vision for the
organization, Such a vision provides a model toward
which staff can work. Organizational change, however, is
ret instantanecus, Senlor managers often make the
mistake of thinking that announcing the organizational
change is the same as making it happen.

There is no one best way to organize. Elements of an
organizational design, such as scale, scope and structure,
are highly dependent on strategic objectives. Oyver time,
an arganization will likely cuigrowe its design. Certain
organizational designs fit while others do not, The design
challenge is to identify and select among often distinct
rhnires. Thus the problam becames much more sohable
when there is an understanding of the factors that
qenerate fit and the trade-offs irmealved, such as cortral
and coordination.

It is comman ta think of organizational hierarchies in
terms of functions. As the functional groups become
larger, think of them in terms of departmentalization.

A departrment can loosely be defined as an organizational
activity involving over 20 people. When a functional group
grows to departmental size, the organization can reorient
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the group to one of the following areas or a hybrid
thereof:

B Function — preferred for specialization, the pooling of
resources and reducing duplication

Product - prafarred for servicing businesses with
strategies of diverse and new products, usually
rmanufacturing businesses

Market space or customer — preferrad for organizing
around market structures, Provides differentiation in
the form of increased knowledge of and response to
customer preferences

Geography - the use of geography depends on the
industry. By providing services in close geographical
proximity, travel and distribution costs are minimized
while lacal knowledge is leveraged

Process - preferrad for an end-to-end coverage of a
PIICCESS.

Certain basic structures are preferred for certain service
strategies, as shown in Table 4.4,

Service strategies are executed by delivering and
supporting the contract portfolio in a given market space.
Contracts specify the terms and conditions under which
value is delivered to custormer through services, From an
operational point of view this translates into specific levels
of utility and warrarty for every service. Since every service
is mapped to one or more market spaces, it follows that
the design of a service is related to categories of customer
assets and the service models. These are the basic inputs
for service design.

There is much more depth in Service Strategy than
depicted in the preceding pages. As the core of the ITIL
Service Lifecycle, Service Strategy is a prime component in
a good service management practice, The key concepts
have been outlined in this book to provide a basic
understanding and illustrate the enormous benefits a

Table 4.4 Basic organizational structures for types of service strategies

Basic structure Strategic considerations
Furtioral Spacialization
Commen standards
small size
Produact Product foous

Strong product knowledge

Market space or cusTOmer

'_:uh""u' ra LII“lII’_]I.I'?' 0 '&.l?'[‘l'ﬂéﬁ"{
ELIH'{("‘HHZ—'[ et (]

Buver strength

Rapid custorrer senvice

Geography Cmnsite sanvices
Prowirity to customer for delivery and support
Crganization perceived as local

Process Mead (o minimize process oecle times

Process excellence
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sound service strategy offers to every IT organization and
their customers. You are encouraged to read the Service
Strateqy core guidance in its entirety as the best place to
start in expanding your knowledge of service management
practices.



T23B=TS0=ITIL=13 2878707 14:01 Page 42



Service Design — building
structural service integrity




T23B=TE0=ITIL=13 2878707 14:01 Page 44



T2IB=TEO=-ITLL=13

2878707 14:01 Page 45

| 45

5 Service Design - building structural service

integrity

Requirernants ]

The business/customers

b

Resource and
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Strategy F :
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—_—————u:
Service —_
Design
R

!

Soluticn

Architectures

S0Ps

\ Designs

Following on from Service Strategy, Service Design is the
next stage in the ITIL 3ervice Lifecycle. While the lifecyde
is not entirely linear, we will portray each stage from a
logical progression. The key concepts of Service Design
revalve around the five design aspects and the design of
services, service processes and service capabilities to meet
business dernand. The primary topics that will be
discussed here are not the entire spectrum of Service
Dasign, but the main elements that illustrate the
objectives of this stage in the Service Lifecycle:

B Aspects of Service Design

B Service Catalogue Management

Service Requirements

Service Design Models

Capacity Management

Awailability Management

Service Level Management.

The Service Design publication provides a greater level of
detail on these and also on application and infrastructure
design principles.

The main purpose of the Service Design stage of the
lifecycle is the design of new or changed service for
intreduction into the live environment. It is important that
a holistic approach to all aspects of design is adopted and
that when changing or amending any of the individual
elements of design all other aspects are considered. Thus
when designing and developing a new application, this
shouldn't be done in isolation, but should also consider
the impact on the overall service, the management
systems and tools {e.g. the Service Portfolio and
Catalogue), the architectures, the technology, the Service
Management processes and the necessary measurements
and metrics, This will ensure that nat anly the functional
elements are addressed by the design, but also that all of
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the management and operational requirements are
addressed as a fundamentzl part of the design and are not
addad as an aftarthought,

The main aim of Service Design is the design of new or
changed services. The requirements for these new senvices
are extracted from the Service Portfolio and each
requiremnent is analysed, documented and agreed and a
solution design is produced that is then compared with
the sirategiss and constraints from Service Strategy to
ensure that it conferms to corporate and 11 policies.

5.1 BUSINESS VALUE

With good Service Dasign it will be possible to deliver
quality, cost-effective services and to ensure that the
business requirements are being met,

The following benefits are as a result of good Service

Design practice:

B Reduced total cost of ownership (TCO): cost of
ownership can only be minimized if all aspects of
services, processes and technology are designed
properly and implermented against the design

B Improved quality of service: both service and
operational quality will be enhanced

B |mproved consistency of service: as services are
designed within the corporate strategy, architectures
and constraints

B Easier implementation of new or changed services:
as there is integrated and full Service Design, and the
production of comprehensives Service Design Packages

B |mproved service alignment; involvement from the
conception of the service ensuring that new or
changed services match business needs, with services
designed to meet Service Level Requirements

B More effective service performance: with
incorporation and recognition of Capacity, Financial,
Auailability and [T Service Continuity plans

B |mproved IT governance: assists with the
implementation and communication of a set of
controls for effective governance of T

B More effective service management and IT
processes; processes will be designed with optimal
quality and cost-effectivenass

B |mproved information and decision-making: more
comprehensive and effective measuraments and
matrics will enable better decision-making and
continuwal Tmprovemnant of service management
practices in the design stage of the Sendce Lfecycle,

5.2 FIVE ASPECTS OF SERVICE DESIGMN

Thare are five aspects of des'gn that need to be
considered:

1 The design of the services, including all of the
functional requirements, resources and capabilities
needed and agreed

2 The design of service management systems and tools,
cepecially the Service Portfolio, for the management
and control of services throwgh their lifecycle

3 The design of the technology architectures and
management systems required to provide the services

4  The design of the processes needed to design,
transition, operate and improve the services, the
architectures and the processes themsebves

5 The design of the measurement methods and metrics
of the services, the architectures and their constituent
components and the processes.

A results-driven approach should be adopted for each of
the above five aspects, In each, the desired business
outcomes and planned results should be defined so that
what is delivered meets the expectation of the customers
and users. Thus this structurad approach should be
adopted within each of the five aspects to deliver quality,
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rapeatable consistency and continual improvement
throughout the organization. There are no situations
within IT service pravision with gither internal or external
service providers where there are no processes in the
Service Decign area. All IT Service Provider organizations
already have some elements of their approach to these
five aspects in place, no matter how basic, Before starting
on the implementation of the improvernent of activities
and processes 3 roview should be canducted of what
elements zre in place and working successfully, Many
=ervice Provider arganizations alresdy have mature
prrocesses in plece Tor desigring 1T services and solutions,

5.3 |IDENTIFYING SERVICE REQUIREMENTS

Service Design must consider all elements of the service by
taking a helistic approach to the design of a new service.
This approach should consider the senvice and its
constituent components and their inter-relationships,
ensuring that the services delivered meet the functionality
and guality of service expected by the business in all areas:

B The scalability of the service to meet future
requirements, in support of the long-term business
chjectives

B The business processes and business units supported
by the sarvice

B The [T service and the agreed business functionality
and requirements

B The service itself and its Service Level Requirement
{SLR) or Service Level Agreement (SLA)

B The technology components used to deploy and
deliver the service, including the infrastructure, the
environment, the data and the applications

B The internally supported senvices and components and
their associated Operational Level Agreements [OLAs)

Service Design — building stractural service integrty |

B The axternally supported services and components and
their associated Underpinning Contracts (UCs), which
will often have their own related agreerments and/or
schedules

B The performance measurements and metrics required

B The legislated or required security levels.

The relationships and dependencies hetween these
elerments are illustrated in Figure 5.1,

The design needs to be holistic, and the main problem
today is that crganizations often only focus on the
functional requirements. A design or architecture by wvary
definition needs to consider all aspects. It is not a smaller
arganization that combinos these aspoats, it s a sensiblc
one.

The design process st livilies are

B Reguirements collection, analysis and engineering to
ensure that business requirements are clearly
documented and agread

B Design of appropriate services, technology, processes,
information and process measurements to meet
business reguirements

B Review and revision of all processes and docurnents
invalved in Service Design, including designs, plans,
architectures and policies

B Liaison with all other design and planning activities
and roles, e.q. solution design

B Production and maintenance of [T policies and design
documents, including designs, plans, architectures and
policies

B Revision of all design documents and planning for the
deployment and implementation of [T strategies using
roadmaps, programmes and project plans

B Risk assessment and management of all design
processes and deliverables

B Ensuring alignment with all corporate and [T strategies
and policies,
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Figure 5.1 Design dependencies
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5.4 SERVICE DESIGN MODELS

Before adopting a design model for a major new service, a
review of the current capability and provisions with
raspect to all aspects regarding the delivery of IT services
should be conducted. This review should consider all
aspects of the new senvice including:

Business drivers and requirements

Scope and capability of the existing service provider
unit

Demands, targets and requirements of the new service

Scope and capability of external suppliers

Maturity of the organizations currently involved and
their processes

Culture of the organizations invahed

IT infrastructure, applications, data, services and other
components involved

Degree of corporate and T governance and the level
of ownership and control required

Budgels and resources available

Staff levels and skills,



T2IB=TE0=ITLL=13 2878707 14:01 Page 49

=2

Senvice Design - building structura’ service integrity | 49

5.5 DELIVERY MODEL OPTIONS disadvantages, but all require some level of adaptation
and customization for the situation at hand. Table 5.1 lists

the main categories of sourcing strategies with a short
abstract for each. Delivery practices tend to fall into one of
these categories or some variant of them,

Although the readiness assessment determines the gap
between the currant and desired capabilities, an [T
organization should not necessarily try to bridge that gap
by itself, There are many different delivery strategies that
can be used. Each ane has its own set of advantages and

Table 5.1 Delivery model options
Dialivery strategy Description

IrsowEcing This acproach relies on utilizing interral organizational esources in the design,
development, trensition, meirtenarce, operation andfor supoort of a new, changed or
revised senvices or data centre operations

OUtSoUrCing This acproach wtilizes the resources of an external organization or organizaticns ina
fomrnal arrangerment fo provide a well-defined portion of a senice’s design,
development, maintenanca, cparations and/cr support. This incudes the consumption
of services from Spplication Sendce Providers (85Ps) described below

Corsourcing Often a combingtion of irsowding and outsowcing, using a number of outsourcing
arganizations working together to co-souce key elerments within the ifecvcle, This
generally will indkve using a nurber of external arganizations wordng together 1o
design, develop, ransilion, mainkgn, opsrate anddor suppor. a portion of a senice

Partrership ar multi-sourcing Farmal armaroemeants betwesn two or o arganizations to work together o design,
develop, transition, maintain, operate andfor suppert 1T service(s), The focus here tends
to be on strategic partnerships that leverage critical expertise or market opparturnities

Busiress process outsourcing (BRO) The increasing trerd of relocating entine business functions wing formal arangerments
between organizations where one orgarizaticn provides and manages the other
organization’s ertiee Busivess process{ss) or function(sh ina low-cost loecation
Common examples are accounting, payrol and call-cenre operations

Application service provision (A5F) Irrsclves formal arrangements with an ASP organization that will provide shared
corrputer-batand serdres 1o customear organizations over a natwork. Applications
offered in tis way are also sometimes referred to as ‘on-demand
software/applications”. Through A5Ps the complexities and costs of such shared
software can b reducad ard provided to organizations that could otharsise rot justify
e irwestrnent

“nowledge process outsourcing (KPR The newest form of outsourcing, KPZ is a step abead of BPG in one espect. KPO
arganizations provide domain-hased processes and business expertise rather than just
process expertise and require advanced analytical and specialized <kills from the
outsourcing organization
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5.6 SERVICE CATALOGUE MANAGEMENT

Cwer the years, organizations’ IT infrastructures have
grown and developed, and there may not always be a
clear picture of all the services currently being provided or
the custamers of each service. In order to establish an
accurate picture, it is recommended that an [T Service
Partfolio containing a Service Catalogue is proguced and
maintained to provide a central accurate set of
infarmation on all services and to develop a service-
focusad cultire.

In the preceding chopler, we lsarned aboul Lhe Service
Paortfolio and its constituent alaments. Among tham is the
Service Catal oouea.

The ohjective of Service Catalegue Managemant iz to
manage the inforrmation contained within the Service
Catzlogue and to ensure that it is accurate and reflects the
currant details, status, interaces and dependences of zll
services that zre being run or being prepared to run in the
['ve environment.

The Senvice Catalogue provides business value as a central
source of informaticn an the [T senvices deliverad by the
service provicer organigalion, This ensures thal all areas of
the business can view an accurate, consistent picture of
the IT servicas, their details and their status. It contains a
customer-facing view of the IT services in use, how they
are infended to be used, the business processes they
enable, and the levels and quality of service the customer
can expect of each service.

Service Catalogue Management activities should include:

B Definition of the service

B Production and maintenance of an accurate Service
Catalogue

B |nterfaces, dependencies and consistency between the
Service Catalogue and Service Portfolio

B |nterfaces and dependencies between all services and
supporting services within the Service Catalogue and
the CMS

B |nterfaces and dependencies between all services, and
supporting components and Configuration Items (Cls)
within the Service Catalogue and the CM5.

When initially completed, the Service Catalogue may
consist of a matrix, table or spreadsheet. Many
organizations integrate and maintain their Poertfolio and
Catalogue as part of thair CR5. By defining each service as
a Cl and, where appropriate, relating these to fomm a
senvice hierarchy, the organization is able to relate events
such as Incidants and RRFC: to the sevvices affected, thus
praviding the basis for service manitoing and raporting
using an integrated tool {e.g. ‘list ar give the number of
Incidents affecting this particular service”). It s therefore
essential that changes within the Service Portfolio and
Service Catalogue are subject to the Change Management
process.

The Service Catalogue can also be wsed for other Senvice
Management purpases (2.0, for performing a Business
Impact Analysis (BI&) a5 part of [T Sendce Cantinuity
Planning, or as a starting place for redistributing
wiorkdoads, as part of Capacity Management). The cost and
effort of producing and maintaining the catalogue, with its
relationships to the underpinning technology components,
is therefore easily justifiable, If done in conjunction with
prioritization of the BlA, then it is possible to ensure that
the mast important services are covered first.

The Service Catalogue has two aspects:

B Business Service Catalogue: containing details of all
of the T services deliverad to the customer, together
with relationships to the business units and the
business processes that rely on the [T services. This is
the customer view of the Service Catalogue
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Technical Service Catalogue: containing details of all
the IT services delivered to the customer, together with
relationships to the supporting services, shared
services, components and Cls necessary to support the
provision of the service 1o the business, This should
underpin the Business Service Catalogue and not form
part of the customer view,

The key activities within the Service Catalogue
Management process should include:

Agreeing and documenting a service definition with all
relevant parties

Interfacing with Service Portfolio Management 1o agree
the contents of the Service Portfalio and Service
Catalogue

Producing and maintaining a Service Catalogue and its
contents, in conjunction with the Service Portfolio

Figure 5.2 Service Catalogue elements
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B [nterfacing with the business and IT Service Continuity
Management on the dependencdies of business units
and their business processes with the supporting [T
services, contained within the Business Service
Catalogue

B Interfacing with support teams, Suppliers and
Configuration Management on interfaces and
dependencies between IT services and the supporting
services, components and Cls containad within the
Technical Service Catalogue

B |nterfacing with Business Relaticnship Management
and Service Level Managernent to ensure that the
information is aligned to the business and business
process.

The Service Catalogue forms an integral part of the owerall
Service Portfolio and is a key, customer-facing view of the
services on offer. It establishes the expectations of value
and potential that customers can expect from their [T

Services

Applications

The Service Catalogue
Business. Business Business
Process 1 Process 2 Process 3
| Business Service Catalogua [
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service provider(s). The Service Design core publication
contains detailed guidance on the construction and
management of a Service Catalogue,

5.7 SERVICE LEVEL MANAGEMENT

Service Level Managerment (SLM) negotiates, agrees and
documents appropriate [T service targets with
raprasentatives of the business, and then monitors and
produces reports on the Service Provider's ability to deliver
the agreed level of service, SLM is a vital process for every
IT Service Provider arganization in that it is responsible for
agreeing and documenting service level targets and
responsibilities within Service Level Agreements (SLAs) and
Service Level Requiremnents {SLRs), for every activity within
IT. If these targets are appropriate and accurately reflect
the requirements of the business, then the senvice
deliverad by the Service Providers will align with business
requirements and meet the expectations of the customers
and wsers in terms of service quality. If the targets are not
aligned with business needs, then Service Provider
activities and service levels will not be aligned with
business expectations and problems will develop,

The SLA is effectively a level of assurance or warranty with
regard to the leval of sarvice quality delivered by the
Service Provider for each of the services delivered to the
business. The success of 5LM is very dependent on the
quality of the Service Portfolic and the Service Catalogue
and their contents, because they provide the necessary
information on the services to be managed within the SLM
process,

The objectives of SLM are to;

B Define, document, agree, manitar, measure, report and
review the level of IT services provided

B Provide and improve the relationship and
communication with the business and customers

B Ensure that specific and measurable targets are
developed for all T services

B Monitor and improve customer satisfaction with the
guality of service delivered

¥ Ensure that T and the customers have a clear and
unambiguous expectation of the level of service to be
delivered

B Ensure that proactive measures to improve the levels
of service delivered are implemented wherever it is
cost-justifiable to do so.

The key activities within the 5LM process should include;

B [Determinge, negotiate, document and agree
requirements for new or chanaed services in SLAs, and
manage and review them through the Service Lifecycle
into SLAs for aperational services

B Monitor and measure service performance
achievements of all operational services against targets
within 5LAs

B Collate, measure and improve customer satisfaction

B Produce service reports

B Conduct service review and instigate improvements
within an overall Service Improverment
Programme/Plan (5IF)

B Review and revise SLAs, service scope OLAs, contracts
and any other underpinning agreements

B Develop and document contacts and relationships with
the business, customers and stakeholders

® Develop, maintain and operate procedures for logging,
actioning and resolving all complaints, and for logging
and distributing compliments

B Log and manage all complaints and compliments

B Provide the appropriate management information to
aid performance management and demaonstrate service
achievement

B Make available and maintain up-to-date SLM
document templates and standards,
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Figure 5.2 The Service Level Management process
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There are a number of potential options, including the
following.

B Service-based S5LA
This is where an SLA covers one service for all the
custorners of that service - for example, an SLA may
be established for an organization's e-mail service,
covering all of the customers of that service. Where
common levels of service are provided across all areas
of the business, e.g. e-mail or telephony, the sendce-
hased 3LA can be an efficient approach to use,
Multiple classes of service, g, gold, silver and bronze,
can also be wsed to increase the effectivensss of
service-based SLAs.

B Customer-based SLA
This is an agreement with an individual customer
group covering all the services they use. For example,
agreements may be reached with an organization's
finance department covering, say, the finance system,
the accounting system, the payroll system, the billing
system, the procurement systerm, and any other IT
systems that they use, Customers often prefer such an
agreement, as all of their requirements ara coverad ina
single docurment. Only one signatory s normally
required, which simplifies this issue.

B Multi-level SLA
Some organizations have chosen to adopt a multi-level
SLA structure, For example, a three-layer structure as
follows:

® Corporate level covening all the gereric SLM issues
appropriate to every customer throughout the
organization. These issues are likely to be less
volatile, so updates are less frequently required

® Customer level: covering all 5LM issues relevant to
the particular customer group or business unit,
regardless of the service being used

® Senvice level: covering all SLM issues relevant to the
specific service, in relation to a specific customer
qgroup ione for each service covered by the SLA).

The wording of SLAs should be clear and concise and
leave no roam for ambiguity. There i nommally no need
for agreements to be couched in legal terminology, and
plain language aids a common understanding. It is often
helpful to have an independent person, who has not been
involved with the drafting, to do a final read-through. This
often throws up potential ambiguities and difficulties that
can then be addressed and clarified. For this reason alone,
it is recommended that all SLAs contain a glossary,
defining any terms and providing clarity for any areas of
ambiguity.

5.7.1 Service Level Requirements

This is one of the earliest activities within the Service
Design stage of the Service Lifecycla. Once the Service
Catalogue has been produced and the SLA structure has
been agreed, a first SLR must be drafted. It is advisable to
invalve customers from the outset, but rather than going
along with a blank sheet to start with, it may be better to
produce a first outline draft of the performance targets
and the management and aperational requirements, as a
starting point for more detailed and in-depth discussion.
Be careful, though, not o go too far and appear 1o be
presenting the customer with a fait accompli.

[t cannot be overstressed how difficult this activity of
determining the initial targets for inclusion with an 5LR or
SLA is. All of the other processes need to be consulted for
their opinion on what are realistic targets that can be
achieved, such as Incident Management on incident
targets. The Capacity and Availability Managerment
processes will be of particular value in determining
appropriate service availability and performance targets.
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5.7.2 Monitoring service level performance

Mothing should be included in an 5LA unless it can ke
effectively monitored and measured at a commonly
agread point, The impartance of this cannot be
overstressed, as inclusion of iterns that cannot be
effectively monitored almost always results in disputes and
eventual loss of faith in the SLM process, A lot of
organizations have discovered this the hard way and as a
result have absorbed heavy costs, both in a financial sense
as well a5 In terms of negative impacts on their credibility,

It is essential that monitoring matchas the customer's true
perception of the service. Unfortunately this is often very
difficult to achieve. For example, monitoring of individual
components, such as the network or server, does not
guarantes that the service will be available so far as the
customer is concerned. Where multiple services arg
delivered to a single workstation, it is probably maore
effective Lo record only downtime against the service the
Lser was trying to access at the time (though this needs
to be agreed with the customers),

There are a number of important soft issues that cannot
be monitored by mechanistic or procedural means, such
as customers” overall feelings (these need not necessarily
match the hard monitoring). For example, even when
there have bean a number of repoited service failures,
customers may still fee| positive about things, because
they may foel satisfied that zppropriate actions are being
taken to improve things. Of course, the opposite may
apply. and customers may fee! dissatisfied with some
issues (2.0, the manner of some staff on the Sarvice Desk)
when faw or no 51 A targets have been brokean.

From the outset, it is wise 10 tny to Manage customers’
expectations, This means setting proper expectations and
appropriate targets in the first place, and putting a
systermatic process in place to manage expectations going
forward, as satisfaction = perception - expectation (where
a Zero or positive score indicates a satisfied customer),
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SLAs zre just documents, and in themselves do not

materially alter the quality of service being provided

{though they may affect behaviour and help engender an
appropriate service culture, which can have an immediate
beneaficial effect, and make longer-tarm Improvements
possible). A degree of patience is therefore needed and
should be built into expectations.

5.7.3 Key performance indicators

Key performance indicators (KPIs) and metrics can be used
to judge the efficiency and effectiveness of the SLM
activities and the progress of the SIF, These metrics should
be developed from the service, customer and business
perspective and should cover both subjective and
chjective measuraments such as the following.

B Objective:

® Number or percentage of service targets being met
MWumber and severity of service breaches
MNumber of services with up-to-date SLAs
Mumber of services with timely reports and active
service reviews
B Subjective:

®  |mprovements in customer satisfaction,

Practizing SLM can achigve a high trust factor between the
business and the service provider. It establishes a pattern
of quality and senvice ranageomeant practices,
dermonstrated through reporting and interaction with the
customer owver time, that can instil a sense of trust and
expectation from the busness, which im turn engenders
lovalty, Mo service provider should underestimatzs howe
impoartant SLM is. The Service Design core publication
affars deta’led guicanca in LK.

5.8 CAPACITY MANAGEMENT

Capacity Managemeant & a process that extends across the
Service Lifecycle, A key success factor in managing
capacity is ensuring it is considerad during the Service
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Design stage. It is for this reason that the Capacity
Management Process is included in this book. Capacity
Management is supported initially in Service Strateqgy
where the decisions and analysis of business requirements
and customer outcomes influencing the developrment of
patterns of husiness activity (FBA), levels of service (LOS)
and service level packages (5LPs) are identified, This
provides the predictive and ongoing capacity indicators
reeded to align capacity to dermand. An example of a
component-based SLP is ilhestrated in Figure 5.4.

Capadity Management ensures that the capadity and
performance of the IT services and systems match the
evolving agreed demands of the business in the most

Figure 5.4 Component-based Service Level Package

cost-effective and timely manner. Capacity Management is
essentially a balancing act:

B Balancing costs against resources needed: the need to
ensure that processing Capacity that is purchased is
nat only cost-justifiable in terms of business need, but
also makes the most efficient use of those resources

® Balancing supply against demand: the need to ensure
that the available supply of IT processing power
matches the demands made on it by the business,
haoth now and in the future; it may also be necessary
to manage or influence the demand for a particular
MEsOUTCE.

Worldwide
Mobility

i Hardware
| secuwrity token |

Notetiook PC

|

Data

ENCryption
sefvice

Servioe Comgorents
A
£ k1
Componant Cumomer | | Survice
ShrEioR el I I anarl




T2IB=TE0=1TLL=013

2878507 14:01 Page 57

The ohjectives of Capacity Management are to:

B Produce and maintain an appropriate and up-to-date
Capacity Plan, which reflects the current and future
neads of the business

B Provide advice and guidance to all other areas of the
business and IT on all capacity- and performance-
relaved issues

B Ensure that service peformance achievements meet or
exceed all of their agreed performance targets, by
managing the performance and capacity of both
services and resources

B Assist with the diagnosis and resolution of
performance- and capacity-related incidents and
problems

B Assess the impact of all changes on the Capacity Plan,
and the performance and capacity of all services and
resoLrces

B Ensure that proactive measures to improve the
performance of services are implemented whearever it
is cost-justifiable to do so.

The Capacity Management process should include;

B Monitoring patterns of business activity and senvice
level plans through performance, utilization and
throughput of IT services and the supporting
infrastructure, environmental, data and applications
components and the production of regular and ad hoc
reports on service and component capacity and
performance

B Undertaking tuning activities to make the most
efficient use of existing T resources

B Understanding the agreed current and future demands
being made by the customer for IT resources and
producing forecasts for future requirernents

B [nfluencing demand management, perhaps in
conjunction with Financial Management
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B Producing a Capacity Plan that enablas the Service
Pravider to continue to provide services of the quality
defined in 5LAs and that covers a sufficient planning
timeframe to meet future service levels required as
defined in the Service Portfolio and SLRs

B Assistance with the identification and resclution of any
Incidents and Problems associated with service or
companent performance

B The proactive improvement of service or component
performance wherever it is cost-justifiable and meets
the needs of the busings,

The elements of Capacity Management are illustrated in
Figure 5.5.

5.8.1 Business Capacity Management

This sub-process translates business needs and plans into
requirements for service and IT infrastructure, ensuring that
the future business requirements for [T services are
guantified, designed, planned and implermented in a tmely
fashion. This can be achieved by using the existing data on
the current resource utilization by the various services and
resources 1o trend, forecast, model or predict future
requirements, These future requirements come from the
Service Strategy and Service Portfolio detalling new
processes and service requirements, changes, improvements
and also the growth in the already existing services.

5.8.2 Service Capacity Management

The focus of this sub-process is the management, control
and prediction of the end-to-end pedormance and
capacity of the live, operational IT services usage and
workloads. It ensures that the performance of all services,
as detailed in service targets within SLAs and SLRs, is
monitored and measured, and that the collected data is
recorded, analysed and reported. Wherever necessary,
proactive and reactive action should be instigated, to
ensure that the performance of all services meets their
agreed business targets, This is parformed by staff with
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knowledge of all the areas of technology used in the
delivery of end-to-end service, and often involves seeking
advice from the spadalists involved in Resource Capacity
Management. Wherever possible, automated thresholds
should be used to manage all operational sarvices to
ensure that situations where service targets are breached
ar threatened are rapidly identified and cost-effective
actions to reduce or avoid their potential impact
implemented.

5.8.3 Component Capacity Management

The focus in this sub-process is the management, control
and prediction of the performance, utilization and capacity
of individual IT technology components. It ensuras that all
compenents within the IT infrastructure that have finite
resource are monitored and measured, and that the
collected data is recorded, analysed and reported. Again,
wherever possible, automated thresholds should be
implemented to manage all components, to ensure that
stuations where service targets are breached or
threatened by component usage or performance are
rapidly identified, and cost-effective actions to reduce or
avoid their potential impact are implementad.

There are many similar activities that are performed by
each of the above sub-processes, but each sub-process
has a very different focus. Business Capacity Management
is focusad on the current and future business
raquiraments, while Service Capacity Management is
focused on the delivery of the existing services that
support the business, and Component Capacity
Management is focused on the IT infrastructure that
underpins service provision.

B The Capacity Management Information System
{CMIS): holds the information needed by all
sub-processes within Capacity Management. For
example, the data monitored and collected as part of
Rasource and Service Capacity Management is used in

Business Capacity Management to determine what
infrastructure components or upgrades to components
are neaded, and when

B The Capacity Plan: used by all areas of the business
and [T management and is acted on by the IT Service
Provider and senior management of the organization
to plan the capacity of the IT infrastructure, it also
provides planning input to many other areas of [T and
the business. It contains information on the current
usage of service and components and plans for the
development of IT capacity to mesat the neads in the
growth of both existing service and any agreed new
services. The Capacity Plan should be actively used as a
basis of decision-making. Too often Capacity Plans are
created and never refarred to or used

B Service performance information and reports: used
by many other processes. For example, the Capacity
Management process assists Service Level Management
with the reparting and reviewing af service
performance and the development of nesw SLRs or
changes to existing SLAs. It also assists the Financial
Managemant process by identifying when money
neads to be budgeted for IT infrastructure upgrades, or
the purchase of new components

B Workload analysis and reports: used by [T operations
to assess and implement changes in conjunction with
Capacity Management to schedule or re-schedule
when services or workloads are run, to ensure that the
most effective and efficient use is made of the
available resources

B Ad hoc capacity and performance reports: used by
all areas of Capacity Management, IT and the business
to analyse and resolve service and performance issues

B Forecasts and predictive reports: used by all areas to
analyse, predict and forecast particular business and T
scenarios and their potential solutions

B Thresholds, alerts and events,
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Figure 5.5 Capacity Management elements
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Additional detailed guidance can be found in the Service
Design publication.

5.9 AVAILABILITY MANAGEMENT

Availability Management is the window of service quality
to a business customer, A Service Provider who does not
apply solid practices to AM and who cannot offer reliable,
stable service availability will nevar have a customer's
lovalty.

The objectives of Availability Management are to:

Produce and maintain an appropriate and up-to-date
Availability Plan that reflects the current and future
needs of the business

Provide advice and guidance to all other areas of the
business and IT on all availability-related izsues
Ensure that service availability achievements meet or
exceed all of their agreed targets, by managing servica-
and resource-related availability performance

Assist with the diagnosis and resolution of availability-
related Incidents and Prablems

Assess the impact of all changes on the Availability
Plan and the performance and capacity of all services
and resources

Ensure that proactive measures to improve the
availability of services are implemented wherever it is
cost-justifiable to do so.

Availability Management shoulkd ensure the agreed level of
availability is provided. The measurement and manitoring
of IT availability is a key activity to ensure availability levels
are being met consistently. Availability Management
should lock to continually optimize and proactively
improve the availability of the IT infrastructure, the services
and the supporting organization, in order to provide cost-
effective availability improvements that can deliver
business and customer benefits.

The Availability Management process should include:

Menitoring of all aspects of availability, reliability and
maintainability of IT services and the supporting
components, with appropriate events, alarms and
escalation, with automated scripts for recovery
Maintenance of a set of methods, technigues and
calculations for all availability measurements, metrics
and reporting

Assistance with risk assessment and management
activities

Collection of measurements, analysis and production of
regular and ad hoc reports on service and component
availability

Understanding the agreed current and future dermancs
of the business for IT services and their availability
Influencing the design of services and components to
align with business needs

Producing an Availability Plan that enables the Senvice
Provider to continue to provide and improve sarvices
in line with availability targets defined in 5LAs and to
plan and forecast future availability levels required as
defined in 5LAs

Maintaining a schedube of tests for all resilient and
failover components and mechanisms

Assistance with the identification and resolution of any
Incidents and Problems associated with service or
compaonent unavailability

Proactive improvement of service or component
availability wherever it is costjustifiable and meets the
needs of the business,
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The Availability Management process (Figure 5.6) has two
key elemeants:

B Reactive activities: the reactive aspect of Availability
Management involves the monitoring, measuring,
analhysis and management of all events, Incidents and
Problems invalving unavailability, These activities are
principally invalved within operational roles

B Proactive activities: the proactive activities of
Availability Management involve the proactive
planning, design and improvement of availability.
[hese activities are principally involved within design
and planning roles,

Ayailability Management is complated at two
interconnected levels:

B Service availability: involves all aspects of service
availability and unavailability and the impact of
component availability, or the potential impact of
component unavailability on senvice availability

B Component availability: involves all aspects of
component availability and unavailability,

A guiding principle of Availability Management i to
recognize that it is still possible to gain customer
satisfaction even when things go wrong. One approach to
heli adhicwe this reguires Availakility Managemaont to
ensure that the duration of any Incident is minimized to
enable nommal business opemtions to resume as quickly as
is possible, Anoaim of Availabilily Managemenl is Lo ensure
the duration and impact from Incidents impacting IT
sarvicas are minimized, to enable business oparations to
resume as guickly as is possible, The anabysis of the
‘expanded incident lifecycle’ enables the total [T seryvice
downtime for any given Incident to be broken down and
mapped against the major stages that all Incidents
progress through (the lifecyclel. Availability Managament
should wark closely with Incident Management and
Problermn Management in the analysis of all Incidents
causing unavailability.

Cenvice Design — building structural service ntecrity |

5.9.1 Identifying vital business functions

The term ‘vital business function” (VBF) is used to reflect
the business-critical elements of the business process
suppaorted by an IT service. The service may also support
less critical business functions and processes, It is
important that the VBFs are recognized and documented
to provide the appropriate business alignment and focus,

5.9.2 Designing for availability

The level of availability required by the business influences
the overall cost of the IT service provided, In general, the
higher the lavel of availahility required by the business the
higher the cost, These costs are not just the procurament
of the base IT technology and services required o
underpin the [T infrastructure. Additional costs are incurred
in providing the appropriate service management
processes, systems management tools and high availability
solutions required to meet the more stringent availability
requirements. The greatest level of availability should be
included in the design of those services supporting the
most critical of the VBFs.

When considering how the availability requirernents of the
business are to be met, it is important to ensure that the
level of availability to be provided for an [T service is at
the level actually required and is affordable anc cost-
Jjustifiable o the business (Figure 5.7)
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Figure 5.6 The Availability Management process
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5.9.3 Service Failure Analysis

Service Failure Analysis (SFA) is a technigue designed to
provide a structured approach to identifying the
underlying causes of service interruptions to the user. SEA
utilizes a range of data sources to assess where and why
shortfalls in availability are occurring, 5B enables a halistic
view to be taken to drive not just technology
improvements, but improvements ta the IT support
organization, processes, procedures and tools. 5FA is run
as an assignment or project and may utilize other
Awailability Management methods and technigues to
formulate the recormmendations for improvement. The
detailed analysis of service interruptions can identify

e

opportunities to enhance levels of availability. SFA is a
structured technique to identify improvement
apportunities in end-to-end service availability that can
deliver benefits to the user. Many of the activities involved
in SFA are closely aligned with those of Problem
Management and in a number of organizations these
activities are performed jointly by Problem and Availability
Management.

The high-level objectives of SFA are;

B To improve the overall availability of IT services by
producing a set of improvements for implementation
or input to the Availability Plan



T23B=TE0=ITLL=13

2878707 14:01 Page 63

Service Desigr

building structural service integrity |

Figure 5.7 Relationship between levels of availability and overall costs
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recommendations
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with
recunda

High
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business) and involve resources from many technical and

process areas. The use of the SFA approach:

B To ensure availability improverments derived from SFA- -

driven activities are measured.

SFA initiatives should use input from all areas and all

processes including, mest importantly, the business and

users, Each SPA assignment should have a recognized
sponsor(s) (ideally, joint sponsorship from the IT and

Provides the zbility to deliver enhanced levels of
availability without major cost

Provides the business with visible commitrnent from
the IT support organization

Develops in-house skills and competendes to avoid
expensive consultancy assignments related to
availability improvemeant

Encourages cross-functional team working and breaks
barriers between teams and is an enabler to lateral
thinking, challenging traditional thoughts and
providing innovative and often inexpensive solutions
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B Provides a programme of improvement opportunities
that can make a real difference to service quality and
user perception

B Provides opportunities that are focused on delivering
benefit to the user

B Provides an independent healthcheck of [T sarvice
managemant processes and s the stimulus for process
improvaments.

Designing for availability s a key activity, diiven by
Availability Management, which ensures that the stated
availability reguirerents for an IT service can be met.
However, Availability Management should also ensure that
within this design activity there is focus on the dasign
elements required to ensure that when [T services fail, the
service can he reinstated to enable nomal business
operations to resume as guickly as is possibie, ‘Designing
for Recovery” may ol lirsl sound negalive, Clearly good
availability design is about avoiding failures and delivering
where possibla a fault-tolerant [T infrastruciure. However,
with this focus, is too much reliance placed an technaology
and ha: as much emphasis been placed on the fault-
tokerant aspects of the |T infrastructure? The reality is that
failures will occur. The way the IT organization manages
failure situations can have a positive effect on the
perception of the business, customers and users of the IT
SErVices,

Key message

Every failure is an important moment of truth - an
opportunity to make or break your reputation with
the business.

The process of Availability Management contzins a
number of methods, techniques and practices for
assessing, praventing and analysing sarvice failures.
Details about thess methods can be found in the
Service Design publication.

buildling structural sepdce integrity

5.10 IT SERVICE CONTINUITY MANAGEMENT

Service failures of extreme magnitude are not something
any business or service provider wants to experience. Even
the best-planned and managed services however, can be
the victim of catastrophic failure through events that are
not in the direct control of a service provider.

Muost of us purchase insurance to protect us in the event
samething of great value, such as our home, heromes the
wictim of a catastrophic event. Insurance gives us peace of
mind that if the unplanned happens, we have the means
oy recover from such cisastars. The amaunt of insarance
we purchase is gauged on the predicted replacement
value of our possessions, the likelihood such a disaster
could happen and how guickly we can restore our losseos.
This iz a form of risk managernent.

IT Service Continuity Managemant is the part of ITIL
practice that evaluates the level of insurnce we need to
protect service sssets and a manuscipt to recover from a
disaster.

The goal of ITSCM is to support the overall Business
cantinuity Management process by ensuring that the
reguired IT technical and service Facilities {including
camputar systems, networks, applications, data
repasitares, eiscommunications, anvironment, technical
support and Service Desk) can be resumed within
reguired, and agreed, business timescales,

The objectives of ITSCM are to:

B Maintain a set of [T Service Continuity Flans and IT
recavery plans that suppaort the overall Business
Continuity Plans (BCPs) of the organization

B Complete regular Business Impact Analysis (BIA)
exercises to ensure that all continuity plans are
maintained in line with changing business impacts and
reguiremernts
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B Conduct regular risk assessment and management
exercises in conjunction particularly with the business
and the Availability Management and Security
Management procasses that manages [T services within
an agreed level of business risk

B Provide advice and guidance to all other areas of the
business and IT on all continuity- and recovery-related
issues

B Ensure that appropriate continuity and recovery
mechanisms are put in place tao meet or excesd the
agreed business continuity targets

B Assess the impact of all changes on the IT Service
Continuity Plans and IT recovery plans

B Ensure that proactive measures to improve the
availability of services are implemented wherever it is
cost-justifiable to do so

B MNegotiate and agree the necessary contracts with
suppliers for the provision of the necessary recovery
capability to support all continuity plans in conjunction
with the Supplier Management process.

The ITSCM process includes:

B [he agreement of the scope of the (TSCM process and
the palicies adopted

B Business Impact Analysis (BIA) to quantify the impact
that loss of T senvice would have on the business

B Risk analysis - the risk identification and risk
assessment to identify potential threats to continuity
and the likelihood of the threats becoming reality. This
also includes taking measures 1o manage the identified
threats where this can be cost-justified

B Production of an overall ITSCM strategy that must be
integrated into the BOM strategy. This can be produced
following the two steps identified above and is likely to
include elements of risk reduction as well as selection
of appropriate and comprehensive recovery options

Senice Design — building structural service integrity | 65

B Production of ITSCM plans, which again must be
integrated with the overall BCM plans

B Testing of the plans

B The ongoing operation and maintenance of the plans,

Service continuity is implemented and managed in four
stages (Figure 5.8):

1 Initiation - Policy setting, defining scope and terms of
reference, project planning and resource allocation

2 Requirements and strategy - Business impact
analysis, risk assessment

3 Implementation - Executing risk reduction measures,
recovery opticn arrangements, testing the plans

4 Ongoing operation - Education and awareness,
change control of [TSCM plans, ongeing testing.

A good place to start is by assessing the threats and risks
to VBFs (as described in the preceding section on
Availability Management). This will help reveal
vulnerahilities to vital business operations and ensure that
preventative and recovery plans and mechanisms are in
place, Cansistent with the ITSCM process, this shoulkd be
continually evaluated to ensure that changes to services or
business requirernents have not affected the ability of the
ITSCM process to be effective when neaded.

The Service Design core publication offers detajled
guidance on how to establish and maintain [TSCM.
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Figure 5.8 Service Continuity lifecycle
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5.11 INFORMATION SECURITY MANAGEMENT

Across the world, organizations create value through the
intellectual property they own and use to deliver preducts
and services. Protecting intellectual capital is a primary
rieed for business and is increasingly legislated by law. The
technology today offers us unlimited potential to create,
gather and amass vast guantities of infarmation. A service
provider is responsible to ensure that they can guarantes
the business information is protected from intrusion, theft,
loss and unauthorized access.

Information security is a management activity within the
corporate governance frameawork, which provides the
strategic direction for security activities and ensures
objectives are achieved. It further ensures that that the
information security risks are appropriately managed and
enterprise information resources are used responsibly. The

purpose of I5M is to provide a focus for all aspects of IT
security and manage all IT security activities.

The term ‘information’ is used as a general term and
includes data stores, databases and metadata. The
objective of information security is to protect the interests
of those relying on information, and the systems and
communications that deliver the information, from harm
resulting from failures of availability, confidentiality and
integrity.

For most organizations, the security objective is met when:

B |nformation is available and usable when required, and
the systems that provide it can appropriately resist
attacks and recover from or prevent failures
[availability)

B |nformation is observed by or disclosed to only those
who have a right 1o know (confidentiality)
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B [nformation is complate, accurate and protected
against unauthorized modification (integrity)

B Business transactions as well as information exchanges
between enterprises, or with partners, can be trusted
{authenticity and non-repudiation).

Pricritization of confidentiality, integrity and availability
must be considerad in the context of business and
business processes. The primary guide to defining what
must be protected and the level of protection has to come
fram the business, To be effective, security must address
entire business processes from end to end and cover the
physical and technical aspects. Only within the context of
business needs and risks can management define security.

[5M activities should be focused on and driven by an
overall Information Security Policy and a set of
underpinning specific security polidies. The policy should
have the full support of top executive IT management and
ideally the support and commitment of top executive
business management. The policy should cover all areas of
security, be appropriate, meet the needs of the business
and should include:

An overall Information Security Policy
Lse and misuse of |T assets policy

&r access control policy

A password control policy

An e-mail policy

An intermet policy

An anti-virus policy

An information classification policy

A document classification policy

A remote access policy

A policy with regard to supplier access of T services,
information and components

B An asset disposal policy.

These policies should be widely available to all customers
and users and their compliance should be referred to in all

Serdce Desian — bulding structural serdce mlegrnty | &7
SLRs, SLAs, contracts and agreements, The policies should

be authorized by top executive management within the
business and 1T, and compliance 1o them should be

endorsed on a regular basis, All security policies should be
reviewed and where necessary revisad on at least an

annual basis.

The five elements within an Information Security
Management System [ISMS) framework are:

E Control

The objectives of the control element of the ISMS are

L

® Establish a management framework to initiate and
manage information security in the organization

® Establish an organization structure to prepare,
approve and implement the information security
policy

® pAllocate responsibilities

® Establish and control documentation

B Plan
The objective of the plan elernent of the 1SMS is 10
devise and recommend the appropriate security
measures, baged on an understanding of the
requirements of the organization.
The requirements will be gathered from such sources
as businass and service risk, plans and strategies, SLAs
and OLAs and the legal, moral and ethical
responzibilities for information security, Other factors,
such as the amount of funding available and the
prevailing organization culture and attitudes to
security, must be considered.
The Information Security Policy defines the
organization's attitude and stance on security matters.
This should be an organization-wide document, not
just applicable to the IT Service Provider. Responsibility
for the upkeep of the document rests with the
Information Security Manager
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B |mplement

The objective of the implementation element of the

ISMS is to ensure that appropriate procedures, tools

and controls are in place to underpin the Information

Security Policy.

Amongst the measures are:

& Accountability for assets - Configuration
Management and the CMS are invaluable here

® |nforrmation classification — information and
repositories should be classified according to the
sensitivity and the impact of disclosure

The successful implarmentation of the security controls

and measures is dependent on a number of factors:

® The determination of a clear and agread policy
integrated with the needs of the business

& Securty procedures that are justified, appropriate
and supported by senlor managerment

& Effective marketing and education in security
requirements

® A mechanism for improvernent

= Evaluation
The objectives of the evaluation element of the 1SMS
are o0
® Supervise and check compliance with the security
policy and security requirements in 5LAs and OLAs
® Carry out regular audits of the technical security of
[T systems
® Provide information to external auditors and
requlators, if required
® Maintain
The objectives of this maintain element of the M5 anre
o
® Improve on security agreements as specified in, for
example, SLAs and OLAs
#® |mprove the implementation of security measures
and controls

bilding structural sendce irtegrity

@& This should be achieved using a PDCA (Plan-Do-
Check-Act) cycle, which is a formal approach
sugaested by 150 27001 for the establishment of
the 15M5 or Framework. This cycle is described in
more detail in the Continual Service Improvement
publication.

Security measures can be used at a specific stage in the
prevention and handling of security incidents, as illustrated
in Figure 5.9. Security incidents are not solely caused by
technical threats - statistics show that, for example, the
large majority stern from human errors (intended or not)
or procedural errors, and often have implications in other
fialds such as safety, legal or health.

The following stages can be identified, At the start there s
a nsk that a threat will materialize. & threat can be
anything that disrupts the business process or has
negative impact on the business. When a threat
materializes, we speak of a security incident. This security
incident may result in damage (to information or to assets)
that has to be repaired or otherwise comected. Suitable
measures can be selected for each of these stages. The
choice of measures will depend on the importance
attached to the information:

B Preventive: security measures are used to prevent a
security incident from occurring. The best-known
example of preventive measures is the allocation of
access rights to a limited group of authorized people.
The further requirements associated with this measure
include the control of access rights (granting,
maintenance and withdrawal of rights), authorization
(identifying who is allowed access to which
infermation and using which tools), identification and
authentication (confirming who is seeking access) and
access control (ensuring that only authorzed personnel
Can gain access)
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Figure 5.9 IT Security Management process
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B Reductive: further measures can be taken in advance B Corrective: damage is repaired as far as possible using

to minimize any possible darmage that may accur. corrective measures, For example, corrective measuras
Familiar examples of reductive measures are making include restoring the backup, or retuming to a
regular backups and the developrment, tasting and previous stable situation [roll-back, back-out). Fallback
maintenance of contingency plans can also been seen as a comective measure.

B Datactive: if a security incident occurs, it is important
to discowver it as soon as possible — detection. A familiar
example of this is monitoring, linked to an alent
procedure, Another example is virus-checking software

m Repressive: measures are then used to counteract any I5M faces many challenges in establishing an appropriate
continuation of repetition of the security incident. For Information Security Policy with an effective supporting

process and controls. One of the biggest challenges is to

blocked after numerous failed attemnpts to log on or ensure that there is adequate support from the business,

the retention of a card when multiple atternpts are husiness sacurity and senior management. |f these are nat

rade with a wrong PIN number available, it will be impossible to establish an effective 15M
process. If there is senior IT management support, but

The documentation of all controls should be maintained
to reflect accurately their operation, maintenance and their
method of operation.

example, an account or network address is temporarily
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there is no support from the business, [T sacurity controls
and risk assessment will be severely limited in what they
can achieve bacause of this lack of support from the
business. It is pointless implementing security policies,
procedures and controls in IT if these cannot be enforced
throughout the business. The major use of IT services and
assats is outside of [T, and =0 are the majority of security
threats and risks.

In some organizations the business perception is that
security is an [T responsibility, and therefore the business
assumes that [T will be responsible for all aspects of IT
security and that 1T services will be adequately protectad.
However, without the commitment and support of the
business and business personnel, money invested in
expensive security contrals and procedures will be largely
wasted and they will mostly be ineffective,

Refer to the Service Design core publication for further

guidance and detailed practices on Infarmation Security
Management.

5.12 SUPPLIER MANAGEMENT

The Supplier Management process ensures that suppliers
and the sendces they provide are managed to support T
service targets and business expectations. The aim of this
section is to raise awareness of the business context of
working with partners and suppliers, and how this work
can best be directed toward realizing business benefit for
the organization,

It is essential that Supplier Management processes and
planning are invalved in all stages of the Service Lifecyde,
from strategy and design, through transition and operation,
to improvement, The complex business dermancds regquire
the complete breadth of skills and capakbility to support
provision of a comprehensive set of [T services to a
business, therafore the wse of value netwarks and the
suppliers and the services they provide are an integral part
of any end-to-end solution. Suppliers and the management

Building structura’ service integrity

of suppliers and partners are essential to the provision of
quality IT services (see Figure 5,10).

The main objectives of the Supplier Management process
are Lo

B Obtain value for monay from supplier and contracts
B Ensure that underpinning contracts and agreements
with suppliers are aligned to business needs, and
support and align with agreed targets in SLRs and

SLAS, in conjunction with SLM

B [Manage relationships with suppliers

¥ Manage supplier performance

B NMegotiate and agree contracts with suppliers and
manage them through their lifecycle

B Maintain a supplier policy and a supporting supplier
and contract database (SCDY).

The Supplier Managerment process should include:

B |mplementation and enforcement of the supplier policy
B Maintenance of an 5CD

B Supplier and contract categorization and risk
assesamant

Supplier and contract evaluation and selection
Development, negotiation and agreement of contracts
Contract review, renewal and termination

Management of suppliers and supplier performance
Agreement and implementation of service and supplier
improvement plans

MMaintenance of standard contracts, terms and
conditions

B Management of contractual dispute resolution

B Management of sub-contracted suppliers,

T supplier management often has to comply with
organizational or corporate standards, guidelines and
requirernents, particularly those of corporate legal, finance
and purchasing.
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Figure 5.10 Supplier Management - roles and interfaces
Service Provider
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Satisfaction surveys also play an important role in
revealing how well supplier service levels are aligned to
business needs. A survey may reveal instances where there
is dissatisfaction with the service, yet the supplier is
apparently performing well against its targets (and vice
wersa). This may happen where service lavels are
inappropriately defined and should result in a review of
the contracts, agreements and targets. Some service
providers publish supplier league tables based on their
survey results stimulating competition between suppliers,

For those significant supplier relationships in which the
business has a direct interest, both the business (in

conjunction with the procurement departrment) and T will
have established their objectives for the relationship, and
defined the benefits they expect to realize. This forms a
major part of the business case for entering into the
relationship.

Thase benefits must be linked and complementary, and
must be measured and managed. Where the business is
seeking improvements in customer service, then IT
supplier relationships contributing to those customer
services must be able to demonstrate improved senvice in
thelr own domain, and how much this has contributad 1o
improvied customer service.
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Strong, trusted relationships with suppliers are an integral
element of successful service management and enhance
the value of any sarvice provider to the business.

The Service Design book contains all the details to guide
you through Supplier Management and achieve this level
of relationships with suppliers.
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6 Service Transition - preparing for change
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In the IT world, many business innovations are achieved
through project initiatives that involve [T, In the end,
whether these are minor operational improverments or
major transformational events, they all preduce change. In
the preceding chapter we looked at creating and
improving services through the design stage of the
lifecycle. Mow we must ensure that what is planned to be
implemented will achiove the expected objectives. It is at
this paint the knowledge that has bean generated and
that will be needed to manage services once in the live
environment, must be managed and shared across the
organization. This is done through Service Transition,

—_—---
L=

Tested
Solutions

—

[r this chapter we will discuss a few of the key concepts
within Service Transition;

B Transition Planning

Asset and Configuration Management
Release and Deployment Managermeant
Change Managemant

Testing and Validation.

The purpose of Service Transition is to:

B Plan and manage the capacity and resources required
to package, build, test and deploy a release into
production and establish the service specified in the
customer and stakeholder requirements
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Provide a consistant and rigorous framewaork for
evaluating the service capahility and risk profile before
a naw or changed service is released or deploved
Establish and maintain the integrity of all identified
service assets and corfigurations as they evolve
through the Service Transition stage

Provide good-quality knowledge and information so
that Change and Release and Deployment
Management can expedite effective decisions about
promoting a release through the test environments
and into production

Provide efficient repeatable build and installation
mechanisms that can be used to deploy releases to the
test and production environments and be rebuilt if
required to restore service

Ensure that the service can be managed, operated and
supported in accordance with the requirements and
constraints spacified within the Service Design.

Effective Service Transition can significantly improve a
Service Provider's ability to handle high volurnes of
change and releases across its customer base, It enables
the Service Provider to:

Align the new or changad service with the customer’s
business requirements and business operations
Ensure that customers and users can use the new or
changed service in a way that minimizes value to the
business operations.

Specifically, Service Transition adds value to the business
by improving:

The ability to adapt quickly to new requirements and
market developments ('competitive edge’)

Transzition managameant of mergers, de-mergers,
acouisitions and transfer of services

The success rate of changes and releases for the
business

B The predictions of service levels and warranties for new
and changed services

B Confidence in the degree of compliance with business
and governance requirements during change

® The variation of actual against estimated and approved
resource plans and budgets

B The productivity of business and customer staff
because of better planning and use of new and
changed services

B Timely cancellation or changes to maintenance
contracts for hardware and software when components
are disposed or decommissioned

B Understanding of the level of sk during and after
change, e.q. service outage, disruption and re-work.

The processes covered in Service Transition (see Figure 6.1)
are:

Transition Planning and Support

Change Management

Service Asset and Corfiguration Management
Relezse and Deployment Management
Service Validation and Testing

Evaluation

Knowledge Management.

6.1 TRANSITION PLANNING AND SUPPORT
The goals of Transition Planning and Support are to:

® Plan and coordinate the resources to ensure that the
requirernents of Service Strategy encoded in Service
Design are effectively rezlized in Service Operations

" (dentify, manage and control the risks of failure and
disruption across transition activities.

The ohjectives of Transition Planning and Support are to:

B Plan and coordinate the resources to establish
successfully a new or changed service into production
within the pradicted cost, quality and time estimates
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Figure 6.1 The Service Transition process
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B Ensure that all parties adopt the commaon framework
of standard re-usable processes and supporting
systems in order to iImprove the effectiveness and
efficiency of the integrated planning and coordination
activities

B Provide clear and comprehensive plans that enable the
customer and business change projects to align their
activities with the Service Transition plans.

The organization should decide the most appropriate
approach to Senvice Transition based on the size and
nature of the core and supporting services, the number
and frequency of releases required, and any special neads
of the users — for exampls, if a phased rollout is usually
required over an extended period of time.

The Service Transition strateqy defines the overall
approach to organizing Service Transition and allocating
resources. The aspects to consider are:

Purpose, goals and objectives of Service Transition
Context, 2.9. service customer, contract portfolios
Scope - inclusions and exclusions

Applicable standards, agreements, legal, regulatory and

contractual requirements

Organizations and stakeholders involved in transition

Framewaork for Service Transition

Criteria

Identification of requiraments and content of the new

ar changed service

People

Approach

B Deliverables from transition activities including
mandatory and optienal documentation for each stage

® Schedule of milestones

B Financial requiremnents — budgets and funding.

Service Design will - in collaboration with customers,
external and intemnal suppliers and other relevant
stakeholdars - develop the Service Design and document

it in a Service Design Package (SDP). The SDP includes the
following information that is required by the Service
Transition team:

B Applicable service packages (e.g. Core Service Package,
Service Level Package)

B Sepvice specifications

Service models

B Architectural design required to deliver the new or
changed Service including constraints

® Definition and design of each release package

B Detailed design of how the service components will be
assembled and integrated into a release packags

B Release and deployment plans

B Senvice Acceptance Criteria.

6.1.1 Planning an individual Service
Transition

The releass and deployment activities should be planned
in stages as details of the deployment might not be
known in detail initially. Each Service Transition plan
should be developed from a proven Service Transition
maodel wherever possible, Although Service Design
provides the initial plan, the planner will allocate specific
resources to the activities and modify the plan to fit in
with ary new circumstances, e.g. a test specialist may
have left the arganization,

A Service Transition plan describes the tasks and activities
required to release and deploy a release into the test
environments and into production, including:

B Work environment and infrastructure for the Service
Transition

B Schedule of milestones, handover and delivery dates

Activities and tasks to be performed

B Staffing, resource requirements, budgets and
timescales at each stage

B |ssues and risks to be managed
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B |ead times and contingency,

Allecating resources to each activity and factoring in
resource availability will enable the Service Transition
planner to wark out whether the transition can be
deployed by the required date. If resources are not
available, it may be necessary to review other transition
cammitments and consider changing priorities. Such
changes need to be discussed with Change and Release
Managernent as this may affect other changes that may be
dependents or prereguisites of the release.

6.1.2 Integrated planning

Good planning and management are essential to deploy a
release across distributed environments and locations into
production successfully. An integrated set of transition
plars should be miaintained that are linked o fower level
plans such as release, build and test plans. Those plans
should ke integrated with the change schedule, re'ease
znd deployment plans, Establishing good-quality plans at
the outset enahles Seryice Transition to manage and
coordinate the Service Transition resources, e.4. resource
gllocation, utilization, budgeting and accounting.

An onverarching Service Transition plan should inchida the
milestone activities 1o acguire the release comipaneants,
package the release, build, test, deploy, evaluate and
proactively improve the sarvice through early Iife support,
It will also include the activities to build and maintain the
services and [T infrastructure, systerns and environmenits
and the measurement system o support the transition
activities.

6.1.3 Adopting programme and project
management best practices

It is best practice to manage several releases and

deployments as a programme, with each significant

deployment run as a project. The actual deployment may
be carried out by dedicated staff, as part of broader

Sepdice Transition — preparing for chamge |

responsibilities such as operations or through a team
brought together for the purpose. Elements of the
deployment may be delivered through external suppliers,
and suppliers may deliver the bulk of the deployment
effort, for example in the implementation of an off-the-
shelf system such as an [TSM suppart tool.

Significant deployments will be complex prajects in their
awn right. The steps to consider in planning include the
range of elements comprising that service, e.g. pecple,
application, hardware, software, documentation amnd
knowledge. This means that the deployment will contain
sub-deployments for each type of element comprising the
service,

6.1.4 Reviewing the plans

The planning role should quality review all Service
Transition, release and daploymeant plans. Wharewer
possible, lead times should include an element of
contingency and ke based on experience rathar than
merely supplier assertion. This applies even more for
internal suppliers where there & no formal contract. Lead
tirmes will typically vary seasonally and they should be
factored into planning, especially for long timeframe
transitions, where the kad times may vany hetween stanes
of & trahsition, or between diferent user locations.

Before starting the release or deployment, the Servica
Transition planning role should verify the plans and ask

appropriate guestions such as;

B Are these Service Transition and release plans up to
date?

B Have the plans been agreed and authorized by all
relevant parties, e.g. customers, users, operations and
support staff?

B [0 the plans incluede the release dates and deliverables
and refer ta related Change Regquests, Known Errors
and Problems?

79



T23B=TE0=ITLL=13

80 | Service Tramsition -

2878707 14:01 Page B0

prepanri for change

B Have the impacts on costs, organizational, technical
and commerdial aspects been considered?

B Have the risks to the overall services and operations
capability been assessed?

B Has there been a compatibility check to ensure that
the Configuration ltems that are to be released are
compatible with each other and with Configuration
Items in the target environments?

B Have circumstances changed such that the approach
needs amending?

B Wera the niles and guidance on how to apply it
relevant for current service and release packages!

B Do the people who need 1o use it understand and
have the raguisite skills to use it?

B |5 the service release within the SOP and scope of what
the transition model addresses?

B Has the Service Design altered significantly such that it
is no longer appropriate?

B Have potential changes in business crcumstances been
identified?

Froper planning of service transition and support will
reduce the nead for comective measures during and after
release into live operation. Refer to the Service Transition
core publication for full details on the Transition Planning
and Support process,

6.2 CHANGE MAMAGEMENT

The purpose of the Change Management process is to
ensure that:

B Standardized methods and proceduras are used for
efficient and prompt handling of all changes

B Al changes to Service Assets and Configuration fems
are recorded in the configuration management system

® Overall business risk s optimized.

The goals of Change Management are to;

B Respond to the customer’'s changing business
requirements while minimizing value and reducing
incidents, disruption and re-work

B Respond to the business and T requests for change
that will align the services with the business needs.

Reliability and business continuity are essentizl for the
success and sunvival of any organization, Service and
infrastructure changes can have a negative impact on the
business through service disruption and delay in
idertifying business reguirements, but Change
Management enables the service provider to add value to
the business by:

B Prioritizing and responding to business and customer
change proposals

B |mplementing changes that meet the customers’
agreed service requirements while optimizing costs

B Contributing to meet governance, legal, contractual
and regulatory requirements

B Reducing failed changes and therefore service
disruption, defects and re-work

B Delivering change promplly to meet business
timescales

B Tracking changes through the Service Lifecyecle and to
the assets of its customers

B Contributing to better estimations of the quality, time
and cost of change

B Assacsing the risks associated with the transition of
services (introduction or disposal)

B Aiding productivity of staff through minimizing
disruptions due to high levels of unplanned or
Emeargancy Change and hence minimizing service
availability

B Reducing the mean time to restore service (MTRS), via
guicker and more successful implementations of
comective changes
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B Liaising with the business change process to identify
opportunities for business improvement.

Policies that support Change Management include;

B (Creating a culture of Change Management across the
organization where there is zero tolerance for
unauthorized change

B Aligning the service Change Management process with
business, project and stakeholder change management
processes

B Prioritization of change, e.g. innovation vs preventive
vs detective vs corrective change

B Establishing accountability and responsibilities for
changes through the Service Lifecycle

B Segregation of duty controls

B Establishing a single focal paint for changes in order to
minimize the probability of conflicting changes and
potential disruption to the production environment

B Preventing people who are not autharized to make a
change from having access to the production
environment

B |ntegration with other service management processes
to establish traceability of change, detect unauthorized
change and identify change-related incidents

B Change windows - enforcement and authonzation for
exceptions

B Performance and risk evaluation of all changes that
impact service capability

B Performance measures for the process, e.g. efficiency
and effectiveness.

6.2.1 The seven Rs of Change Management

The following questions must be answered for all changes.
Without this information, the impact assessment cannot
be completed, and the balance of risk and benefit to the
live service will net be understood. This could result in the
change not delivering all the possible or expected

Sendice Transition — preparng for change |

business benefits or even having a detrimental,
unexpected effect on the live service,

Wha RAISED the change?

What Is the REASON for the change?

What is the RETURN required from the change?
What are the RISKS involved in the change?

What resources are REQUIRED to deliver the change?
Whao is RESPONSIBLE for the build, test and
implementation of the change?

What is the RELATIONSHIP between this changs and
other changes?

The Request for Change (RFC) is a key information socurce
and the catalyst for the change activities of:

Create and record
Rewview

Assess and evaluate
Authorize

Plan

Coordinate

Review

Close,

Each RFC will follow a selected Change Model that is
appropriate for the nature and type of change, Change
Models are pre-established process flows with the
nacessary steps to satisfy the type of change and level of
authorization needed to properly assess risk and impact.

Three basic Change Models are included in Service
Transitions which can be adapted to suit individual
organizational circumstances and nead,

® Standard Change Model - Used for pre-authorized
repetitive, low-risk, well-tested changes, Often these
will be the model used for service operational
maintenance changes
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B Normal Change Model - The full madel for changes B Emergency Change Model - A model reserved only

that must go through assessment, authorization and for highly critical changes needed to restore failed high
Change Advisory Board (CAB) agreement bafore availability or widespraad service failure, or that will
implementation prevent such a failure from imminently occurring.

Figure 6.2 depicts the high-level flow of a Mormal Change
Madel.

Figure 6.2 Normal Change Model
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6.2.2 Change Advisory Board

The CAB is a body that exists to support the authorization
of changes and to assist Change Management in the
assessment and prioritization of changes, As and when a
CAB is convened, members should be chosen who are
capable of ensuning that all changes within the scope of
the CAB are adequately assessed from both a business and
a tachnical wiewpaint.

The CAB may be asked to consider and recornmend the
adoption or rejection of changes appropriate for higher
level autharization and then recommendations will be
submitted to the appropriate change authority.

To achizve this, the CAE needs to include people with a
clear understznding across the whaole range of stakeholder
needs. The Change Manager will normally chair the CAR

and potential members include;

Custamer(s)

User manager(s)

User group representativels)
Applications developars/maintainers
Spedialiste/technical consultants

Services and operations staff, e.g. Service Desk, test
management, ITSCM, security, capacity

Facilities/office services staff (where changes may affect
moves/accommadation and vice versa)

® Contractors or third parties’ representatives, e.q. in
outsourcing situations.

The Sarvice Transition core publication contains the full
Change Management process,

6.3 ASSET AND CONFIGURATION
MAMAGEMENT

Within the human body lie a number of intricate systems.
The respiratory, nervous and circulatory systems have
distinct functions, but they also have a critical dependency

Sepvice Transition — preparing for change |
on ane another, If one system fails, the others will
eventually succumb, unless provided additional fife-
supporting intervention, Services are systems with similar
levels of interdependency. These are service assets which
have configurations specific to the functions they perfarm
and, ultimately, the service they collectively deliver.

Mo organization can be fully efficient or effective unless it
ranages its assets well, particularly those assets that are
vital to the running of the customer's or organizations
business. |his process mananes the service assets in order
Lo suppurl the olher service mignagement prooesses,

The goal of aptimizing the performancea of sandce assets
and configurations impaves the averall service
parfonmance and optimizes the costs and risks caused by
proorly managed assets, e.qg. senvice owtages, fines, corract
licance fees and failed audits,

Service Asset and Configuration Management (SACKM)
provides wvisibility of accurate representations of a service,
felease, or environment that enable;

B Better forecasting and planning of changes

B Changes and releases to be assessed, planned and
delivered successfully

B |ncidents and Problems to be resolved within the
service level targets

B Service levels and warranties to be delivered

B Better adherence to standards, legal and regulatory
obligations (fewer non-conformances)

B More business opportunities as able to demonstrate
control of assets and services

B Changes to be traceable from requiraments

B Creation of the ability to identify the costs for a service.

6.3.1 Configuration ltems

A Configuration Itern [Cl) is an asset, service component or
other iterm which is, or will be, under the control of
Corfiguration Managernent. Cls may vary widely in
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complexity, size and type, ranging from an entire service
or system including all hardware, software, documentation
and support staff to a single software module or a minor
hardware companant. Cls may be grouped and managed
together, e.g. a set of components may be grouped into a
release, Cls should be selected wsing established selection
criteria, grouped, classified and identified in such a way
that they are manageable and traceable throughout the
Service Lifecycle.

There will be a variety of Cls; the following categories may
help to identify them.

® Service Lifecycle Cis such as the Business Case,
service management plans, Service Lifecycle plans,
Service Design Package, release and change plans, and
test plans. They provide a picture of the Senvice
Provider's services, how these services will be
delivered, what benefits are expected, at what cost,
and when they will be realized

B Service Cls such as:

® Service capability assets: management,
organization, processes, knowledge, people

® Service resource assels: financial capital, systams,

applications, information, data, infrastructure and

facilities, people

Service model

Service package

Release package

Service acceptance criteria

B Organization Cls - some documentation will define
the characteristics of a Cl whereas other
documentation will be a Ol in its own right and need
to be controlled, eg. the organization's business
strategy or other policies that are internal o the
organization but independent of the Service Provider,
Ragulatory or statutory requirements also form external
products that need to he trackad, as do products
shared between more than one group

B [nternal Cls comprising those delivered by individual
projects, including tangible (data centre) and
intangible assets such as software that are required to
deliver and rmaintain the service and infrastructure

B External Cls such as external customer regquirements
and agreements, releases from suppliers or sub-
contractors and external services

B Interface Cls that are required to deliver the end-to-
end service across a Service Provider Interface (SPI).

6.3.2 Configuration Management System

To manage large and complex T services and
infrastructures, Sarvice Asset and Configuration
Management (SACM) requires the use of a supporting
system known as the Configuration Management System
(CMS).

The CMS haolds all the information for Cls within the
designated scope. Some of these items will have related
specifications or files that contain the contents of the item,
e.q. software, document or photograph. For example, a
Service Cl will include the details such as supplier, cost,
purchase date and renewal date for licences and
maintenance contracts and the related docurmentation
such as 5LAs and underpinning contracts.

The CMS is also used for a wide range of purposes; for
example asset data held in the CMS may be made
available to external financial asset management systems
to perform specific asset management process reporting
outside configuration management.

The CMS maintains the relationships between all service
components and any related incidents, problems, known
errors, change and release documentation and may also
contain conporate data about emplovees, suppliers,
locations and business units, customers and users,
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Attributes for Configuration ltems

Attributes describe the characteristics of a Ol that are
valuable to record and which will support SACM and the
ITSM processes it supports.

The 5ACM plan references the configuration information
and data architecture, This includes the attributes to be
recorded for each type of asset or €1 Typical attributes
include:

Unigjue identifier

Cl type

Mame/description

Version (e.g. file, build, baseline, release)
Location

Supply date

Licence detalls, e.q expiry date
Cwnynier/custodian

Status

Supplier/source

Related docurment masters
Related software masters
Historical data, e.g. audit trail
Relationship type

Applicable SLA.

These attributes will define specific functional and physical
characteristics of each type of asset and Cl, e.g. size or
capacity, together with any documentation or
specifications.

The business value of SACM is often not recognized until
the use of the CMS is used with other service
management processes within the Service Lifecycle, The
M5 is part of a larger Service Knowledge Managernent
Systern (see the Service Transition core publication) that
drives the effectiveness and value of service knowladge.
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Cl infarmation is critical for responsive service provision
and assists in areas such as:

B Service Desk — impact of service failure, SLA targets
associated to the service that the Clis) are supparting,
owner and technical support information, racent
changes to the Cl 1o aid in Incident triage

B Event Management — trending of events logged
against Cl for possible service stability issues

B [|ncident Management — logging of faults against Cls
and ability to see upstream and downstream impacts

B Financial Management - asset and replacement
lifecycle information, contributing the service valuation
activities

B Availability and Continuity — identification of point of
failure wulnerability through Cl relationship and
redundancy information in the CMS

B Service Level Management - identifying dependencies
and relationships of components that contribute to an
end-to-end service

B Change Management - identification of impact of
changes to services.
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Figure 6.2 Service Asset and Configuration Management - interfaces to the lifecycle
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6.4 RELEASE AND DEPLOYMENT B |mproving consistency in implementation approach
MANAGEMENT across the business change and service teams,

suppliers and customers

B Contributing to meeting auditable requirements for
traceability through Service Transition.

Effective Release and Deployment Management practices
enable the Service Provider to add value to the business by:

. Eﬁrl:ﬁ;rgcn:ingﬂ st anil M. opuiIrLEost Al Well-planned and implernented release and deployment
will make a significant difference to an organization's
service costs. A poorly designed release or deployment
will, at best, force [T personnel to spend significant

amounts of time troubleshooting problems and managing

B Assuring that customers and users can use the new or
changad service in a way that supports the business
goals
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complexity, At worst, it can cripple the anvironment and
degrade the live services.

The goal of Release and Deployment Management is to
deploy releases into production and enable effective uss
of the service in order to deliver value to the customer.

The objective of Release and Deployment Management is
to ensure that:

B There are clear and comprehensive release and
deployment plans that enzgble the customer and
business change projects to align their activities with
these plans

B A release package can be built, installed, tested and
deployed efficiently to a deployment group or tanget
environment successfully and on schedule

B A new or changed service and its enabling systems,
technology and organization are capable of delivering
the agreed service requirements, i.e, utilities, warranties
and service levels

Figure 6.4 Example of a release package

Release
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B There is knowladge transfer to enable the customers
and users to optimize their use of the service to
support their business activities

®m Skills and knowledge are transfermed to operations and
support staff to enable them to effectively and
efficiently deliver, support and maintain the service
according to required warranties and service levels

B There is minimal unpredicted impact on the
production services, operations and support
organization

B Customers, users and service management staff are
safisfied with the Service Transition practices and
outputs, e.q. user documentation and training.

A key to Release and Deployment Management is defining
the appropriate release package type for a given type of
releasa. Figure 6.4 illustrates one example of a release
package.

Current Baseline (as-is) Package Target Baseline (to-be) ‘
B.u.rrésx-'Dmganira!i BA RO Eu:.im.-s:;'l:h'gnni:,u!iu
fechitecture Architecmure
Delivery, feedback Delivery, feedback
and monitoring and monitoring
: G i ; X Service
Service Architectura 'I | Portfolio A RO Servica Archrtecu,rh Postfolks \|
. Supportad by ] Supportad by
Application Informeticn Application Informaton
Architectune Disin Archectus m Architecture | Data frchiiecuee
Using :‘;HIWIM Using WMWM
Technology Technology
Architarture m Architecture
Praduct Praduct
Architeciure Architecture Build
and
Tast
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prepanng for change

The general aim is to decide the most appropriate release-
unit level for each service asset or component. An
organization may, for example, decide that the release unit
for business critical applications is the complete
application in order to ensure that testing ic
comprehensive. The same organization may decide that a
more appropriate release unit for a website is at the page
level.

The following factors should be taken into account when
deciding the appropriate level for release units:

B The ease and amount of change necessary to release
and deploy a release unit

B The amount of resources and time needed to build,
test, distribute and implement a release unit

B The complexity of interfaces between the proposed
unit and the rest of the services and [T infrastructure

B The storage available in the build, test, distribution and
live environments,

6.5 SERVICE VALIDATION AND TESTING
RELEASES

Effective build and test environment management is
essential to ensure that the builds and tests are executed
in a repeatable and manageable manner. Inadequate
control of these environments means that unplannead
changes can compromise the testng activities andfor
cause significant re-woark. Dedicatedc build enwvironments
should be established for assambling and building the
companents for contrelled test and deployment
envirenments,

Preparation of the test envimnments includes building,
changing or erhancing the test envircnments ready (o
receive the release,

An T service is, on most occasions, built from a number of
technology resources or management assets. In the build
phase, these different blocks, often from different

suppliers, are installed and configured together to create
the solution as designed. Standardization facilitates the
integration of the different building blocks to provide a
wiorking solution and service.

Automating the installation of systems and application
software onto servers and workstations reduces the
dependencies on people and streamlines the procedures.
Depending on the release and deployment plans, the
installation may be performed in advance (for example,

if equipment is being replaced) or it may have to occur in
sitw in the live environment.

The physical infrastructure elements, together with the
environment in which they will operate, need to be tested
appropriately, Part of the testing may be to test the
replication of the infrastructure solution from one
environment to another, This gives a better guarantee
that the rollout to the production environment will be
successful.

Test enwironments must be actively maintained and
protected using service management best practices. For
any significant change to a service, the question should be
asked (as it is for the continued relevance of continuity
and capacity plans): ‘If this change goes ahead, will there
need 1o be a consequential change to the test data?
During the build and test activities, aperations and
suppor teams need to be kept fully infermed and
imvolved as the solution is built to facilitate a structured
transfer from the project o the operations team.

Figure 6.5 provides an example of service testing through
the Seryice Trans'tion stage of the lifecycle,

There is an invisible separation bebween Change.
Configuration, Release and Ceployrent. Each works hand
in hand to ensure minimal disruption and risk to the
business during service transition. The Service Transition
core publication contains full details of each of these
important processes and guidance on how to implement
and use them.
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7 Service Operation

The business/customers

service Ohjectives
St ;
rataqy Resource and B limm e
Policies Canstraints
\ Strategies
Senvice
i SDPs
Deiom) I Standards
Solution Architectures
Designs

Y
ranstion )
\

Service
Operation

So far, we have learmed some of the key concepts of ITIL
Senvice Managerment - Stratedy, Cesign and Transition.
Each of these has cemonstrated how they contribute to
sorvice quality, but it is in Service Operation that the
buziness customer seos the quality of the strategy, the
design and the transition come to life in everyday use of
the services,

Service Cperation 5 the phase in the ITIL Senvce
Management Lifecycle that is responsible for business-as-
usual actyitizs,

Service Operation can be viewed as the ‘factory” of IT.
This implies a closer focus on the day-lo-day activities and
infrastructure that are used to deliver services, The
overriding purpose of Sanvice Operation is to deliver and

— Tested
Fanzaecmn
: solutions |
Plans

support services. Management of the infrastructure and
the operational activities must always support this
[LFpose.

Well-plannec and implemented processes will be to no
avail if the day-to-day operation of those processes is nat
propetly conducted, contralled and managed. Mor will
sapvice improvements be possibla if day-to-day activities
to monitor performance, assess metrics and gather data
are not systematicaly conducted during Service Operation,

The purpose of Service Operation s to coordinate and
carry out the activities and processes required to deliver
and manage services al agreed levels 1o business users
and customers, Service Cperation i5 also responsible for
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the ongoing managament of the technology that is used
to deliver and support services.

7.1 BUSIMESS VALUE

Each stage in the ITIL Service Management Lifecycle
provides value to business, For example, service value s
modelled in Service Strategy; the cost of the service is
designed, predicted and validated in Service Design and
Service Transition; and measures for optimization identified
in Continual Service Improvemesant, The operation of
service |s where these plans, designs and eptimizations are
executed and measured. From a customer viewpaint,
Service Operation is where actual value is seen.

In all stages of the TIL Service Management Lifecycle,
there are distinct processes, functions and activities which
work togethar to deliver the ohjectives of Service
Operation. The following sections in this chapter touch om

The processes of:

Event Management
Request Fulfilment
Incident Management
Problem Management
Access Management
The functions of:

® Service Desk

Technical Managemeant

T Cperations Management
Application Managernent
Monitoring and Control,

7.2 EVENT MANAGEMENT

An event can be defined as any detectable or discernible

pccurrence that has significance for the management of
the IT infrastructure or the delivery of IT service and

evaluation of the impact a deviation might cause to the
services. Events are typically notifications created by an [T
service, Configuration Item (Cl) or monitoring ool (ses
Figure 7.1).

Effective Service Operation i dependent on knowing the
status of the infrastructure and detecting any deviation
from normal or expected operation. This is provided by
good manitoring and contral systems, which are based on
twio types of tools:

B Active monitoring tools that poll key Cls to determing
their status and availability. Any exceptions will
generate an alert that needs to be communicated to
the appropriate tool or team for action

B Passive monitoring tools that detect and correlate
operational alerts or communications generated by Cls.

Evert Management can be applied to any aspect of
service management that needs to be controlled and
which can be automated. These include:

B Configuration Items:

& Some Cls will be included because they need to
stay in a constant state [e.g. a switch on a network
neads to stay on and Event Management tools
confirm this by monitoring responses to ‘pings’)

& Some Cls will be included becausa thelr status
needs to change frequently and Event Management
can be used to automate this and update the CM5
le.g. the updating of a file server)

B Environmental conditions (e.g. fire and smoke
detection)

B Software licence monitoring for usage to ensure
optimum/legal licence utilization and allocation

B Security (e.g. intrusion detection)

B Mommal activity (=.g. tracking the use of an application
or the performance of a server).
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Figure 7.1 The Event Management process
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Incidents can also be reported and/or logged by tachnical
staff (if, for example, they notice something untoward with
a hardware or network component they may report or log

7.2.1 Value to business

Event Management's value to the business is generally
indirect; however it is possible to determine the basis for

its valua as follows:

7.3

Event Management provides mechanisms for early
detection of incidents, In many cases it is possiple for
the incident to be detected and assigned 1o the
appropriate group for action before any actual service
QuUlage OCours

Event Management makes it possible for some types of
automated activity to be monitored by exception —
thus removing the need for expensive and resource-
intensive real-time monitoring, while reducing
downtime

When integrated into other service management
processes (such as, for example, Availability or Capacity
Management), Event Management can signal status
changes or exceptions that allow the appropriate
person or team to perform early responsa, thus
improving the performance of the process. This, in
turn, will allow the business to benefit from maore
effective and more efficient Service Managemeant
averall

Event Management provides a basis for automated
operations, thus increasing efficiencies and allowing
expensive human resources to be used for more
innovative wark, such as designing new or improved
functionality or defining new ways in which the
business can exploit tachnology for increased
competitive advantage.

INCIDENT MANAGEMENT

Incident Management includes any event which disrupts,
or which could disrupt, a service. This includes events
which are communicated directly by users, either through
the Service Desk or through an interface from Event
Management to Incident Management tools.

an incident and refer it to the Service Desk).

7.3.1 Value to business

Incident Management is highly visible to the business, and
it is therefore easier to demonstrate its value than most
areas in Service Operation. For this reason, Incident
Management is often one of the first processes to be
implemented in service management projects. The added
benefit of doing this is that Incident Management can be
used to highlight other areas that need attention -
thereby providing a justification for expenditure on
implementing other processes. Incident Management's
value to the business includes:

B The ability to detect and resalve Incidents which
results in lower downtime to the business, which in
turm means higher availability of the service. This
means that the business is able to exploit the
functionality of the service as designed

B Tha ability to align IT activity to real-time business
priorties. This is because Incident Management
includes the capability to identify business priorities
and dynamically allocate resources as necessary

B The ability to identify potential improvernments to
services. This happens as a result of understanding
what constitutes an Incident and also from being in
contact with the activities of business operational staff

B The Service Desk can, during its handling of Incidents,
identify additional sarvice or training requirements
found in [T or the business,

7.3.2 Incident models

Many incidents are not new - they involve dealing with
something that has happened before and may well
happen again. For this reason, many organizations will
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find it helpful to pre-define standard Incident maodels -
and apply them to appropriate Incidents when they occur,

An Incident model is a way of pre-defining the steps that
should be taken to handle a process (in this case a process
fior dealing with a particular type of incident) in an agreed

way, support tools can then be used to manage the
required process. This will ensure that standard incidents
are handled in a pre-defined path and within pre-defined
timescales.

The Incident model should incheds:

B Steps that should be taken to handle the Incident

B Chronological order these steps should be taken in,
with any dependences or co-processing defined

B Responsibilities: who should do what

B [imascales and thresholds for completion of the
actions

B Escalation procedures; who should be contacted and
when

B Any necessary evidence-presenvation activities
(particularly relevant for security- and capacity-related
incidents).

The models shaould be input to the Incident-handling
support tools in use and the tools should then automate
the handling, management and escalation of the process.

The Incident Management process is shown in Figure 7.2

Incident logging

All incidents must be fully logged and date/time stamped,
regardless of whether they are raised through a Service
[esk telephone call or whether automatically detected via
an event alert.

Incident categorization

Part of the initial logging must be to allocate suitable
Incident categorization coding so that the exact type of
the call is recorded. This will be important later when

Sendce Operation | 9F

looking at Incident types/frequancies to astablish trends
for use in Problem Management, Supplier Management
and other [TSM activities,

Incident prioritization

Priaritization can normally be determined by taking inta
account both the urgency of the Incident (how quickly the
business needs a resolution) and the lavel of impact it is
causing. An indication of impact is often (but not always)
the number of users being affected. In some cases, and
wery importantly, the loss of service to 2 single wser can
have a major business impact.

Initial diagnosis

If the incident has been routed via the Service Desk, the
Service Desk Analyst must camy out initial diagnosis,
typically while the user is still on the telephone - if the
call is raised in this way - to try to discover the full
symptoms of the Incident and to determine exactly what
has gone wrong and how to correct it. It is at this stage
that diagnostic scripts and known error information can be
most valuable in allowing earlier and accurate diagnosis.

Incident escalation

Functional escalation — As soon as it becomes clear that
the Service Desk is unable to resolve the incident itself (or
when target times for first-point resolution have been
exceeded - whichever comes first!) the incident must be
immediately escalated for further support,

Hierarchic escalation - If incidents are of a serious nature
(for example Priority 1 incidents) the appropriate T
managers must be notified, for informational purposes at
least. Hierarchic escalation is also used if the ‘Investigation
and Diagnosis’ and ‘Resolution and Recovery’ steps are
taking too long or proving too difficult. Kierarchic
escalation should continue up the management chain so
that senior managers are aware and can be prepared and
take any necessary action, such as allocating additional
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Figure 7.2 The Incident Management process flow
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resources or involving suppliers/maintainers, Hierarchic
escalation is also used when there is contention about to
whom the incident is allocated,

Investigation and diagnosis

This will include a variety of activities depending on the
type of incident but should include:

B Establishing exactly what has gone wrong or being
sought by the user

B Understanding the chronological order of events

B Confirming the full impact of the incident, including
the number and range of users affected

B |dentifying any events that could have triggered the
incident (e.0. a recent change, some user action?)

B Knowledge searches looking for previous occurrences
by searching previous Incdent/Probiem Records andfor
KEnown Error Databases or manufacturers/suppliers’
Error Logs or Knowledge Databases.

Resolution and recovery

When a potential resolution has been identified, this
should be applied and tested. The specific actions to be
undertaken and the people who will be involved in taking
the recovery actions may vary, depending upon the nature
of the fault - but could invohea:

B Asking the user 1o undertake directed activities on their
own desktop of remote equipment

B The Service Desk implementing the resolution either
centrally (say, rebooting a server) or remotely using
software to take contro! of the user's desktop to
diagnose and implement a resolution

B Specialst support groups being asked to implement
specific recovery actions (e.9. network support
reconfiguring a router]

B A third-party supplier or maintainer being asked to
resolve the fault,
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Incident closure

The Service Desk should check that the incident is fully
resolved and that the users are satisfied and willing to
agree the Incident can be closed. The Service Desk should
also chack the following:

B Closure categorization. Check and confirm that the
initial Incident categorization was correct or, where the
categorization subsequently turned out to be incorrect,
update the record so that a correct closure
categorization is recorded for the Incident - seeking
advice or guidance from the resolving groupls) as
necessary

B User satisfaction survey. Carry out a user satisfaction
call-back or e-mail survey for the agreed percentage of
Incidents

B Incident decumentation. Chase any outstanding
detalls and ensure that the Incident Record is fully
documented so that a full historic record at a sufficient
level of detail is complete

® Ongoing or recurring problem? Determine (in
comjunction with resalver groups) whether it is likely
that the incident could recur and decide whether any
preventive action is necessary to avoid this. In
conjunction with Froblem Management, raise a
Problem Record in all such cases so that preventive
action is initiated

B Formal closure. Formally close the Incident Record,

7.4 REQUEST FULFILMENT

The term ‘Service Request’ is usad as a generic description
for many varying types of demands that are placed upon
the [T department by the users. Many of these are actually
srall changes - low risk, frequently occurring, low cost
etc. (e.g. a request to change a password, a reguest to
install an additional software application onto a particular
wiorkstation, a request to relocate some items of deskiop
equipment) ar may be just a question requesting
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information - but their scale and frequeant, low-risk nature
means that they are better handled by a separate procass,
rather than being allowed to congest and obstruct the
normal Incident and Change Management processes.

The process nesded to fulfil a recuest will vary depending
upon exactly what is being reguested — but can usually be
broken down into a set of activities that have to be
peifanmed. Some organizations will be comfortable to let
the Service Requests be handled through their Incident
Management processes (and tools) = with Service Requests
being handled as a particular type of Incident (using a
high-level categorization system to identify those Incidents
that are in fact Service Requests).

Maote, however, that theare is a significant difference here -
an Incident is usually an unplanned event whereas a
Service Request is usually something that can and should
be prlanmed!

Therefare, in an organization where large numbers of
Service Requests have to be handled, and where the
actions to be taken to fulfil those requests are very varied
or specialized, it may be appropriate to handle Service
Requests as a completely separate work stream — and to
record and manage them as a separate record type.

Many Service Reguests will be frequently recurring, so a
predefined process flow [ model) can be devisad to
include the stages needed to fulfil the request, the
individuals or support groups invalvad, target timescales
and escalation paths. Service Reguests will usualby be
satisfied by implementing a Standard Change {see the
Service Transition publication far further details on
Standard Changes). The ownership of Sorvice Requosts
resides with the Senvice Desk, which monitors, escalates.
dispatches and oftern fulfils the user request.

7.4.1 Request models

Some Service Requests will occur frequently and will
require handling in a consistent manner in order to meet
agreed service levels, To assist this, many organizations will
wish to create pre-defined Service Request models [which
typically include some form of pre-approval by Change
Management). This s similar in concept to the idea of
Incident models, but applied to Service Requests.

Most requests will be triggered through either 2 user
calling the Service Desk or a user completing sorme form
af self-help web-based input screen to make their request.
The latter will often involve a selection from a portfolio of
available request types.

The primary interfaces with Request Fulfilment include:

B Service Desk/Incident Management: many 5Service
Requests may come in via the Service Desk and may
ke initially handled through the Incident Management
process, some organizations may choose that all
Requests are handled via this route — but othears may
choose to have a separate process, for reasons already
discussed earlier in this chapter

B A strong link is also needed between Reguest
Fulfilment, Release, Asset and Configuration
Management as some requests will he for the
deployment of new or upgraded components that can
be automatically deployed. In such cases the release
can be pre-cefinad, built and tested but only deployed
upon request by those wha want the release. Upon
deployrent, the CMS will have to be updated to
reflect the change. Where appropiate, soffwarne licence
chocksfupdates will also be necessary.

Yhere appropriate, it will be necessary to relate 11 -related
Service Requests to any Incidents or Problems that have
initiated the need for the Request (as would be the case
for any other type of change).
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Request Fulfilment depends on the following critical
success factors:

B Agreement of what services will be standardized and
who is authorized to request them. The cost of these
services must also be agreed. This may be done as part
of the SLM process, Any variances of the services must
also be defined

B Publication of the services to users as part of the
Service Catalogue. It is important that this part of the
Service Catalogue must be easily accessed, perhaps on
the intranet, and should be recognized as the first
source of infurmation for users seeking access (o a
service

B Definition of a standard fulfilment procedure for each
of the services being requested. This includes all
procurement policies and the ability to generate
purchase orders and work orders

B A single point of contact which can be used to request
the service, This is often provided by the Service Desk
or through an intranet request, but could be through
an autormated request directly into the Reguest
Fulfilment or procurement systam

B Self-service tools needed to provide a front-end
interface to the users. It is essential that these integrate
with the back-end fulfilmant tools, often managed
through Incident or Change Management,

7.5 PROBLEM MANAGEMENT

[TIL defines a ‘Problem’ a5 the unknown cause of one or
rore Incidents.

Problem Management is the process responsible for
ranaging the lifecycle of all problems. The primary
objectives of Problem Management are to prevent
Problemns and resulting Incidents from happening, to
eliminate recurring Incidents and to minimize the impact
of Incidents that cannct be prevented.

Service Operation | 101

7.5.1 Scope

Froblem Management includes the acivities required to
diagnose the root cause of Incidents and to determine the
resolution to those problams, It is also responsible for
ensuring that the resolution is implemented through the
appropriate control procedures, especially Change
Management and Release Management.

Problern Managerment will also maintain information
about Problems and the appropriate workarounds and
resalutions, so that the arganization is able to reduce the
number and impact of Incidents over time. In this respect,
Problemn Management has a strong interface with
Knowledge Management, and tools such as the Known
Error Database will be used for both.

Although Incident and Problem Management are separate
processes, they are closely related and will typically use
the same tocls, and may use similar categorization, impact
and priority coding systems, This will ensure effective
communication when dealing with related Incidents and
Problenms,

Problem Management consists of two major processes:

B Reactive Problem Management, which is generally
executed as pant of >ervice Operation

B Proactive Problem Management which is initiated in
Service Operation, but generally driven as part of
Continual Service Improvement.

7.5.2 Process

Problem detection

It is likely that multiple ways of detecting problems will
exist in all organizations. These will include:

B Suspicion or detection of an unknown cause of one or
mare Incidents by the Sarvice Desk, resulting in a
Problem Record being raised - the desk may have
resolved the Incident but has not determined a
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Figure 7.2 The Problem Management process flow
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definitive cause and suspects that it is likely to recur, so
will raise a Problem Record to allow the underlying
cause to be resolved, Alternativaly, it may be
immediately obvious from the outset that an Incident,
or Incidents, has baeen caused by a major problem, so a
Problem Racord will be raised without delay

B Analysis of an incident by a technical support group
which reveals that an underlying problem exists, or is
likehy to axist

B Automated detection of an infrastructure or application
fault, using event/alert tools automatically to raise an
Incident which rmay reveal the need for a Problem
Record

B A notification from a supplier or contractor that a
Problem exists that has to be resolved

B Analysis of Incidents as part of proactive Froblem
Management — resulting in the need to raise a Problam
Record so that the underying fault can be investigated
further.

Problem logging

A cross-reference must be made to the incident(s] which
initiated the Problem Record - and all relevant details
must be copied from the Incident Record(s) to the
Problem Hecord, It is difficult to be exact, as cases may
vary, but typically this will include details such as:

User details

Service details

Equipment details

Data/time initially logged

Pricrity and categorization details
Incident description

Details of all diagnostic or attempled recovery actions
taken.
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Problem categarization

Problems must be categorized in the same way as
Incidents (and it is advisable to use the same coding
system} so that the true nature of the Problem can be
easily traced in the future and meaningful managemeant
information can be obtained.

Problem prioritization

Problems must be prioritized in the same way and for the
sarme reasons as Indidents - but the frequency and impact
of related Incidents must alse be taken into account.

Problem prioritization should also take into account the
severity of the Problem. Severity in this context refers to
how serious the Problem is from an infrastructure
parspective, for example:

B Can the system be recoverad, or does it need to be
replaced?

B How much will it cost?

B How many people, with what skills, will be needed to
fix the problem?

B How long will it take to fix the problem?

B How extensive is the problem (e.g. how many Cs are
affected)?

Problem investigation and diagnosis

An investigation should be conducted to try to disgnoss
the root cause of the Problem - the speed and nature of
this investigation will vary depending upon the impact,
severity and urgency of the Problem — but the appropriate
level of resources and expertise should be applied to
finding a resolution commensurate with the priority code
allocated and the service target in place for that priority
lenvel,

The CM5 must be used to help determine the level of
impact and to assist in pinpointing and diagnosing the
exact point of failure. The Known Ermor Database (KEDE)
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should also be accessed and Problem-matching
technigues (such as keyword searches) should be used to
see if the Problem has occurred before and, if so, to find
the resolution.

It is often valuable o try to recreate the failure, so as to
understand what has gone wrong, and then to try various
ways of finding the most appropriate and cost-effective
rescdution to the Problem. To do this effectively without
causing further disruption to the users, a test systern will
be necessary that mirnors the production environment.

There are many Problem analysis, diagnosis and solving
techniguas available and much research has besn done in
this area. The Senvice Operation publication details the
types and how to use them,

Workarounds

In some cases it may be possible to find a workaround to
the Incidents caused by the Problem - a temporary way aof
overcoming the difficulties. For example, a manual
amendment may be made to an input file to allow a
program to complete its run successfully and allow a
billing process to complete satisfacterily, but it is
important that work on a permanent resclution continues
where this is justified - in this example the reason for the
file becoming corrupted in the first place must be found
and corrected to prevent this happening again.

In cases where a workaround is found, it is therefore

important that the Problem Record remains open, and
details of the workaround are always docurmented within
the Problem Record.

Raising a Known Error Record

As soon as the diagnosis is complete, and particularly

where a workaround has been found (even though it may
not yet be a permanent resolution), a Known Error Record
must be raised and placed in the Known Eror Database -

so that if further Incidents or Problams arise, they can be
identified and the service restored more quickly.

However, in some cases it may be advantageous to raise a
Known Error Recard even earlier in the overzll process —
just for information purposes, for example — even though
the diagnosis may not be complete or a workaround
found, so it is inadvisable to set a concrete procedural
point exactly when a Known Error Record miust be raised.
It should be done as soon as it becomes useful to do sol

Problem resolution

Icdeally, as soon as a solution has been found, it should be
applied to resolve the Problem - but in reality safeguards
may be needed to ensure that this does not cause further
difficulties. If any change in functionality is required this
will require an RFC to be raised and approved before the
resolution can be applied, If the Froblern is very serious
and an urgent fix is needed for business reasons, then an
Ernergency RFC should be handled by the Emergency
Change Advisory Board (ECAB) to facilitate this urgent
action. Otherwise, the RFC should follow the established
Change Management process for that type of Change -
and the resolution should be applied only when the
Change has been approved and scheduled for release, In
the meantime, the KEDB should be used to help resolve
quickly any further occurrences of the Incidents/Problems.

Problem closure

When any change has been completed (and successfully
reviewed), and the resolution has been applied, the
Problem Record should be formally closed - as should any
related Incident Records that are still open. & check should
be performed at this time to ensure that the record
contains a full historical description of all events - and if
not, the record should be updated.

The status of any related Known Error Records should be
updated to show that the resolution has been applied,
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Major Problem review

After every major Problem (as determined by the
organization's priority system), while memeries are still
fresh a review should be conducted to leam any lessons
for the future, Specifically, the review should examine;

B Those things that were done comectly

Those things that were done wrong

What could be done better in the future

How to prevent recurrence

Whether there has been any third-party responsibility
and whether follow-up actions are needed,

Such reviews can be used as part of training and
awaraness activities for support staff - and any lessons
learned should be documented in appropriate procedures,
work instructions, diagnostic scripts or Known Ermor
Records. The Problem Manager facilitates the session and
documents any agreed actions,

Errors detected in the development environment

It i rare for any new applications, systermns or software
releases to be completely errar-free, It is more likely that
during testing of sudh new applications, systems or
releases, a priotitization systerm will be used to eradicate
the more serious faults, but it is possible that minor faults
are not rectified - often because of the balance that has to
be made between delivering new functionality to the
business as quickly as possible and ensuring totally fault-
free code or components,

Where a decision is made to release something into the
production environment that includes known deficiencies,
these should be logaed as Known Errors in the KEDE,
together with details of warkarounds or resalution
activities. There should be a formal step in the testing
sign-off that ensures that this handover always takes place
[see Service Transition publication).
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7.6 ACCESS MANAGEMENT

Access Management is the process of granting autharized
wsers the right to use a service, while preventing access to
non-authorized users. It has also been referred to as ‘rights
management’ or ‘identity management’ in different
organizations.

Access Management is effectively the execution of both
Auailability and Information Security Management, in that
it enables the organization to manage the confidentiality,
availability and integrity of the organization’s data and
intellectual property.

Access Management ensures that usars are given the right
to use a sarvice, but it does not ensure that this access is
available at all agread times - this is provided by
Ayailability Management,

Access Management is a process that is executed by all
Technical and Application Management functions and is
usually not a separate function. However, there is likely to
be a single contral point of coordination, usually in T
Operations Managerment or on the Service Desk.

Access Management can be initiated by a Service Request
through the Service Desk.

7.6.1 Value to business

B Controlled access to services ensures that the
organization is able to maintain more effectively the
confidentiality of its information

® Employees have the right level of access to execute
their jobs effectively

B There is less likelihood of errars being made in data
entry of in the use of a critical service by an unskilled
user {e.q. production control systems)

B The ability to audit use of services and to trace the
abuse of services

B The ability more easily to revoke access rights when
neadad — an important security consideration
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B May be needed for regulatory compliancs (e.g. 50K,
HIRAA, COBIT).

7.6.2 Basic concepts

While each user has an individual identity, and each [T
service can be seen as an entity in its own right, it is often
helpful to aroup them together so that they can be
managed rmore easily. Sometimes the terms ‘user profile’,
‘user template” or ‘user role’ are used to describe this type
of grouping.

Most organizations have a standard set of services for all
individual users, regardless of their position or job
(excluding customers — who do nol have any visibility 1o
internal services and processes). These will include services
such as messaging, office automation, desktop support,
telephony etc, New users are automatically provided with
rights to use thase services,

However, most users also have some specialized role that
they parform. For example, in addition to the standard
senvices, the user may also perform a marketing
management role, which requires that they have access to
some specialized marketing and financial modelling tools
and data.

Some groups may have unigque reguirements — such as
field ar home workers who may have to dial in or use
virtual private network (VPN) connections, with security
implications that may have to be more tightly managed.

To make it easier for Access Management to provide the
appropriate rights, it uses a catalogue of all the roles in the
organization and which services support each role. This
catalogue of roles should be compiled and maintained by
Access Management in conjunction with HR and will often
be automated in the directory services tools.

Im addition to playing different roles, users may also
belong to different groups. For example, all contractors
may be required to log their timasheets in a dedicated
time card system, which is not used by employess, Access

Management will assess all the roles that a user plays as
well as the groups that they belong to and ensure that
they provide rights to wse all associated services,

Maote: All data held on users will ba subject to data
protaction legislation (this exists in most geographic

locations in some form or other) so should be handled
and protected as part of the onganization's security
procedures,

7.6.3 Lifecycle activities

Within Access Management the fallowing lifecycle flow is
recommended:

Requesting access

Verification

Providing rights

Maonitaring identity status
Legging and tracking access
Removing or restricting rights.

The Service Operation publication provides the detailed
workflow for each of these activities,

7.7 SERVICE OPERATION FUNCTIONS

7.7.1 Monitoring and control

The measurament and control of services is based on a
cantinual oycle of monitoring, reporting and subsequent
action. This cycle is discussed in detail in this section
because it is fundamental to the delivery, support and
improvement of services,

It is also important to note that, although this cycle takes
place during Service Operation, it provides a basis for
setting strategy, designing and testing services and
achieving meaningful improvement. It is also the basis for
SLM measurement. Therefors, although monitoring is
performed by Service Operation functions, it should not be
seen as a purgly operational matter, All phases of the
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Sarvice Lifecycle should ensure that measures and contrals
are clearly defined, executed and acted upon.

Figure 7.4 Single monitor control loop

Single monitor control loop

A single activity and its output are measured using a pre-
defined norm, or standard, to determine whether it is
within an acceptable range of performance or quality
(Figure 7.4). If not, action is taken to rectify the situation or
to restore normal performance.

Typically there are two types of monitor control loops:

B Open-loop systems are designed to perform a specific
activity regardless of environmental conditions, For
example, a backup can be initiated at a given time and
frequency — and will run regardless of ather conditions
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B Closed-loop systems manitor an environmeant and
respond to changes in that environment. For example,
in network load balancing a monitor will evaluate the
traffic on a circuit, If network traffic exceeds a certain
range, the control systern will begin to route traffic
across a backup clreuit. The monitor will continue to
provide feedback to the control system which will
continue to regulate the flow of network traffic
between the two circuits,

To help clarify the difference, solving a Capacity
Management problem through over-provisioning is open
loop; a load-balancer that detects congestion/failure and
redirects capacity is closed loop.

Complex monitor control loop

The monitor contral loop in Figure 7.5 is a good basis for
defining how Operations Management works, but within
the context of TSN the situation is far more complex. The
figure illustrates a process consisting of three major
aCtivities. Each one has an input and an output, and the
output becomes an input for the next activity.

In this diagram, each activity is controlled by its own
Monitor Contred Loop, using a set of norms for that
specific activity. The process as a whole also has its own
Monitor Control Loop, which spans all the activities and
ensures that all nomms are appropriate and are being
fellowed.

One loop focuses purely on executing 2 defined standard,
and the second evaluates the performance of the process
and alse the standards whereby the process is executed,
An example of this would be if the first set of feedback
loops at the bottom of the diagram represented individual
stations on an assembly line and the higher-level loop
represented quality assurance.

Ihe complex monitor control loop is a good
organizational learning ool (as defined by Chris Argyris
(1978), increasing Leadership Effectiveness, New York:
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Figure 7.5 Complex monitor control loop

Wilay). The first level of feedback at individual activity level IT sarvices. And especially - who defines the nom? Based

is concerned with monitoring and respending to data on what has been described so far, monitor control loops

isingle facts, codes or pieces of information). The second can be used to manage:

level is concermned with monitoring and responding to s

information (z collection of a number of facts about which :;“"".af“ Df aIITN W % poockss of biocuditte.
R ; activity and its related output can potentially be

& CORCISN Ty De hawn) Haler 1) e ey vion measured to ensure that problems with the process ane

‘Irransitlmrl publication for a full Idlsr.ussl::-n on data, identified before the process as a whole is completed.

information, knowledge and wisdom, For example, in Incident Management, the Service

Al of this is interesting theory, but does not explain how Desk monitors whether a technical team has accepted

the monitor contral loop concept can be used to operate an Incident in a specified time. If not, the Incident is
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escalated. This is done well before the target resolution
time for that Incident because the aim of escalating
that one activity is to ensure that the process as whole
is completed in time

B Effectiveness of a process or procedure as a whole.
In this case the ‘activity’ box represents the entire
process as a single entity. For example, Change
Management will measure the success of the process
by checking whether 2 change was implemented on
time, to specification and within budget

B Performance of a device. For example, the ‘activity’
box could represent the response time of a server
under a given warkload

B Performance of a series of devices. For example, the
end user response time of an application across the
network.

ITSM monitor control loop

Fach activity in a sarvice management process (or each
component used to provide a service) is monitored as part
of the Service Operation processes. The operational team
o department responsible for each activity or component
will apply the monitor control loop as defined in the
process, and using the norms that were defined during
the Service Design processes. The role of operational
monitoring and control is to ensure that the process or
service functions exactly as specified, which is why they
are primarily concerned with maintaining the status quo.

The norms and monitoring and control mechanisms are
defined in Service Design, but they are based on the
standards and architectures defined during Service
Strategy. Any changes to the organization's Service
Strateqy, architecture, Service Portfolios or Service Level
Requirements will precipitate changes to what is
maonitored and how it is controlled.

The monitor control loops are placed within the context of
the organization. This implies that Senvice Strategy will
primarily be executed by business and IT executives with
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support from vendor account managers. Service Design
acts as the bridge between Service Strategy and Service
Operation and will typically involve reprasentatives from
all groups, The activities and controls will ganerzlly be
executed by T staff (somatimes involving users) and
supported by IT managers and the vendors, Service
Improvemsant spans all areas, but primarily represents the
interests of the business and its users.

Matice that the second level of monitoring in this complex
monitor control loop s performed by the CSI processes
through Service Strategy and Service Design. These
relationships are represented by the numbered arrows in
Figure 7.5:

® Arrow 1. In this case C5l has recognized that the
service will be improved by making a change to the
Service Strategy. This could be the result of the
husiness needing a change to the Service Portfolio, or
that the architecture does not deliver what was
expected

B Arrow 2. In this case the Service Level Reguirements
need to be adjusted. It could ke that the service is too
expensive; or that the configuration of the
infrastructure needs to ba changad to enhance
performance; or because Operations Management is
unable to maintain service quality in the current
architecture

B Arrow 3._In this case the norms specified in Service
Design are not being adhered to. This could be
because they are not appropriate or executable, or
because of a lack of education or a lack of
communication, The norms and the lack of compliance
nead to be investigated and action taken to rectify the
situation,

Thera are many different types of monitoring tool and
different situations in which each will be used. This sectian
focuses on some of the different types of monitoring that
can be performed and when they would be appropriate.
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Figure 7.6 ITSM monitor control loop
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Active versus passive monitoring:

B Active monitoring refers to the angoing interrogation
of a device or system to determine its status. This type
of monitoring can be resource intensive and is usually
resenved to proactively monitor the availability of

critical devices or systems; or as a diagnostic step
when attempting to resolve an Incident or diagnose a
Problem

Passive monitering is more commaon and refers to
generating and transmitting events w a listering
device or monitoring agent. Passive menitoring
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depends on successful definition of events and
instrumentation of the system being monitored (see
section 4.1 of the Service Operation publication).

Reactive versus proactive monitaring:

B Reactive monitoring is designed to request or trigaer
action following a certain type of event or failure. For
example, server performance degradation may trigger
a reboot, or a system failure will generate an Incident.
Reactive monitoring is not only used for exceptions. It
can also be used as part of normal operations
procedures, for example a batch job completes
successfully, which prompts the scheduling system to
submit the next batch job

B Proactive monitoring is used to detect patterns of
evants which indicate that a systam or service may be
about to fail. Proactive monitoring is generally used in
more mature environmants wherne these patterns hawve
been detected previously, often several tirmes. Proactive
rmonitoring tools are therefore a means of automating
the experience of seasoned [T staff and are often created
through the Proactive Problem Management process
(see Continual Service Improvement publication).

Operational monitoring and Continual Service
Improvement

This saction has focused on operational monitoring and
reporting, but menitoring also forms the starting point for
Cantinual Service Improvement (C5). This is coverad in the
Continual Service Improvemnent publication, but key
differences are outlined here.

Quality is the key objective of monitoring for CSL
Menitaring will therefore focus on the effectivensss of a
service, process, tool, organization or Ol The emphasis is
not on assuring real-time service performance; rather it is
on identifying where improvements can be made to the
existing level of service, or IT performance.
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Monitoring for CS will therefore tend to focus on
detecting exceptions and resolutions. For example, C5l is
nat as interested in whether an Incident was resolved, but
whether it was resclved within the agreed time and
whether future Incidents can be prevented,

5l s not only interested in exceptions, though, If an SLA
is consistently met over time, CS1 will also be interested in
determining whether that level of performance can be
sustained at a lower cost or whether it needs to be
upgraded to an even better level of performance. CSl may
therefore also need access to regular performance reports.

However, since CS is unlikely to nead, or be able to cope
with, the vast quantities of data that are produced by all
manitoring activity, they will most likely focus on a
specific subset of monitoring at any given time. This could
be determined by input from the businass or
improvements to technology.

This has two main implications;

B Monitoring for CSI will change over time. They may be
interested in monitoring the e-mail service one quarter
and then mowve on to look at HR systems in the next
quarter

B This means that Service Operation and C51 need to
build a process which will help them to agree on what
areas need to be monitored and for what purpose,

7.7.2 Service Desk

A service Desk is a functional unit made up of a dedicated
number of staff responsible for dealing with a variety of
service events, often made via telephone calls, web
interface or automatically reported infrastructure events.

The Service Desk is a vitally important part of an
organization’s IT department and should be tha single
paint of contact for T users on a day-by-day basis - and
will handle all Incidents and Service Requests, wsually using
specialist software tools to leg and manage all such events.
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The value of an effective Senvice Desk should not be
underrated - a good Service Desk can often compensate
for deficiencies elsewhere in the [T organization; but a
poor Service Desk (or the lack of a Service Desk) can give
a poor impression of an otherwise very effective IT
organization!

It is therefore very important that the correct calibre of
staff are used on the Service Desk and that IT managers
do their best to make the Service Desk an attractive place
to work in arder to improve staff retention.

The primary aim of the Service Desk is to restore ‘normal
service’ to the users as quickly as passible, In this context
‘restoration of service’ is meant in the widest possible
sense. While this could invole fixing a technical fault, it
could equally invalve fulfilling a Service Request or
answering a guery — anything that is needed to allow the
users to return to waorking satisfactoriby.

Specific responsibilities will include;

B | ogging all relevant Incident and Service Request
details, allocating categorization and prioritization
codes

B Providing first-line investigation and diagnosis

B Resolving those Incidents and Service Requests they
are able to

B Escalating Incidents and Service Requests that they
cannot resolve within agreed timescales

B Keeping users infarmed of progress

B Closing all resolved incidents, requests and ather calls

B Conducting customer/user satisfaction call-
backs/surveys as agreed

B Communication with users — keeping them informed
of Incident progress, natifying them of impending
changes or agreed outages et

B Updating the CMS under the direction and approval of
Configuration Management if so agreed.

The following roles are needed for the Service Desk,

Service Desk manager

In larger organizations where the Service Desk is of a
significant size, a Service Desk manager role may be
justified with the Service Desk supervisor(s) reparting to
them. In such cases this role may take responsibility for
some of the activities listed above and may additionally
perform the following activities:

B Manage the overall desk activities, including the
sUpenvisors
B Act as a further escalation point for the supanvisor(s)

Take on a wider customer-senvicas role

B Report to senior managers on any issue that could
significantly impact the business

B Atend Change Advisory Board meetings

B Take overall responsibility for Incident and Service

Request handling on the Service Desk. This could also

be expanded to any other activity taken on by the

Service Desk - e.g. monitoring certain classes of event.

Mote: In all cases, dearly defined job descriptions should
he drafted and agreed so that specific responsibilities are
ko,

Service Desk supervisor

In very small Service Desks it is possible that the senior
Service Desk analyst will also act as the supervisor - but in
larger desks it is likely that a dedicated Service Desk
suparvisor role will be needed. Where shift hours dictate it,
there may be two or more post-holders who fulfil the role,
usually on an overlapping basis. The supervisor's role is
likely to inchude:

B Ensuring that staffing and skill levels are maintained
throughout operational hours by managing shift
staffing schedules etc.

B Undertaking HR activities as needed
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Acting as an escalation point where difficult or
controversial calls are received

Production of statistics and management reports
Representing the Service Desk at meetings

Arranging staff training and awareness sessions
Lizising with senior management

Lizising with Change Management

Performing briefings to Service Desk staff on changes
or deployments that may affect volumes at the Service
Desk

B Assisting analysts in providing first-line support when
waorkloads are high, or where additional experience is
required.

Service Desk analysts

The primary Senvice Desk analyst role is that of providing
first-level support through taking calls and handling the
resulting Incidents ar Service Requests using the Incident

Reporting and Reguest Fulfilment processes, in line with
the objectives described earlier.

Super users

Super users are discussed in detail in the section on
Service Desk staffing in paragraph 6.2.4 of the Service
Operation publication, In summary, this role will consist of
business users who act as liaison points with IT in general
and the Service Desk in particular, The role of the Super
User can be summarized as follows:

B To facilitate communication between [T and the
business at an operational level

B To reinforce expectations of users regarding what
Service Levels have been agreed

B 5taff training for users in their area

B Providing support for minor incidents or simple
request fulfilment

B [nvolvement with new releases and rollouts.
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Metrics should be established so that performance of the
Service Desk can be evaluated at regular intervals, This is
important to assess the health, maturity, efficiency,
effectiveness and any opportunities to improve Service
Desk operations.

Metrics for Service Desk performance must be realistic and
carefully chosen. It is common to select those metrics that
are easily available and that may seem to be a possible
indication of performance: however, this can be
misleading. For example, the total number of calls
received by the Service Desk is not in itself an indication
of either good or bad performance and may in fact be
causad by events completely outside the control of the
Senvice Desk - for example a particularly busy period for
the organization, or the release of a new version of a
major corporate system.

An increase in the number of calls to the Service Desk can
indicate less reliable services over that period of time -
but may also indicate increased user confidence in a
Service Desk that is maturing, resulting in a higher
likelihood that users will seek assistance rather than try to
cope alone. For this type of metric to be reliable for
reaching either conclusion, further comparison of previous
periods for any Service Desk improvements implemented
since the last measurement baseling, or service reliability
Changes, Problems etc. to isolate the true cause for the
increase is needed,

Further analysis and more detailed metrics are therefore
needed and must be examined over a period of time.
These will include the call-handling statistics previowsly
mentioned under telephony, and additionally:

B The first-line resclution rata: the percentage of calls
resobved at first line, without the need for escalation to
other support groups. This is the figure often quoted
by organizations as the primary measure of the Service
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Desk's perfarmance - and used for comparison
purposes with the performance of other Service Desks
- but care is needed when making any comparisons

B Average time to resofve an Incident (when resolved at
first lime)

B Average time to escalate an Incident (where first-line
resolution is not possible)

B Average Service Desk cost of handling an Incident

B Percentage of customer or user updates conducted
within target times, as defined in 5LA targets

B Average tima to review and close a resolved call

B The number of calls broken down by time of day and
day of waek, combined with the average calk-time
metric, which is critical in determining the number of
staff required.

7.7.3 Technical Management

lechnical Management refers to the groups, departments
or teams that provide technical expertise and overall
management of the T Infrastructure,

Technical Management plays a dual role;

B [t is the custodian of technical knowledge and
expertise related te managing the IT infrastructure. In
this role, Technical Management ensures that the
knowledge required to design, test, manage and
improve [T services is identified, developed and refined

B |t provides the actual resources to support the ITSM
Lifecycle. In this role Technical Management ensures
that resources are effectively trained and deploved to
design, build, transition, aperate and improve the
technology required to deliver and support |T services.

By performing these two roles, Technical Management s
able to ensure that the organization has access to the
right type and level of human resources to manage
technology and, thus, to meet business objectives.
Defining the requirements for these roles starts in Service
Strategy and is expanded in Service Design, validated in

Service Transition and refined in Continual Service
Improvement (see other TIL publications in this series).

Technical Management organization

Technical Management is not normally provided by a
single department or group. One or mare technical
support teams or departments will be needed to provide
Technical Management and support for the IT
infrastructure, In all but the smallest organizations, where
a single combined team or department may suffice,
separate teams of departiments will be needed far each
type of infrastructure being used.

IT Operations Management consists of a number of
technolngical areas, Each of these requires a specific set of
skills to manage and operate it. Some skill sets are related
and can be performed by generalists, whereas others are
specific o a compaonent, system or platform.

The primary criterion of the Technical Management
organizational structure is that of specialization or division
of labour, The principle is that people are grouped
according to their technical skill sets, and that these skill
sets are determined by the technology that needs to be
ranaged.

This Iist provides some examples of typical Technical
Management teams or departments:

B pMainframe team or department — if one or more
mainframe types are still being usad by the
arganization

B Server team or department — often split again by
technology types (e.g. Unix servar, Wintel server)

B Storage team or department, responsible for the
management of all data storage devices and media

B Metwork support team or department, looking after the
organization’s internal WANs/LANs and managing any
external netwaork suppliers

B Desktop team or department, responsible for all
installed desktop equipment
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B [Database team or department, responsible for the
creation, maintenance and support of the
organization’s databases

B Middleware team or department, responsible for the
integration, testing and maintenance of all middleware
in use in the organization

B Directory services team or department, responsible for
maintaining access and rights to service elements in
the infrastructure

B |nternet or web team or department, responsible for
rmanaging the availability and security of access to
servers and content by external customers, users and
partners

B Messaging team or department, responsible for e-mail
services

m |P-based telephony team or department (e.q. VolP).,

7.7.4 Technical Management roles

The following roles are needed in the Technical
Management areas.

Technical managers/team-leaders

A technical manager or team-leader (depending upon the
size and/or imporance of the team and the organization's
structure and culture) may be needed for each of the
tachinical teams or departments. The role will:

B Take overall responsibility for leadership, control and
decision-rmaking for the technical tearm or department

B Provide technical knowledge and leadership in the
specific technical areas coverad by the team or
department

B Ensure necessary technical training, awareness and
expenence levels ane maintained within the team or
department

B Report to senior management on all technical issues
relevant to their area of responsibility
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B Perform line-management for all team or department
members.

Technical analysts/architects

This term refers 1o any staff member in Technical
Management wha performs the activities listed in
paragraph 7.7.3, excluding the daily eperational actions,
which are performed by operators in either Technical or [T
Operations Management. Based on this list of generic
activities, the role of technical analysts and architects
includes:

B Working with users, spansors, Application Management
and all other stakeholders to determine their evalving
needs

B ‘Working with Application Management and other areas
in Technical Management to determine the highest
lenvel of systermn requirements needed to meet the
requirerments within budget and technology
constraints

B Defining and maintaining knowledge about how
systerns are related and ensuring that dependencies
are understood and managed accordingly

B Performing cost-benefit analyses to determine the
most appropriate means to meet the stated
requirerents

B [Developing operational models that will ensure
optirmal use of resources and the appropriate level of
performance

B Ensuring that the infrastructure is configured to be
effectively managed given the organization's
technology architecture, available skills and tools

B Ensuring the consistent and reliable performance of
the infrastructure to deliver the required level of service
to the business

B Defining all tasks required to manage the infrastructure
and ensuring that these tasks are performed
appropriately
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B nput into the dasign of configuration data required to
manage and track the application effectively.

7.8 IT OPERATIONS MANAGEMENT

In business, the term ‘Operations Management’ is used to
mean the department, group or team of people
responsible for performing the organization's day-to-day
operational activities - such as running the production line
in a manufacturing emvironment or managing the
distribution centres and fleet movements within a logistics
organization.

Operations Management generally has the following
characteristics:

B There is activity to ensure that a device, system or
process is actually running or working (as opposed ta
strateqgy or planning|

B This is where plans are turned into actions

B The focus is on daily or shorter-termn activities,
although it should be noted that these activities will
generally be performed and repeated over a relatively
long pericd (as opposed to one-off project type
activities)

B These activities are executed by specialized technical
staff, who often have to undergo technical training to
l=arm how to perform each activity

B There is a focus on building repeatable, consistent
artions that — if repeated frequently enough at the
right level of quality — will ensure the success of the
operation

B This is where the actual value of the organization is
delivered and measured

B There is a dependency on investment in equipment of
human resources or both

B The value generated must exceed the cost of the
investment and all other organizational overheads
{such as management and marketing costs) if the
business is to succeed.

In a similar way, [T Operations Management can be
defined as the function responsible for the ongaing
management and maintenance of an organization's IT
infrastructure to ensure delivery of the agreed level of IT
services to the business.

IT Operations can be defined as the set of activities
involved in the day-to-day running of the IT infrastructure
for the purpose of delivering IT services at agreed levels to
meet stated business objectives.

7.8.1 IT Operations Management role

The role of Operations Management is to execute the
ongoing activities and procedures reguired to manage and
maintain the T infrastructure so as to deliver and support
IT services at the agreed bevels. These are summarized
here for completenass:

B Operations control, which oversees the execution and
monitoring of the operational activities and events in
the IT infrastructure. This can be done with the
assistance af an operations bridge or network
operations centre, In addition to executing routine
tasks from all technical areas, Operations Control ako
perfarms the following specific tasks:
® Console management, which refers to defining
central observation and monitoring capability and
then using those conscles to exercise monitoring
and conftrol activities

#® Job scheduling. or the management of routine
batch jobs or scripts

& Backup and restore on behalf of all Technical and
Application Management teams and departments
and aften on behalf of users
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® Print and output management for the collation
and distribution of all centralized printing or
electronic output
#& Performance of maintenance activities on behalf
of Technical or Application Management teams or
departments
B Facilities management, which refers to the
management of the physical IT environment, typically
a data centre of computer rooms and recovery sites
together with all the power and cooling eguiprment.
Facilities Management also includes the coordination
of large-scale consolidation projects, e.g. data centre
consolidation or server consolidation projects. In some
cases the management of a data centre is outsourced,
in which case Facilities Management refers to the
management of the outsourcing contract,

The objectives of IT Operations Management include:

B faintenance of the status quo o achieve stability of
the organization’s day-to-day processes and activities

B Regular scrutiny and improvernents to achieve
improved service at reduced costs, while maintaining
stability

B Swift application of operational skills to diagnose and
resolve any [T operations failures that occur.

7.9 APPLICATION MANAGEMENT

Application Managernent is responsible for manzging
zpplications throughout their lifecycle, The Application
Management function is performed by any department,
group or team invalved in managing and supporting
operational applications. Application Management also
Plays an important male in the design, testing and
improvement of applications that form part of IT services.
As such, it may be involved in development projects, but
is not usually the same as the applications development
Learms.
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Application Management high-level role

Application Management is to applications what Technical
Management is to the [T infrastructure. Application
Management plays a role in all applications, whether
purchased or developed in-house, One of the key
decisions that they contribute to is the decision of
whether to buy an application or build it {this is discussed
in detail in the Service Design publication), Once that
decision is made, Application Management will play a
dual role:

B |t is the custodian of technical knowledge and
expertise related to managing applications. In this role
Application Management, working together with
Technical Management, ensures that the knowledge
required to design, test, manage and improve T
services s identified, developed and refined

B |t provides the actual resources to support the [T5M
Lifecycle. In this role, Application Management ensures
that resources are effectively trained and deployed to
desian, build, transition, operate and improve the
technology required to deliver and support IT services,

By performing these two roles, Application Management is
able to ensure that the organization has access to the
right type and level of human resources to manage
applications and thus to meet business objectives. This
starts in Service Stratagy and is expanded in Service
Design, tested 'n Zervice Transition and refined in
Continual Service Improvaement (see other [TIL publications
N this sariec).

Part of this role is to ensura a balance between tha skil

ol and the cost of these resources,

In additional to these two high-level roles, Application
Management also performs the following two specific roles:

B Providing guidance to IT Operations about how best to
carry out the ongoing operaticnal management of
applications. This role is partly carried out during the
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Service Design process, but it is also a part of everyday
communication with [T Operations Management as
they seek to achieve stability and optimum
peformance

B The integration of the Application Management Lifecyele
into the [TSM Lifecycle, This is discussed below.

The objectives, activities and structures that enable
Application Management to play these roles effectively are
discussed below.

Application Management objectives

The ohjectives of Application Management are to suppart
the organization’s business processes by helping to
identify functional and rmanageability requirements for
application software, and then to assist in the design and
deployment of those applications and the ongoing
suppart and improvement of those applications.

These objectives are achieved through:

B Applications that are well designed, resilient and cost-
effective

B Ensuring that the required functionality is available to
achieve the required business outcome

B The organization of adequate technical skills to
maintain operational applications in optimum
condition

B Swift use of technical skills to speedily diagnose and
resolve any techinical failures that do occur,

Application Management generic activities

While most Application Management teamns or
departments are dedicated to specific applications or sets
of applications, there are a number of activities which they
have in common (see Figure 7.7). These include:

B [dentifying the knowledge and expertise required to
manage and operate applications in the delivery of [T
services. This process starts during the Service Strategy

phase, is expanded in detail in Senvice Design and is
executed in Service Operation. Ongoing assessment
and updating of thase skills are done during Continual
Service Improvement

Initiating training programmes to develop and refine
the skills in the appropriate Application Management
resources and maintaining training records for these
resources

Recruiting or contracting resources with skills that
cannot be developed internally, or where there are
insufficient pecple to perform the required Application
Management activities

Design and delivery of end-user training. Training may
be developad and deliverad by either the Application
Development or Application Management groups, or
by a third party, but Application Management is
responsible for ensuring that training is conducted as
approprate

Insourcing for specific activities where the reguired
skills are not available internally or in the open marker,
ar where it is more cost-efficient to do 5o

Definition of standards used in the design of new
architectures and participation in the definition of
application architectures during the Service Strategy
processes

Research and developrment of solutions that can help
expand the Service Pertfolio or which can be used to
simplify or automate IT Operations, reduce costs or
increase levels of IT service

Involvement in the design and building of new
services, All Application Management teams or
departrments will contribute to the design of the
technical architecture and performance standards for [T
services, In addition they will also be respansible for
specifying the operational activities required 1o
manage applications on an ongoing basis
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Involvement in projects, not only during the Service
Design process, but also for Continual Service
Improvement or operational prajects, such as aperating
system upgrades, sarver consalidation projects or
physical mowves

Designing and performing tests for the functionality,
performance and manageability of T services {bearing
in mind that testing should be controlled and
performed by an independent tester - see Service
Transition publication)

Availability and Capacity Management are dependent
an Application Management for contributing to the
design of applications to meet the leveals of service
required by the business. This means that modelling
and workload forecasting are often done tagether with
Technical and Application Management resources
Assistance in assessing risk, identifying critical service
and system dependencies and defining and
implementing countenmeasures

Managing vendors. Many Application Management
departrments of groups are the anly ones whe know
exactly what is required of a vendor and how to
measure and manage them. For this reason, many
organizations rely on Application Management to
manage contracts with wendors of specific applications.
If this is the case it is important to ensure that thess
relationships are managed as part of the 3LM process
Irvolvemeant in definition of Event Management
standards and especially in the instrumentation of
applications for the generation of meaningful events
Application Management as a function provides the
resources that execute the Problem Management
process, |t is their technical expertise and knowledge
that is usad to diagnose and resolve Problems, It is also
their relationship with the vendors that is used to
escalate and follow up with vendor support teams or
departments
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Application Management resources will be involved in
defining coding systems that are used in Incident and
Prablem Management (e.g. Incident Catagorias)
Application Management resources are used to support
Problem Management in validating and maintaining
the KEDE together with the Application Development
tearns

Change Management relles on the technical
knowledge and expertise to evaluate changes, and
rmany changes will be built by Application
Management teams

Successful Release Management is dependent on
involvernent from Application Management staff. In
fact they are frequently the drivers of the Release
Management process for their applications
Application Management will define, manage and
maintain attributes and relationships of application Cls
im the CMS

Application Management is invohved in the Continual
Service Improvement processes, particularly in
identifying opportunities for improvement and then in
helping to evaluate altemative soluticns

Application Management ensures that all system and
operating documentation is up to date and properly
utilized, This includes ensuring that all design,
managerment and user manuals are up to date and
complete and that Application Management staff and
users are familiar with their contents

Collaboration with Technical Management on
performing training needs analysis and maintaining
skills inventories

Assisting IT Financial Management to identify the cost
of the ongoing management of applications
Involvement in defining the operational activities
performmed as part of [T Operations Management, Many
Application Management departments, groups of
teams also perform the operational activities as part of
an organization’s IT Operations Management function
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Figure 7.7 Role of Application Management in the application lifecycle
Y -

Optimize
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Blowate and Test

Dreplony /
I:l Application Development I:l Application Maragerment

B [nput into, and maintenance of, software configuration
policies
B Together with software development teams, the

7.9.1 Application Management roles

Applications managers/team-leaders

definition and maintenance of documentation related
to applications. These will include user manuals,
administration and management manuals, as well as
any standard operating procedures (50Ps) required to
manage operational aspects of the application.

An applications manager or team-leader should be
considerad for each of the applications teams or
departments. The role will:

B Take overall responsibility for leadership, control and
decision-making for the applications team or
departrent

B Provide technical knowledge and leadership in the
specific applications support activities covered by the
team or department
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B Ensure necessary technical training, awareness and
experience levels are maintained within the team or
department relevant to the applications being
supported and processes being used

B [nvolve ongoing communication with users and
customers regarding application performance and
avalving requirements of the business

B Report to senior management on all issues relevant to
the applications being suppaorted

B Perform line-management for all tearm or department
members.

Applications analyst/architect

Application analysts and architects are responsible for
matching requirements to application specifications.
Specific activities include:

B Warking with users, sponsors and all other stakeholders
to determine their evelving neads

B ‘Working with Technical Managerent to determine the
highest level of systern requirements needed to meet
the requirements within budget and technology
constraints

B Performing cost-benefit analyses to determine the
most appropriate means to meet the stated
requirement

B Developing operational madels that will ensure
optimal use of resources and the appropriate level of
performance

B Ensuring that applications are designed to be
effectively managed given the organization's
technology architecture, available skills and tools

B Developing and maintaining standards for application
sizing, performance modelling etc.
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B Generating a set of acceptance test requirerments,
together with the designers, test engineers and the
user, which determine that all of the high-level
requirements have been met, in both functionality and
manageaability

® Input into the design of configuration data required o
manage and track the application effectively.

7.10 SERVICE OPERATION AND PROJECT
MANAGEMENT

Because Service Operation is generally viewed as ‘business
as usual® and often focused on executing defined
procedures in a standard way, there is a tendency not to
use praject managament processes when they would in
fact be appropriate. For example, major infrastructure
upgrades, or the deployment of new or changed
procedures, are significant tasks where formal project
management can be used to improve control and manage
costs/resources,

Using project management 1o manage these types of
activity would have the following benefits:

B The project benefits are clearly stated and agreed

B There is more visibility of what is being done and how
it is being managed, which makes it easier for other [T
groups and the business to quantify the contributions
made by operational teams

B This in turn makes it easier to obtain funding for
projects that have traditionally bean difficult to cost
Justify

B Greater consistency and improved quality

B Achievement of chjectives results in higher credibility
for operational groups.
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7.11 ASSESSING AND MANAGING RISK IN
SERVICE OPERATION

There will be a8 number of occasions where it is imperative
that risk assessment to Service Operation is quickly
undertaken and acted upon,

The most obvious area is in assessing the risk of potential
changes or Known Errors (2lready covered elsewhers) but
in addition Service Oparation staff may need to be
involved in assessing the risk and impact of:

B Failures, or potential failures = either reported by Event
Management or Incident/Problern Management, or
warnings raised by manufacturers, suppliers or
contractors

B New projects that will ultimately result in delivery into
the live environment

B Erwironmental risk (encompassing IT Senvice
Continuity-type risks to the physical environment and
locale as well as political, commercial or industrial-
relations related risks)

B Suppliers, particularly where new suppliers are invalved
ar where key service components are under the
control of third parties

B Security risks - both theoretical or actual arising from
security related incidents or events

B Mew customers/services to be suppaorted,

7.12 OPERATIONAL STAFF IN SERVICE
DESIGN AND TRANSITION

Al T groups will be involved during Service Design and
Service transition to ensure that new compaonents ar
services are designed, tested and implemented to provide
the correct levels of functionality, usability, availability,
capacity etc,

Additionally, Service Operation staff must be involved
during the early stages of Service Design and Service
Transition to ensure that when new services reach the live
environment they are fit for purpose, from a Service
Operation perspective, and are supportable in the future,

In this context, ‘supportable” means;

B Capable of being supported fram a technical and
aperational viewpaint from within existing or
pre-agreed additional resources and skills levels

B Without adverse impact on other existing technical or
operational working practices, processes or schedules

B Without any unexpected operational costs or ongoing
or escalating support expenditure

B Without any unexpected contractual or legal
complications

B Mo complex support paths between multiple support
departments of third-party organizations.
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8 Continual Service Improvement
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Continual Service Improvement (C5) provides practical
guidance in evaluating and improving the quality of
senvices, overall maturity of the [T5M Service Lifecycle and
its underlying processes, at three levels within the
organization:

B The overall health of ITSM as a discipline

B The continual alignment of the portfolio of IT services
with the current and future business needs

Continual
Service
Imarovement

Improvement
actions and plans

B The maturity of the enabling IT processes required to
support business processes in a continual Service
Lifecycle model,

8.1 PURPOSE OF Csl

The primary purpose of C3l is to continually align and re-
align IT services to the changing business needs by
identifying and implementing improvements to IT services
that support business processes, These improvement
activities support the lifecycle approach through Service
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Stratagy, Service Design, Senvice Transition and Senvice
Operation. In effect, T3l is about looking for ways to
improve process effectivensass and efficiency as well as
cost effectivensass.

8.2 C5] OBJECTIVES

B Review, analyse and make recommendations on
improvement opportunities in each lifecycle phase:
Service Strateqy, Service Design, Service Transition and
Service Operation

B Review and analyse Service Leve| achievermeant results

B ldentify and implement individual activities to improve
IT service quality and improve the efficiency and
effectiveness of enabling ITSM processes

B Improve cost effectiveness of delivering IT services
without sacrificing customner satisfaction

B Ensure applicable guality management methods are
used to suppaort continual improvement activities.

The following activities support a continual process
improvement plan;

B Reviewing management information and trends to
ensure that services are meeting agreed Service Levels

B Reviewing management information and trends to
ensura that the output of the enabling [T5M processes
are achieving the desired results

B Periodically conducting maturity assessments against
the process activities and roles associated with the
process activities to demonstrate areas of improvement
of, conversely, areas of concern

Peripdically conducting internal audits verifying
employee and process compliance

Reviewing existing deliverables for relevance
Making ad hoc recommendations for approval
Conducting periodic customer satisfaction surveys

Conducting external and internal service reviews 1o
identify CSl oppotunities.

These activities do not happen automatically, They must
be owned within the [T organization which is capable of
handling the responsibility and possesses the appropriate
authority to make things happen. They must also be
planned and scheduled on an ongoing basis. By default,
‘improverment’ becomes a pracess within [T with defined
activities, inputs, outputs, roles and reporting. C31 must
ensure that ITSM processes are developed and deploved in
suppaort of an end-to-end service management approach
to business custorners. It is essential to develop an
ongeing continual improverment strategy for each of the
processes as well as the senvices.

As Figura 8.1 shows, there are many opportunities for C51,
The figure also illustrates a constant cycle of improvement.
The improvement process can be summarized in six steps;

B Embrace the vision by undarstanding the high-level
business abjectives, The vision should align the
business and IT strategies

B Assess the current situation to obtain an accurate,
unbiased snapshot of where the organization is right
now. This baseline assessment is an analysis of the
current position in terms of the business, organization,
people, process and technology

B Understand and agree on the priorities for
improvement based on a deeper development of the
principles defined in the vision, The full vision may be
years away but this step provides spedfic goals and a
manageable timeframe

B Detail the C5l plan to achieve higher quality service
pravision by implementing TSM processes

B Verify that measurements and metrics are in place to
ensure that milestones were achieved, procacs
compliance is high, and business objectives and
priorities were met by the level of service

B Finally, the process should ensure that the momentumn
for quality improverment is maintained by assuring that
changes become embedded in the organization.
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Figure 8.1 Continual Service Improvement model
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8.2.1 Perspectives on benefits Much of the angst and confusion surrounding IT process
There are four commonly used terms whan discussing impravement initiatives can be traced to the misuse of
service improvement outcomes: these terms. Below is the proper use:

® Improvements B |mprovements - Outcomes that when compared to

Benefits the 'before’ state, show a measurable increase in a

desirakble metric or decrease in an undesirable metric

& Example: ABC Corp achieved a 15% reduction in
failed changes through implementation of 2 formal
Change Management process

RO {return on investment)
VOI {value on investrment).

B8 Benefits - The gains achieved through realization of
improvements, usually but not always expressed in
monetary terms.
® FExample: ABC Comp's 15% reduction in failed

changes has saved the company £395,000 in
productivity and re-works costs in the first year
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B ROl - The difference between the benefit (saving)
achieved and the amaount expended to achieve that
benefit, expressad as a percentage. Logically, one
would like to spend a little to save a lot
® Exarnple: ABC Corp spent £200,000 to establish the

formal Change Management process that saved
£395,000, The ROI at the end of the first year of
operation was therefore £195,000 or 97.5%

B VOI - The extra value created by establishment of
benefits that include non-monetary or long-term
autcomeas, ROL iz a subcomponent of YOI
& Example: ABC Corp's establishment of a formal

Change Management process (which reduced the
number of failed changes) improved the ability of
ABC Corp te respond quickly to changing market
conditions and unexpected opportunities resulting
in an enhanced market position. In addition, it
promoted collaboration between business units and
the [T organization and freed up resources to work
on other projects that otherwise might not have
been completed.

8.3 BUSINESS DRIVERS

Businesses are becoming increasingly aware of the
impartance of [T as a service provider to not anly support
but also enable business operations. As a result the
business leaders of today ask much more pointed and
direct questions regarding the quality of IT services and
the competency and efficiency of their provider. This
higher level of scrutiny buttresses the expanding need for
C5l, meaning that:

B [T does more than enable existing business operations;
IT enables business change and is, therefore, an
integral companent of the business change
programme

B There is additional foecus on the quality of IT in terms
of reliability, availability, stzbility, capacity, security and,
especially, risk

B [T and IT govemnance is an integral component in
corporate governance

B [T perfarmance becomes even mors visible — technical
outages and customer dissatisfaction increasingly
become boardroorm issues

B [T organizations increasingly find themselves in a
position where they have to not only realize but
manage business-enabling technology and services
that deliver the capability and quality demanded by
the business

B [T must demonstrate value for money

B [T within e-business is nat anly supparting the primary
business processes, bt is the core of those processes.

8.4 TECHNOLOGY DRIVERS

The rapid pace of technology developments, within which
IT provides selutions, becormes a core component of
almost every area of business operations. As a result, IT
services must:

B Understand business operations and advise about the
short- and long-term opportunities (and limitations)
of IT

B Be designed for agility and nimbleness to allow for
unpredictability in business needs

B Accommodate mare technological change, with a
reduced cycle time, for realizing change to match a
reduced window in the business cyde

B Maintain or improve existing quality of services while
adding or removing technology components

B Ensure that quality of delivery and support matches
the business use of naw technology

B Bring escalating costs under control,
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8.5 SERVICE MEASUREMENT
Critical elements of a service measurement framewaork:

B [ntegrated into business planning

B Focused on business and [T goals and objectives
B Cost-effective

B Balanced in its approach on what i measured

B Able to withstand change.

Performance measures that:

Are accurate and reliable

Are well defined, spedific and clear
Are relevant to meeting the objectives
Do not create a negative behaviour
Lead to improvement opportunities.

Ferformance targets that:
B Are SMART.

Defined roles and responsibilities
Who defines the measures and targets?
Wha monitars and measures?

Who gathers the data?

Who processes and analyses the data?
Who preparas the reports?

Who presents the reparts?

8.5.1 Baselines

An important beginning point for highlighting
improvement is to establish baselines as markers or
starting points for later comparison, Baselines are also
used to establish an initial data point to determine if a
service or process needs to be improved, As a result, it s
important that baselines are documented, recognized and
accepted throughout the organization. Baselines must be
established at each level: strategic goals and objectives,

tactical process maturity, and operaticnal metrics and KPls,
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If a baseline is not initially established the first
measurement efforts will become the baseline. That is why
it is essential to collect data at the outset, even if the
integrity of the data is in question. It is better to have data
to question than to have no data at all.

8.5.2 Why do we measure?

B To validate - monitoring and measuring to validate
previous decisions

B To direct - monitoring and measuring to set direction
for activities in order to meet set targets, It is the most
prevalent reason for monitoring and measuring

B To justify - moenitoring and measuring to justify, with
factual evidence or proof, that a course of action is
required

B To intervene - monitoring and measuring w identify a
point of intervention including subsequent changes
and corrective actions,

The four basic reasons to monitor and measure lead to
three key questions: ‘Why are we monitoring and
measuring?’, When do we stop? and ‘Is anyane using the
data? To answer these questions, it is important to identify
which of the above reasons is driving the measurement
effort. Too often, we continue to measure long after the
need has passed. Every time you produce a report you
should ask: ‘Do we still nead this?’

8.6 CONTINUAL SERVICE IMPROVEMENT
PROCESSES

The Seven-step Improvement Process is illustrated in
Figure &.2.

8.6.1 Step 1 - Define what you should
measure

Compile a list of what you should rmeasure. This will often
be driven by business requirements. Don't try to cover
avery single eventuality or possible metric in the world.
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Figure 8.2 Seven-step Improvement Process
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Make it simple. The number of things you should measure

can grow quite rapidly. 5o too can the number of metrics
and measurements.

ldentify and link the following iterns:

Carporate vision, mission, goals and objectives
IT wision, mission, goals and objectives

Critical success factors

service level targets

Job description for IT staff.

Inputs:
B Service Level Requirements and targets

B service Catalogue
B Vision and mission statements

Corporate, divisional and departmental goals and
objectives

Legislative requirements

Govarmance requirements

Budget cycle

Balanced Scorecard,

8.6.2 Step 2 - Define what you can measure

Every organization may find that they have limitations on
what can actually be measured. If you cannot measure
something then it should not appear in an SLA,

Compile a list of what each tool can currently measure
without any configuration or customization. Stay away
from customizing the tools as much as possible;
configuring them is acceptable.
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Perform a gap analysis between the two lists, Report this
information back to the business, the customers and [T
management, It is possible that new tools are required or
that configuration or customization is required to be able
to measura what is reguired.

Inputs;

®m List of what you should measure
Process flows

Procedures

Waork instructions

Technical and user manuals from existing tools
Existing reports,

8.6.3 Step 3 - Gathering the data

Gathering data requires having some form of monitoring
in place. Manitaring could be executed using technology
such as application, system and component maonitoring

tools or could even be a manual process for certain tasks,

Quality is the key objective of monitoring for Continual
Service Improvement. Monitoring will therefore focus on
the effectiveness of a service, process, tool, organization or
Configuration Iterm (Cl). The emphasis is not on assuring
real-time service performance, rather it is on identifying
where improvements can be made to the existing level of
service, or [T pefformance, Monitonng for C51 will therefore
tand to focus on detecting exceptions and resolutions, For
example, C5l is not as interested in whether an Incident
was resolved, but whether it was resalved within the
agreed time, and whether future Incidents can be
prevented.

C5l is not only interested in exceptions, though. If a
Service Level Agreement is consistently met over time, €8
will also be intarested in datermining whether that level of
peformance can be sustained at a lower cost or whether
it neads to be upgraded to an even better level of
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performance, C5 may therefora also need access to
regular performance reports.

However since €51 is unlikely to need, or be able to cope
with, the vast quantities of data that are produced by all
manitoring activity, they will most lkely focus on a
specific subsaet of monitoring at any given time, This could
be determined by input from the business or
improvements to technology.

When a new service is being designed or an existing one
changed, this is a2 perfect opportunity to ensure that what
C5l needs to monitor is designed into the service
requirements (see Service Design publication),

This has two main implications:

B Manitoring for C5 will change over tima. They may be
interested in maonitoring the e-mall service one quarter,
and then maove on to look at HR systems in the next
uarter

B This means that Service Operation and C51 need to
build a process which will help them to agree on what
areas need to be monitored and for what purpose,

[t 15 important o remember that there are three types of
metrics that an organization will need to collect to
support CS| activities as well as other process activities,
The types of metrics are:

B Technology metrics — these metrics are often
associated with component and application-based
metrics such as performance, availability et

B Process metrics — these metrics are captured in the
form of C5Fs, KPls and activity metrics for the service
management processes, These metrics can help
determine the overall health of a process, Four key
fuestions that KPIs can help answer are around guality,
performance, valee and compliance in following the
process. C5| would use these metrics as input in
identifying improvement opportunities for each
process
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B Sepvice metrics - these metrics are the results of the
end-to-end service, Component/technology metrics are
used (o compute the service metrics,

As much as passible, you need to standardize the data
structure through policies and published standards. For
example, how do you enter names in your tools — John
Smith; Smith, John; or 1. Smith? These can be the same or
different individuals. Having three different ways of
entering the same name would slow down trend analysis
and will severely impede any C5 initiative.

Gathering data is defined as the act of monitoring and data
collection. This activity needs to clearly define the following:

B Who is responsible for monitoring and gathering the data?
® How the data will be gathered?

® When and how often is the data gathered?

B Criteria to evaluate the integrity of the data

The answers will be different for every organization.

Service monitoring allows weak areas to be identified, so
that remedial action can be taken [if there is a justifiable
business casa), thus improving future service quality.
Service monitoring also can show where customer actions
are causing the fault and thus lead to identifying where
working efficiency and/or training can be improved.

Sarvice monitaring should also address both internal and
external suppliers since their performance must be
evaluated and managed as well,

Service management monitaring helps determine the
health and welfare of service management processas in
the following manner;

B Process compliance — Are the processes being
followed? Process compliance seeks to monitor the
compliance of the IT organization to the new or
modified service management processes and also the
use of the authorized service management tool that
was implemented

B Quality — How well are the processes working? Monitar
the individual or key activities as they relate to the
objectives of the end-to-end process

B Performance - How fast or slow? Monitor the process
efficiency such as throughput er cycle tirmes

B VYzlue - Is this making a difference? Monitor the
effactiveness and perceived value of the process to the
stakeholders and the IT staff executing the process
activities.

Monitoring is often associated with automated monitoring
af infrastructure companents for peformance such as
availability or capacity, but monitoring should also be
used for monitoring staff behaviour such as adherence to
process activities, use of authorized tools as well as project
schedules and budgets.

Exceptions and alerts need to be considered during the
monitoring activity as they can serve as early waming
indicators that services are breaking down. Someatimes the
exceptions and alerts will come from tools, but they will
often come from those who are using the service or
service management processes, We don't want to ignore
these alerts,

[nputs to the gather-the-data activity;

Meww business reguiremeants

Existing SLAs

Existing monitoring and data capture capability
Awailability and Capacity Plans

Sepvice Improvement Plans

Previous trend analysis reports

List of what you should measure

List of what you can measure

Gap analysis report

List of what to measura

Customer satisfaction surveys.
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8.6.4 Step 4 - Processing the data

Once data is gathered, the next step is to process the data
into the required format. Report-generating technologies are
typically used at this stage as various amounts of data are
condensed into information for usa in the analysis activity.
The data is also typically put into a format that provides an
end-to-end perspactive on the averall performance of a
senvice ThiE activity begins the transformation of raw data
into packaged infonmation. Use the intonmation to develop
insight into the peformanca of the service and/or processes.
Process the data into information (i.e. create logical
groupings) which provides a better rmeans to analyse the
data — the next activity step in C5,

The output of legical groupings could be in spreadshests,
reports generated directly from the service management
tool stite, sysiEm monitoring and reparting tools, or
talephony toods such as an automatic call distribution tool,

Processing the data is an important CS1 activity that i often
overfooked, While monitoring and collecting data on a single
infrastructure companent is impartant, it is also impaortant to
understand that components impact on the larger
infrastructure and IT service. Knowing that a server was up
£9.99% of the time is one thing, knowing that no one could
access the server is another. An example of processing the
data is taking the data from maonitoring of the individual
components such as the mainframe, applications, WAN, LAN,
servers ete, and processing this into a structure of an end-to-
end service from the customer's perspective,

Key questions that need to be addressad in the processing
activity are;

B What is the frequency of processing the data? This
could be hourly, daily, weekly or monthly, When
introducing a new service or service management
procass it is a good idea to monitor and process in
shorter intervals than longer intervals. How often
analysis and trend investigation activities take place
will drive how often the data is processed
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B What format is required for the output? This is also
driven by how analysis is done and ultimately how the
Infarmation ks used

® What tools and systems can be used for processing the
data?

B How do we evaluate the accuracy of the processed
data?

There ane two aspects o data gathering. One is automated
and the ather is manual. While both are important and
cantribute greatly to the measuring procass, accuracy s a
majior differentiator between the two types. The accuracy
of the awtomated data gathering and processing is not the
issue here. The vast majority of CSlrelated data will be
gathered by autematod means. Hurmnan data gathering
and processing is the issue, It s ‘mportant for staff to
properly document their compliznce activities, to update
logs and records. Common excuses are that people are
too busy, that this is not important or that it is not their
job. On-going communication about the benefits of
performing administrative tasks is of utmost importance.
Tying theze administrative tasks to job performance is one
way to alleviate this issue.

Inputs to the processing-the-data activity:

Data collected through monitoring
Reporting requirements

SLts

ClLAs

Service Catalogue

List of metrics, KM, C5F, objectives and goals
Report frequency

Report template.

8.6.5 Step 5 - Analysing the data

Your organization’s Service Desk has a trend of reduced

call volumes consistently over the last four months, Even
though this is a trend, you need to ask yourself the
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guestion: ‘Is this a good trend or a bad trend?’ You don't
know if the call reduction is because you have reducad
the number of recurring emors in the infrastructure by
good Problem Management activities or if the customers
feel that the Service Desk doesn’t provide any value and
they have started bypassing the Service Desk and going
directly to second-level support groups,

Data analysis trznsforms the information into knowlcdge

of the events that are affecting the crganization. More skill

and experience is required to perdorm datz analysis than
data gathering and processing, Verlication againsl goals
and ohjectives is expected during this activity, This

warification valicates that objectivies are being supported

anc value is being added. i is not sufficient to simply
produce graphs of various types but to document the
abzervations and conclusions leoking to answer the
following gquestions:

B Are there any clear trends?

Ara they positive or negative trends?
Are changes required?

Ara we operating according to plan?
Are we meeting targets?

Are comective actions reguired?

Are there underlying structural problems?
B What is the cost of the service gap?

It is interasting to note the numbser of job titles for T
professionals that contain the word ‘analyst’ and even
more surprising to discover that few of them actuallky
analyse anything. This step takes time, It requires
concentration, knowledge, skills, experience etc. One of
the major assumptions is that the automated processing,
reporting, monitoring tool has actually done the analysis.
Too often people simply point at a trend and say ‘Look,
numbers have gone up over the last quarter.” However,
key questions need to be asked, such as:

B |5 this good?

B |5 this bad?
B |s this expected?
B s this in line with targets?

Combining multiple data points on a graph may look nice
but the rezl question is, what does it actually mean.

‘A picture i worth a thousand words’ goes the saying. In
analysing the data ar accurate question would be, ‘Which
thousand words?" To transfiorm this data into knowladge,
campara the information from Step 3 against both the
requiremants fram Stap 1 and what could realistically be
rmeasured from Step 2.

Be sure to also compare the clearly defined objectives
agiainst the measurakle targets that wore sct in the Service
Design, Transition and COperations lifacycle stages,
Confirmation needs to be sought that these objectives and
the milestones were reached. If not, have improvernent
initiatives been implemented? If so, then the C5l activities
start again from the gatherng data, processing data and
analysing data steps to identify if the desired improvement
in service quality has been achieved, At the completion of
each significant stage or milestone, a review should be
conducted to ensure the objectives have been met. It is
possible here to use the Post-Implementation Review (PIR)
from the Change Management process, The PIR will
include a review of supporting documentation and the
general awareness amongst staff of the refined processes
or service. A comparison is required of what has been
achieved against the original goals.

During the analysis activity, but after the results are
compiled and analysis and trend evaluation have occurred,
it is recommended that intermal meetings be heald within
[T to review the results and collectively identify
improvement opportunities. It is important to have these
intarnal meetings before vou begin presenting and using
the information which is the next activity of Continwal
Service Improvement. The result is that [T is a key playver in
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determining how tha results and any actions items are
presented to the business.

This puts IT in a better position to formulate a plan of
presenting the results and any action items to the business
and to seniar IT management. Throughout this publication
the terms service’ and ‘service management’ have been
used extensively. IT is too often focused on managing the
various systems used by the business, often {but
incorrectly) equating senvice and system. A service is
actually made up of systems. Therefore if IT wants to be
perceived as a key player, then IT must move from a
systemns-based organization to a service-based
organization. This transition will farce the improvemant of
communication between the different [T silos that exist in
many [T organizations.

Performing proper analysis on the data also places the
business in a position to make strategic, tactical and
operational decisions about whether there is a need for
service improvement, Unfortunately, the analysis activity is
often not done. Whether it is due to a lack of rezources
with the right skills and/or simply a lack of time is unclear.
What is clear is that without proper analysis, errors will
continue to occur and mistakes will continue to be
repeated. There will be little improvement.

Data analysis transforms the information into knowledge
af the events that are affecting the organization. As an
example, a sub-activity of Capacity Management is
warkload management. This can be viewed as analysing
the data o determine which customers use whal resource,
how they use the resource, when they use the resource
and how this impacts the overall performance of the
resource. You will also be able to see if there is a trend on
the usage of the resource over a period of time. From an
incremental improvement process this could lead to some
focus on demand management, or influencing the
behaviour of customers,

Continual Service Improvermert | 135

Consideration must be given to the skills required to
analyse from both a technical viewpoint and from an
interpretation viewpaint,

When analysing data, it is important to seek answers to
questions such as:

B Are operations running according to plan? This could
ke a project plan, financial plan, availakility, capacity
or evan [T Service Continuity Managemaent plan

B Are targets defined in SLAs or the Service Catalogue
being met?

B fre there underfying structural prablems that can be
identified?

B Are comective actions required?

B Are there any trends? If so then what are the trends
showing? Are they positive trends or negative trends?

B What is leading to or causing the trends?

Reviewing trends over a periad of time is another
important task. It is not good enough to see a snapshot of
a data point at a specific moment in time, but to look at
the data points over a period of time, How did we dao this
month compared to last month, this quarter compared to
last quarter, this year compared 1o last vear?

8.6.6 Step 6 - Presenting and using the
information

The sixth step is to take our knowledge and prasent it,
that is, turn it into wisdom by utilizing reports, monitors,
action plans, reviews, evaluations and opportunities,
Consider the target audience; make sure that you identify
exceplions to the service, benefits that have been
revealed, or can be expected. Data gathering occurs at the
operational level of an organization. Format this data into
knowledge that all levels can appreciate and gain insight
inte thelr needs and expectations.

This stage invelves prasenting the information in a format
that is understandable, at the right level, provides value,
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notes exceptions to sarvice, identifies benefits that were
revealed during the time period, and allows those
receiving the information 10 make strategic, tactical and
operational decisions, In other words, presenting the
information in the manner that makes it the mast usaful
for the target audience.

Creating reports and presenting information is an activity
that is done in most organizations to some extent or
another; howeviar it often is not done well. For many
organizations this activity is simply taking the gathered
raw data (often straight from the tool) and reporting this
same data to everyone. There has been no processing and
analysis of the data,

There are usually three distinct audiences;

® The business - Their real nead is to understand
whether [T delivered the service they promised at the
levels they promised and if not, what corrective actions
are being implemented to improve the situation

® Senior (IT) management — This group is often
focused on the results surmounding C5Fs and KPls such
as, customer satisfaction, actual vs. plan, costing and
revenue targets. Information provided at this level
helps determine strategic and tactical improvements
an a larger scale, Senior (T managemeant oftan wants
this type of information provided in the form of a
Balanced Scorecard or IT scorecard format to see the
big picture at one glance

® Internal IT - This group is often interested in KPls and
activity metrics that help them plan, coordinate,
schedule and identify incremental improvement
opportunities.

Maw more than ever, [T must invest the time to
understand specific business goals and transiate 1T metrics
to reflect an impact against these goals, Businesses inwest
in tools and services that affect productivity, and suppaort
should be one of those services. The major challenge, and
one that can be met, is to effectively communicate the

business benefits of 3 well-run T support group. The
starting point is & new perspective on goals, maasuras,
and reporting, and how IT actions affect business results,
You will then be prepared to answer the question: "How
dees [T help to generate value for your company?

Although maost reports tend to concentrate on areas where
things are not going as well as hoped for, do not forget to
report an the good news as well, A report showing
improvement trends is T services' best marketing wehidle.
It is vitalty important that reports show whether C51 has
actually improved the overall service provision and if it has
not, the actions taken to rectify the situation.

8.6.7 5tep 7 - Implementing corrective
action

Use the knowledge gained to optimize, improve and

comect services. Managers need to identify issues and

present solutions. Explain how the corrective actions to be
taken will improve the service.

5l identifies many oppartunities for improverment
howewver organizations cannot afford to implement all of
them. Based on goals, objectives and types of service
breaches, an organization needs to prioritize improvement
activities. Improvement initiatives can also be externally
driven by regulatory requirements, changes in
competition, or even political decisions.

After a decision to improve a service and/or service
management process is made, then the Service Lifecycle
continues. A new Senvice Strategy may be defined, Service
Design builds the changes, Service Transition implements
the changes into production and then Service Operation
manages the day-to-day operations of the service and/or
service management processes, Keep in mind that Cs{
activities continue through each phase of the Service
Lifecyele,

Ezch Service Lifecycle phase requires resources to build or
modify the services and/or service management processes,
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potential new tachnology or modifications to existing
technology, potential changes to KPIls and other metrics
and possibly even new or modified OLAS/UCs 1o suppor
SLAs, Communication, training and documentation are
required to transition a new/improved service, tool or
service management process info production.

8.6.8 Monitoring and data collection
throughout the Service Lifecycle

Service Strategy is responsible for manitaring the progress
of strateqies, standards, policies and architectural decisions
that have been made and implemented.

Service Design monitors and gathers data associated with
creating and modifying (design efforts of) services and
service management processes. This part of the Service
Lifecycle also measures against the effectiveness and
ability to measure C5Fs and KPIs that were defined
through gathering business requirements, Service Design
also defines what should be measured. This would include
monitoring project schedules, progress to project
milestones, and project results against goals and
objectives,

Service Transition develops the monitoring procedures and
criteria to be used during and after implementation.
Service Transition monitors and gathers data on the actual
release into production of services and service
management processes. |t is the responsibility of Service
Transiticn to ensure that the services and service
management processes are embedded in a way that can
fre managed and maintained according to the strategies
and design efforts. Service Transition develops the
monitaring proceduras and criteria to be usad during and
after implementation.

Service Operation is responsible for the actual menitoring
of services in the production environment, Service
Operation plays a large part in the processing activity,
Service Operation provides input into what can be
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measured and processad into logical groupings as well as
doing the actual processing of the data. Senvice Operation
would also be responsible for taking the component data
and processing it in a format that will provide a better
end-to-end perspective of the service achievements.

8.6.9 Role of other processes in monitoring
and data collection

Service Level Management

SLM plays a key role in the data-gathering activity as 5LM
is responsible for not only defining business requirements
but also T's capakilities to achieve them.

B One of the first items in defining IT's capabilities is to
identify what monitoring and data collection activities
are currently taking place

B 5LM then needs to look at what is happening with the
monitoring data, Is the monitoring taking place only at
a component level and, If so, is anyone looking at
multiple components to provide an end-to-end service
performance perspective?

B 5LM should also identify who gets the data, whether
any analysis takes place on the data before it is
presented, and if any trend evaluation is undertaken to
understand the performance over a period of time. This
informatian will be helpful in following C5l activities

B Through the negotiation process with the business,
SLM would define what to measure and which aspects
to repeort. This would in turn drive the monitoring and
data collection reguirements. If there is no capability to
manitor and/or collect data on an item then it should
not appear in the LA, 5LM should be a part of the
review process to monitor results

B 5LM s responsible for developing and getting
agreament on OLAs and UCs that require internal or
external monitoring.
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Availability and Capacity Management

B Provide significant input into existing monitoring and
data collection capabilities, too! reguirements to maat
new data collection requirements and ensure tha
Awvailability and Capacity Flans are updated to reflect
new or modified monitoring and data collection
requiraments

B Are accountable for the actual infrastructure
monitaring and data collaction activities that take
place, Therefore roles and responsibilities need to be
defined and the roles filled with properly skilled and
trained staff

B Are accountable for ensuring tools are in place to
gather data

B Ape accountable for ensuring that the actual
maonitoring and data collection activities ane
consistently performed.

Incident Management and Service Desk

B [ncident Managemert can define monitoring
requiremants ta support event and incident detection
through automation and also has the ability to
autormatically open Incident tickets and/or auto-
escalate Incident tickets

B Event and Incident monitoring can identify abnomnal
situations and conditions which helps with predicting
and pre-empting situations and conditions thereby
avoiding possible service and component failures

B Monitor response times, repair Umes, resolution times
and Incident escalations

B /s a single point of contact it is important for the
Service Desk to monitor telephony items such as call
volumes, average speed of answer, call abandonment
rates etc., so that immediate action can be taken when
there is an increase in calls to the Service Desk. This
would also apply to those Service Desks who provide
support via e-mail and via the weh.

Security Management

Security Managemnent contributes to monitoring and data
collection in the following manner:

B Defines security monitoring and data collection
requirements

B Monitors, verifies and tracks the levels of security
according to the organizational security policies and
guidelines

B Assists in determining effects of security measures on
data monitoring and collection from the perspectives
of confidentiality (accessible only to those who
should), integrity (data is accurate and not corrupted
or not corruptible) and availability (data is available
when needed),

Financial Management

Financial Management is responsible for monitoring and
collecting data associated with the actual expenditures vs.
budget and is able to provide input on questions such as:
Are costing or revenue targets on track? Finandial
Management should also monitor the ongoing cost per
senice etc.

In addition Financial Management will provide the
necessary templates to assist C5l 1o create the budget and
expenditure reports for the vanous improvement initiatives
as well as providing the means to compute the RO of the
improvemeants,

8.6.10 Metrics and measurement

In general, & metric is a scale of measurement defined in
terms of a standard, i.e. in terms of a well-defined unit.
The quantification of an event through the process of
measurement refies on the existence of an explicit or
implicit matric (see Table 8.1}, which is the standard to
which measurements are referenced,
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Table 8.1 Service metric examplas
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Measure Metric Quality goal Lower limit Upper limit

Schadule % variation against Within 7.5% of Met to be less than Mot T exceed 7.5% of
revised plan astimate 7.5% of estimate sstimate

Effiort % varialior against Within 1066 of estimate Mot 1o be les than Mol 10 exceed 10% of
renisad plan 10% of estimate actirnale

Cost % wariation against Within 10% of cstimate Mot 1o be less than Mat to cucoed 10% of
revised plan 10% of estimats estimate

DCefects U wariation against Within 108 of estimate Mot 1o be less than Mat 1o excead 10% of

planned defact

10% of estimate

estirmate

Prodactivity

% wanation against
productivity goal

Within 10% of estimate

Mat to be less than
10%: of estimats

Mot to excesd 10% of
estimate

Custormer safisfaction

Custormer safisfaction

Greater than 8.9 on the

Mat 1o ke less than

sUnEy result

Metrics are a systern of parameters or ways of quantitative
assessment of a process that is to be measured, along
with the processes to carry out such measurement. Metrics
define what is to be measured. Metrics are usually
specialized by the sulyect area, in which case they are
valid only within a certain domain and cannot be directly
benchmarked or interpreted outside it. Generic metrics,
however, can be aggregated across subject areas or
business units of an enterprise.

8.6.11 Interpreting metrics

When beginning to interpret the results it is important to
know the data elements that make up the results, the
purpose of producing the results and the expected normal
ranges of the results,

range of 1 to 10

8.9 on the range of
Tt 10

Simply locking at some results and declaring a trend is
dangerous. Figure 8.3 shows & trend that the Service Desk
is opening fewer incident tickets over the last few months,
One could believe that this is because there are fewer
Incidents or perhaps it is hecause the customers are not
happy with the service that is being provided, so they ao
elsewhere for thefr support needs. Perhaps the
organization has implermented a self help knowledge base
and some customers are now using this senvice instead of
contacting the Senvice Desk. Some investigation is
required to understand what is driving these metrics.
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Figure 8.3 Number of incident tickets opened over time
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8.7 SERVICE REPORTING It is not satisfactory simply to present reports which depict
adherence (or otherwise) to SLAs, which in themselves are
prone to statistical ambiguity. IT needs to build an
actionable approach to reporting, i.e. this is what
happenad, this is what we did, this is how wea will ensure
it doesn't impact vou again, and this is how we are
waorking to improve the delvery of 1T sorvices goncrally,

A significant amount of data is collated and monitored by
IT in the daily delivery of quality service to the business;
however, only a small subset is of real interest and
impartance to the business {Figure 8.4 shawes the
process.) The majority of data and its meaning are maore
suited to the Tnternal managerrent neads of IT.

The business 'ikes to see 3 historical representation of the
past peried’s performance that portrays theair expefience;
howeevar, it is more concermied with thasa historical evants
that continue to be a threat going forward, and haw T
intend to militate against such threats,
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Figure 8.4 Service reporting process
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9 Complementary guidance

9.1 ITIL AND OTHER FRAMEWORKS,
PRACTICES AND STANDARDS

The IT industry has developed a number of framewarks,
method and standards to manage a growing number of
needs. Organizations can face uncertainty in
understanding which framework, method or standard of
practice they need in order to excel at managing IT
senvices, Some frameworks were developed to address
regulatory and legal compliance, others to streamline or
re-engineer practices and most have origins in financial
and manufacturing industries.

ITIL and many of these frameworks have a solid harmony
and can co-exist within an organization to meet a range
of service management needs.

Following are some of the more commonly known
frameworks and standards that have synergy with [TIL.

9.1.1 COBIT

COBIMT# stands for Control OBjectives for Information and
related Technology. Originally created in 1995 as an 5
audit framewerk, COBIT has matured o become an overall
IT management framework, COBIT processes and
principles are often used by IT and SOX auditors, COBIT is
governed by the [T Governance Institute.

9.1.2 IS0/IEC 20000

[S0/EC 20000:2005 promotes the adoption of an
integrated process approach to effectively deliver
managed servicas to meet business and customer
requirements, For an organization to function effactively

it has to identify and manage numerous linked activities,
Coordinated integration and implementation of the service
management processes provides ongoing control, greater
efficiency and opportunities for continual improvemeant.

150 20000 is based on the ITIL service management
processes.

9.1.3 ISO/IEC 15504

Also known as SPICE — Software Process Improvernent and
Capability dEtermination — it provides a framewark for the
assessment of process capability. This framework can be
used by organizations invalved in planning, managing,
monitoring, controlling and improving the acquisition,
supply, development, operation, evolution and support of
products and services, It s also Intendead for use by
assessors in the performance of process assessment, and
by organizations involved in the development of process
reference models, process assessment models or process
ASSESSMENT Processes.

9.1.4 I1S0/IEC 19770:2006

Developed to enable an arganization to prove that it is
performing software asset management (SAM) o a
standard sufficient to satisfy corporate govemnance
requirernents and ensure effective suppeort for IT service
managemeant overall. It is intendad to align closaly to, and
to support, ISOAEC 20000, Geod practice in SAM should
result in several benefits, and certifiable good practice
should allow management and other organizations to
place reliance on the adeguacy of these processes. The
expectad benefits should be achieved with a high degree
of confidence.

9.1.5 Management of Risk

Management of Risk (M_o_R¥) provides an alternative
agenaric framework for the management of risk across all
parts of an organization - strategic, programme, project
and operational. It incorporates all the activities requirad
to identify and control the exposure to any type of risk,
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positive or negative, which may have an impact on the
achievernent of vour organization's business ohjectives,

M_o_R provides a framewoark that is tried, tested and
effective to help you eliminate or manage the risks
irvolved in reaching your goals. M_o_R adopts a
systematic application of principles, approach and
processes to the task of identifying, assessing and then
planning and implementing risk responses.

9.1.6 Project management

PRMEBEOKE (Project Management Body of Knowledge) is
owned and authored by the Project Management Institute
(FRAR.

The Project Management Body of Knowledoe is the sum of
knowledge within the profession of project management,
Az with other profiessions such as law, medicine anc
accounting, the body of knowledge rests with the
practitichers and aczdernics who apply and advance it
The complete Project Manzgement Body of Knowledge
includes proven treditional practices that are wide'y
applied, as well as innovative practices that are emenging
in the profession, incluging publishad and unpublished
matarial. As A resilt, the Project Management Body of
Fnowledge is constantly evaving. (infroducion o PUBOK,
2004)

PRIMCEZ™ (PRoject IM Controled Environments, w21 is a
structured project management method owned by the
OGC. Structured project management means managing
the project in a logical, crganized way, following defined
stops. A structured project management method is the
written description of this logical, erganized approach.

9.1.7 CMMI

CMVMI (Capability Maturity Model Integrated) was created
by SEI (Software Engineering Institute) at Carnegie Mellon
University in 1991, In the beginning CMM was a model for
demonstrating the maturity of software development
processes in the belief that more mature development
processes led to better software, The kasic Software CIM
model has grown and been revised. CMM is now the de
facto standard for measuring the maturity of any process.
Organizations can be assessad against the CMM model
using SCAMPI (Standard CMMI Appraisal Method for
Process Improvement).

9.1.8 Six Sigma

The fundamental abjective of the Six Sigma methodology
is the implementation of a measurement-based strategy
that focuses on process improvament and variation
reduction through the application of Six Sigma
improvement projects, This is accomplished through the
use of two Six Sigma sub-methodologies: DMAIC and
DALY, The Six Sigma DMAIC process (define, measure,
analyse, improve, contrgl) is an improvement systam for
existing processes falling below specification and looking
far incramental impravement. Tha S Sigma DMADY
npracess fdefine, meastre, analyse, design, verify) is an
improvernent system wsed to develop new processes ar
products at Six Sigma guality levels. It can also be
ermnployed if a current process requires more than just
incremental irmproverment.
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10 The ITIL Service Management Model
Through the previous chapters we have leamed the basics as Awvailability and Capacity Management do not fit
of the ITIL Service Lifecycle, This chapter helps to bring a squarely into a process profile, but are critical elements of
visual perspective to what we have leamed. The basic service management that function across the lifecycle and

concept of using Service Management Models to must be managed in a formal way.

implement and manage services inherently offers

numerous perspectives, Depending on your organizational 0.1 M MENT TYPES

context, your interpretation of these will have adaptive 10.1 MODEL BLE TYPE

AuAnCes, The [TIL Service Management Model is comprised of twao

elament types: Service Lifecycle governance elemeants and

The ITI i Madeal has lenvel :
& TIL Senvice Management 5 TRmesoLe 2 Service Lifecycle operational elements (Figure 10,10

of granularity, For the purposes of learning the basics, this
section will take you through the basic constructs and Figure 10.1 Service Management Model element types
elements, and offer a look at how the Service
Management Model is applied to designing a service. The
ITIL Service Lifecycle relies on processes to executs the
activities involved in service management.

The elements within the Service Management Model will
vary in depth, adaptation and interpretation among
various service organizations depending on circumstance,
culture and structure. The Service Management Model is
designed to be adaptive and organizations can custamize
the design and use of ML model elements to mest thelr
unigue needs, On its own, without any adaptation, the
Service Management Model is entirely complete and
usable, but many arganizations find that they can enhance
their service capabilities by incorporating their own best
practices into a hybrid structure, Care should be taken,
however, when adapting the Service Management Model
not to customize it to the point that service management
tachnologias in the consumer market are no longer able
to support your requirements.

Another important concept within the Service
Managerment Madel is that not all of the elerments are
purely processes. While many elemeants fit the typical Service Lifecycle governance elements exert influence
characteristics of a ‘process’, many do not, Elements such throughout the Service Lifecycle and gain feedback from
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Figure 70.2 Service Lifecycle governance and operational efements

Serdice Litecych Govemancs Precesses

all stages of the lifecycle. They reside predominantly in
Sence Strategy and Continual Service Improverment.

The lifecycle structure of [TIL levarages process and activity
glemants throughout various stages of the lifecycle and
Figure 10.2 illustrates the reach of each of the govemnance
and operational elemants across the lifecycle.

The illustrations that fillow are an excerpt of the full ML
integrated Service Manage ment Model which is available
ot the ITIL Live™ web potal (waawcitil [ive portal.com).

A particular scenaric has been chasen o ilustrate the flow
and integration of the Service Management Modal and
how the |ifecycle flows from the inception of a service to
itz retiremnent. The scenario involves a business outcome
that will require a new service to be offered by a Service

Sarvice Lifscycla Operational Procasses

Service Operstion Proceses

Fnradedge i\.-hn:lga:ﬂ:ut I

Provider. In this scenario the Service Provider could be
Type |, 1| ar Il {refer to section 4.3 for a description of
Service Provider typas),

Mot all of the Servce Management Mode' elements ara
showwn in their entirety in this scenario, but can be
referancad fram the wieb portal in their entire dapth and
application. The use of this scenarin is intended to help
you gain an understanding of the basic practice and
process elements used acrss the [TIL Service Lifecycle.
The specific sub process activities and wark instructions
are not shown hare, but again, can be obtained from the
ML web portal.
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10.2 BASIC ELEMENTS

As a Service Provider, the interactions you will have in the
development and delivery of services to the business will
depend on the type of Service Provider wou are.

Type |
Figure 10.2 Typical Type | Service Provider interactions

Substitubor

Supplier

Generic Value Mebwork

As discussed in earlier sections of this publication, a Type |
Service Provider (Figure 10.3) is most often the point of
focus for the business customer and all IT service needs
are managed by the Service Provider using a value
network of partnerships.

ITIL Service Managerment Model | 151
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Type Nl
Figure 10.4 Type Il Service Provider interactions

Business Senvices

Business Services

Business Customers

Business Services

Business Services

Business Services

Busimess Unit A

Business Unit B

3

Business Unit C

Substitutor
Supplier Services

/

Supplier

Supplier Services

Service Provider Type il Value Metwork

A Type Il Sarvice Provider (Figure 10.4) will often be part of
& shared Service Management Model and will prowvide
servicos to a number of business custemers 2nd manage
the interactions with the business customers and an
extermal value netwaork.

A Type Il Service Provider (Figure 10,57 is mast often an
crganigalion exlermal Lo the business end inlemcls wilh
the value network an behalf of the business customer,

Regardless of the Service Provider type, each will require

the use of a range of Senvice Management Model process
and practice clermchits to manage services effectively and

maasurz the value provided to the business custamer,

Figure 106 cutlines the main process lements acrss the
setvice Lifesycle mocel. They are depicted with a logical
Moo prallern; however, they are nol ahways execuled ina
linear fashizn and so this should be taken into account,
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Figure 10.5 Type \lf Service Provider interactions
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Business Customers

Businass Services

Business Services

Business Services

Complementor

Supplier Services [ External Service ] Supplier Services
Provider (Type Il J

Substitutor

Supplier Services

Supplisr

Service Provider Type |l Value Network

Each of the start and termination nodes depicts an input
that triggers the process or an output that triggers ancther
process.,

As an example, Figure 10,6 illustrates that the trigger for
the Service Strategy processes is a desired business
strateqy. The termination of the Service Strategy processes
is the chartering of a service and the supply of a Service
Level Package, which then triggers the Service Design
processes, and so on.

Within sadh process element, a number of main practice
elemants accompany each process and ane canied out
during the lifecycle. Figure 10.7 illustrates these,

Each of the elerments shown is comprised of a variety of
activities. These are not described here in detail but
provided to illustrate the main practice activities an
arganization would expect to execute during the Service
Lifecycle, Details about each of thete can be found in the
ITIL Service Management core lifecycle publications and
an the [TIL Live™ web portal s iwl-ive-portal.com).
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Figure 10.6 Basic Service Management Model process elements

ITIL Service Lifecycle - Main Process Elements

Service Strategy Service Design

Chamge

Managament

Larsice Released
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Figure 710.7 ITIL Service Lifecycle main practice elements

IMIL Service Lifecycle - Main Practice Elements

- Morekar & Manige Hanage ﬂ&ﬂ'ﬂm Participate in Proveide
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10.3 CREATING A SERVICE publication). This is achieved through a strategic

assessiment, establishing objectives and a resulting service
strategy. In owr chosen scenario — creating a service - not
all of these must be executed each and every fime.

The next series of worktlow diagrams will take you
through the practices, processes and activities of creating
2 service. As in the earlier ciagrams, these are only
depicted at the top leval of workflow, but they will Assurning we have a Service Portiolio in place, the

provide & solid understanding of the elements reguired. creation of a service must be subject to an evaluation of
the existing services and provider capabilities to detenmine

10.4 STRATEGY GENERATION the best course of action.
When a business identifies a needed outcome, Senvice
Strategy must define a number of supporting elements to
deliver it. First, the perspectives, positions, plans and
patterns of actions that help define the market spaces that
the service will thrive in to deliver business value must be
evaluated (see Figure 10.8, taken from the Service Strategy

Figure 105 illustrates the breadth of a semvice Portfalio
dand Lhe elemenls Lhal need lo be assessed o dedide on
the course of action.
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Figure 10.8 Forming and formulating a Service Strategy

Strategic assessment

Analyse

mxtormnal
factors

Establish
objectives

Analyse
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Strategy generation,
evaluation and selection

Determine
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Craft a plan

k4
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patterns of
action

Measurement and evaluation
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- Service Transition
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= Senvice Operation
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Figure 710.9 The Service Portfolio
Service Portfolio

Service Catalogue

A engaged eamed from released
Service operation
v v v

Common pool of resources

Brea of circle is proportional to resources currently engaged in the lifecycle
phase (Service Portfolio and Financial Management)
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10.5 DECIDING THE COURSE OF ACTION TO
CREATE A NEW SERVICE

10.5.1 Stage 1 - Service Strategy elements

In Figure 10.10, Service Strategy evaluates the Service
Paortfolio to determine if existing capabilities are in place
to create the service and deliver the desired business
outeormes. Note that other parts of the TIL Service
Lifecycle are involved during the assessment. For example
Service Design will evaluate the existing Service Catalogus
to determine if live services can be tagged to deliver the
required business outcomes, Service Transition becomes
involved when the new service is designed eithar from
axisting capabilities in the Service Portfolio or Catalogue,
or added to them, and moves to the transition stage of
the Service Lifecycle.

Figure 10.10 Stage 1 - Service Strategy elements

Service Strateqy — Define Market

P

If during this assessment the business decides that the
options available cannot be committed to at the time,
Continual Service Improvement will raview this periodicalby
to determine if a future time is appropriate to charter and
create the service or if there are external catalysts that
might make it feasible to proceed at a particular point in
time as part of a service improvement programime,

10.5.2 Stage 2 - Design the solution

In this stage, all parts of the Service Lifecycle are involved
(Figure 10.11). Each provides input as part of the
requirements-gathering stage to ensure that a full service-
focused view is understood and leveraged when designing
the zervice. Examples of the benefits in involving all parts
aof the Service Provider network are:
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Service Design — Design Service Solution

P
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B Ability to re-use existing technology and resources in
the operation and suppart of the new services

® Understanding the impact across the Service Provider
network of introducing a new service

B Ensuring that the new Service Dasign is consistent with
the capabilities planned and future investment strategy
of the organization.

It is important to note that the Service Design stage of the
lifecycle will also consider design activities that ensure
Availability, Capaaty, Security, Service Continuity etc, This
is done during the solution design as part of the five
aspects of Service Design (refer to the Service Design core
publication). The detailed Service Management Model
elements for these are avallable on the ITIL Live Web
portal (www itl-live-portal.com).

A full description of these elements and the guidance on
exacuting therm can be found in the Service Design core
publication.

10.5.3 Stage 3 - Transition the service

For a service being built, once the Service Design Package
(SDP) has been created during the Service Design stage,
the service can be planned, built, tested and deployed.
During the Service Transition stage the elements executed

draw from key Service Transition processes:

B Transition Planning and Support

Change Management

Service Asset and Configuration Management
Service Validation and Testing Management
Release and Deployment Management.
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Figure 70.12 Stage 3 - Transition the service

Service Transition — Transition Service

e

The process workflows for these can be found both in the
Service Transition core publication and the ITIL Live web
poartal (www.itil-live-portal.com).

Figure 10,14 shows an example of the Change
Management process as it would be executed in this
scenario, [t would be included as part of the elements
shown in Figure 10,73, which are an extract from the
Transition the service’ workflow in Figure 10,12,

The full Change Management process flow for these
elements (Figure 10.14) is taken from the Service
Transition publication.

E

Mow that the scenario has reached the stage of going into
live operation, there are many interactions and information
flows that are being passed through the various stages of
the ITIL Senvice Lifecycle, Figure 10,15 depicts some of
those interactions from a view during the transition stage
of the lifecycle, Note the assortment of datz and
information passing between stages by this point in the
creation of the service.
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Figure 10.12 Change Management elements
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Figure 10.15 Information flows at the Service Transition stage
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10.5.4 Stage 4 - Operate the service predicted results and meeting the business outcomeas we
In our scenario we have now deployed the new service started with.
and have E'CCEDth it into live operation. But the wark Beyu rd E'E"i)" life: support, the service becomes 'business as
fram Strategy, Design and Transition is not dane, usual’ and is continuously monitored and controlled,

Early life support is a critical part of ensuring that what we becoming part of the overall service value to the business

have planned, built, tested and installed 15 producing the customer.
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Service Operation - Operate Service
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The workflow in Figure 10.16 depicts the high-level
activities within Service Cperation. The details of each
process element and activity can be found in the Service
Operation core publication and the ITIL Live™ web portal
(wnana.itil-live-portal .com).

During early life support Service Transition and Service
Operation work together. As is often the case, a number of
isslies with a new service may be uncovered. Depending
upon the nature of these, information shauld be recorded
either as events, incidents or known errors, and passed
along the workflow accordingly. Service Strategy, Service
Dasign and Continual Service Impravement should be

provided with feedback on the performance of the new
service, any issues that are revealed, how the business
customer is adapting to use of the new service, etc.

It is at this stage that the measurement systems and
metrics created at the design stage begin to be generated
and accumulated for service reporting. It is also at this
stage that the quality and value of the new service are
realizad since the business is now fully engaged in its use,

A few examples of the full process workflows in Service
Orperation are given in Figures 10,17 and 10.18. The full
integrated Service Management Model and process flows
can be obtained on the ITIL Live web portal.
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Figure 10.17 The Event Manaogement process
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Figure 710.18 The Incident Management process flow
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The new service is now in full operation and much mare
information is being exchanged within the [TIL Service
Lifecycle, An example of this is provided in Figure 10,79,

10.5.5 Stage 5 - Continual Service
Improvement

Even a new designed service will undergo improvements
avier time. Thare are many reasans for this, Business
outcomcs change as business necds cvalve, Mowr
tochnologics become availakle that are sought aftor to
imprave services, Competitve forces demand rapid

change capzhility for both business outcomes and Service
Providers.

Whataver the reason behind the need for change, the
Continual Service Improvement stage offers the means to
cast an eye over the performance, utility and warrant of
the new service on an ongoing basis,

Figure 10,20 illustrates some of the main elements and
processes imvolved in service improvement.

The Continual Sorvice Improvoement core publication
documents the full process elements, With a new service,
the activities revolva around ensuring that business value
and axpected outcomes ara baing achieved, and
identTying whare thare are opportunities to improwve
further, Continual Service Improvement foeds back o
evany stage in the Service Lifecycle.

Figure 10.1% Information flow in the Service Operation stage
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Figure 10.20 Stage 5 - Continual Service Improvement

Continual Service Improvement - Review Service Performance

Service
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Figure 10.21 shows the information flow within the Readers are encouraged to leam maore about the
process glements of Continual Service [mprovement. integrated [TIL Service Management Made| by exploring

These five stages form part of a larger, intagrated Senvice the core ITIL Service Management publications and visiting

Management Model and show how they would be applied
for the creation of a naw service. Organizations should
think of tha broader picture of the ebb, flow anc
interactions within the Service Lfecycle.

the ITIL Live"™ web portal {wewwitil-live-portal.com).

Figure 10.22 shows the high-level integrated flow
between lifecycle stages.

If we think of the main elements involved in the creation
of a new service as layers through the lifecycle (Figure
10.23), we see the interactions and dependencies needed
to ensure that business outcomes and business value are
met.
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Figure 10.21 Information flow within Continual Service Improvement
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Figure 10.22 Integrated lifecycle elements flow
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Figure 10.23 Layered view of the main elements in the Service Lifecycle
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Acronyms

ACD
AM
AMIS
ASP
BCM
BCM

BlA
BRM
B3l

CAR
CAB/EC

CAFEX
oM
CFlA
cl
CMDE
ChIS
Chimd
ChMM
CMS
CoTs
CSF

Automatic Call Distribution
Awailability Management
Auailability Management Infarmation System
Application Service Provider
Business Capacity Management
Business Continuity Management
Business Continuity Plan
Business Impact Analysis
Business Relationship Manager
British Standards [nstitution
Business Service Management
Change Advisory Eoard

Change Adwvisary Board /Emergency
Cormrmittos

Capital kxpenditure

Carnponent Capacity Management
Component Failure lmpact Anzlysis
Conlguration [lem

Configuration Managemant Datzbasa
Capacity Management Information Systarm
Capability Maturity Maodel

Capability Maturity Model Intagration
Configuration Management Systemn
Commercial off the Shelf

Critical Succass Factor

3l
C5IP
5P
Tl
DIk

ELS
eSCWCL

eSCW -5

FMEA,
FTA
IRR
I5G
I5A
ISAIS
150

5P

IT=h
itSMNF
VR
KEDEB
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Continual Service Improvement
Continual Service Improvement Plan
Core Service Package

Computer Telephony Integration

Data-to-Infermation-to-Knowladge-to-
Wisclom

Early Life Support

aSaurcing Capahility Model for Client
Cirganizations

eSourcing Capability Model for Service
Prowiders

Failure Modes and Effects Analysis

Fault Trea Analysis

Interndl Rate of Return

IT Stecring Group

Information Security Management
Infemmation Security Management System

Intemational Organization for
Standardization

Intemat Service Prowvider
Infornation Techinalogy

IT Service Continuity Manadeament
IT Service Management

IT Service Management Forum
Interactive Voice Response

Known Error Database






